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Introduction 


The Fragile Balance of Terror 


Vipin Narang and Scott D. Sagan 


In 1958, Albert Wohlstetter published what was arguably the most influen- 
tial paper on nuclear strategy during the Cold War. In “The Delicate Bal- 
ance of Terror,” Wohlstetter argued against the commonly held notion that 
the existence of thermonuclear weapons in the arsenals of both the United 
States and the Soviet Union had produced a “presumed automatic balance” 
of power, making nuclear war “extremely unlikely.”! Instead, Wohlstetter 
maintained, the United States would have to spend significant intellectual 
capital and financial resources to ensure a “secure second-strike capability” 
permitting retaliation after a Soviet surprise attack. He warned, however, 
that his chosen strategy would increase “the accident problem”: “In order 
to reduce the risk of a rational act of aggression, we are forced to undertake 
measures (increased alertness, dispersal, mobility) which, to a smaller ex- 
tent, but still significant, increases the risk of an irrational or unintended act 
of war.”? Wohlstetter’s warning that the nuclear balance was precarious and 
that deterrence was complicated and imperfect had a profound effect on US 
nuclear doctrine and arms control policy during the Cold War. 

Over sixty years after Wohlstetter’s article was published, the world is on 
the cusp of a new nuclear age. China, Russia, and the United States are in the 
midst of a renewed arms race and nuclear modernization programs. Further, 
three new nuclear weapons powers have emerged since the end of the Cold 
War: India, Pakistan, and North Korea. Each has been involved in frequent, 
sometimes high intensity, crises in which escalation is not only possible but 


1. Albert Wohlstetter, “The Delicate Balance of Terror,” Foreign Affairs 37, no. 2 (1959): 
211-34. https://doi.org/10.2307/20029345. 
2. Wohlstetter, “Delicate Balance, 231.” 
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increasingly likely. North Korea’s 2017 nuclear and missile sprint to seek the 
capability to hold the United States homeland at risk sparked a major global 
crisis. India and Pakistan have engaged in more frequent militarized crises, 
with nuclear India making history when it used military airpower against 
the undisputed territory of another nuclear power for the first time in 2019. It 
is unlikely to be the last. A year after this intense crisis with nuclear Paki- 
stan, the Indian military suffered at least twenty fatalities in a bloody clash 
with China. The restraining effects of classical deterrence theory appear to 
be eroding. Escalation has thus far been avoided not due to the skill with 
which these states believe they maneuver but largely through luck. And at 
some point, that luck may run out. 

Furthermore, the nuclear aspirants that have so far failed to reach the fin- 
ish line in the post-Cold War era—Iraq, Iran, Syria, and Libya—have per- 
haps disrupted the international system even more than the new nuclear 
powers, as terminating or stalling their nuclear weapons programs led to 
protracted wars and crises. Still, other potential nuclear weapons states lurk 
in the wings—US adversaries and allies alike—such as Saudi Arabia, Tur- 
key, and perhaps South Korea, Japan, and Germany that may not indefinitely 
find America’s extended deterrence commitments credible. These new and 
potentially future nuclear weapons powers—and the risk of what we term 
“nuclear contagion,” or the further spread of nuclear weapons triggered by 
so-called index cases like North Korea or Iran—are a preview of the dan- 
gerous nuclear future. 

We are unprepared for it. This is a more uncertain and complex nuclear 
world than we confronted during the Cold War. These new and potential 
nuclear powers reside in highly hostile environments. Many of these states 
have fewer resources and are characterized by more domestic instability 
than the first generation of nuclear powers. Some of these states are headed 
by personalist dictators who have few checks and balances on their decision- 
making authority. New technologies, including social media and cyberse- 
curity, are complicating communication, command, and control. And the 
emergence of multiple nuclear states makes balances of power more com- 
plex and deterrence relationships more uncertain. Our theories and under- 
standing derived from the Cold War bipolar nuclear competition leave us 
ill-equipped to handle the daunting challenges of this new nuclear age. 

This new nuclear age demands new thinking and analysis about the chal- 
lenges generated by the continued existence and spread of nuclear weapons. 
How does the prospect of more nuclear weapons powers—some led by per- 
sonalist dictators driven by narcissism and megalomania and motivated by 
revenge—interacting with each other more frequently alter our confidence in 
our classic deterrence models? Can deterrence hold between these new nu- 
clear states? What challenges will they face in building secure second-strike 
forces in the face of emerging counterforce and damage limitation incentives 
and technologies, in managing their arsenals, and in navigating crises? What 


THE FRAGILE BALANCE OF TERROR 


are the risks of inadvertent escalation or accidental war in the new nuclear 
age? What mitigation steps are possible to reduce these risks? 

These are the motivating questions for this book. The answers are wor- 
rying, and the conclusions grim, but together the chapters in this book leave 
no doubt that we should have reduced confidence in deterrence, preventing 
the first use of nuclear weapons in this new age. This introduction explains 
why deterrence with new nuclear states, and not the United States-Russia 
renewed rivalry—depending obviously on the outcome of the 2022 Russian 
Invasion of Ukraine and the resulting war—poses the greatest risk of de- 
liberate and inadvertent or accidental nuclear war.’ It then outlines the gaps 
in our theories and knowledge of new nuclear states and the structural, tech- 
nical, and political sources of nuclear instability in the emerging nuclear 
world. It motivates the volume by highlighting why theories derived from 
the superpower nuclear balance are inapplicable to the emerging nuclear 
landscape—basic assumptions such as bipolarity, significant financial and 
technical resources, regime predictability, stable civil-military relations 
and competent nuclear organizations, and technological symmetries be- 
tween rivals may not apply to new and emerging nuclear weapons powers. 


The Eroding Foundations of Nuclear Stability 


The nonuse of nuclear weapons since Hiroshima and Nagasaki in 1945 has 
generated significant overconfidence and complacency in the restraining 
and stabilizing effects of nuclear weapons and deterrence. We do not deny 
that nuclear weapons can induce, and have induced, caution among their 
possessors. Nuclear deterrence has been, and remains, a powerful constraint 
on decisions to go to war or escalate in a war. But that powerful deterrent is 
by no means a perfect deterrent. This volume demonstrates that there are 
many reasons to fear that deterrence will be far more precarious in the future 
than it has been in the past. 

Four main lines of argument exist as to why nuclear weapons have not 
been used in war or inadvertently since 1945. All four arguments are chal- 
lenged by emerging evidence in the contemporary nuclear age. The first is 
the inherently stabilizing features of nuclear weapons, the most destruc- 
tive weapons on the planet—or the benefits of the “theory of the nuclear 
revolution.”* Nuclear weapons are so destructive, the theory holds, that once 
a condition of mutually accepted survivable nuclear forces is obtained by 


3. On great power (Russia, China, and United States) nuclear relations, see Robert 
Legvold and Christopher F. Chyba, eds., “Meeting the Challenges of a New Nuclear Age: A 
Special Issue,” Daedalus 149, no. 2 (Spring 2020). 

4. Robert Jervis, The Meaning of the Nuclear Revolution: Statecraft and the Prospect of Arma- 
geddon (Ithaca, NY: Cornell University Press, 1989); Kenneth N. Waltz, The Spread of Nuclear 
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two nuclear weapons powers, any strategic nuclear weapons use would be 
suicidal and would result in mutually assured destruction, thereby inhibit- 
ing nuclear use. This may have had purchase on the theoretical stability of 
the superpower nuclear competition, where the sheer size of the US and So- 
viet force structures—and their ability to devote enormous resources and 
organizational power to (barely) managing them securely—made the pros- 
pect of a disarming first strike practically impossible. But even during the 
Cold War, the theory of the nuclear revolution had a worrying number of 
“near misses,” and failed to explain why nuclear weapons states refrained 
from using nuclear weapons against nonnuclear adversaries.° 

With emerging technologies and the spread of nuclear weapons to small 
states with smaller arsenals, it is not at all obvious that the conditions of the 
theory of the nuclear revolution are met anywhere besides the United States- 
Russia balance—for technological, structural, and domestic political rea- 
sons.° First, many nuclear states may not be confident in the survivability of 
their nuclear forces, and the United States, in particular, may not accept vul- 
nerability to them. The combination of smaller arsenals and improving 
counterforce technologies threaten one of the theoretical pillars of the theory 
of the nuclear revolution. In such asymmetric nuclear balances, the require- 
ments necessary for the theory of the nuclear revolution to hold may be inap- 
plicable, and these are the balances that characterize the contemporary and 
future nuclear world. For example, China and North Korea may not believe 
that they have survivable second-strike forces against the United States, 
while the latter repeatedly refuses to accept mutual vulnerability with them, 
reinforcing their fears.” Pakistan may fear that India does not accept the sur- 
vivability of its forces as Indian decision-makers express interest in counter- 
force strategies.’ This leads states to adopt dangerous arms racing behavior 
or, worse, during crises, may inject every dispute with “use them or lose 
them” fears. Furthermore, the theory of the nuclear revolution argues that 
the possession of nuclear weapons reduces uncertainty in the interaction 
between states but smuggles in the notion that it was the bipolar structure of 
the Cold War that did most of the work in reducing systemic uncertainty. 


Weapons: More May Be Better, Adelphi Paper, no. 171 (London, UK: International Institute 
for Strategic Studies, 1981). 

5. Scott D. Sagan, The Limits of Safety: Organizations, Accidents, and Nuclear Weapons, 
(Princeton, NJ: Princeton University Press, 1993). 

6. See Brendan R. Green, The Revolution that Failed: Nuclear Competition, Arms Control, and 
the Cold War (Cambridge, UK: Cambridge University Press, 2020); Kier A. Lieber and Da- 
ryl G. Press, The Myth of the Nuclear Revolution: Power Politics in the Atomic Age (Ithaca, NY: 
Cornell University Press, 2020). 

7. 2018 Nuclear Posture Review, https://dod.defense.gov/News/SpecialReports/2018 
NuclearPostureReview.aspx. 

8. Christopher O. Clary and Vipin Narang, “India’s Counterforce Temptations: Strategic 
Dilemmas, Doctrine, and Capabilities,” International Security 43, no. 3 (Winter 2018/2019): 7-52. 
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The new nuclear era, however, is marked by multipolar nuclear compe- 
tition where uncertainty and miscalculation are endemic to nuclear inter- 
actions, increasing risks, as Caitlin Talmadge’s chapter shows. Finally, the 
theory of the nuclear revolution makes assumptions about the domestic po- 
litical stability of nuclear powers and their ability to securely manage nu- 
clear weapons. With the prospect of nuclear weapons powers led by unstable 
regimes, such as Pakistan, or personalist dictators such as Kim Jong Un or 
the next Saddam Hussein—leaders driven sometimes by pathologies and 
paranoia rather than rational, national cost-benefit calculation and who may 
lack the resources to safely and securely manage their nuclear weapons— 
these assumptions are tenuous, at best. Whether the theoretical require- 
ments posited by the theory of the nuclear revolution applied even during 
the Cold War is debatable, but in the contemporary and future nuclear world, 
relying on a deterrence model whose fundamental assumptions depart so 
significantly from reality may be a blueprint for catastrophe. Indefinitely re- 
lying on the restraining effects of nuclear weapons to spare the world nu- 
clear use, without accounting for the changing character of the nuclear 
world, is increasingly untenable. 

A second, related argument for why nuclear weapons have not been used 
since 1945 is that there has not been a crisis or war since World War II with 
high enough stakes for a nuclear weapons state to seriously contemplate the 
use of nuclear weapons.’ In other words, no nuclear power has faced a sig- 
nificant enough threat to warrant the use of nuclear weapons. This selection 
effect flows from one implication of the theory of the nuclear revolution: the 
stability-instability paradox. This paradox, scholars note, means that two 
nuclear weapons powers in a condition of mutual vulnerability may experi- 
ence a higher frequency of lower intensity conflict, but that the constraining 
effects of mutual nuclearization inhibit escalation to a point where the use of 
nuclear weapons might be rationally considered. The argument posits that 
crises like the Cuban Missile Crisis so focused the superpowers’ minds on 
avoiding escalation that they rarely put themselves in a position where the 
use of nuclear weapons could or would be contemplated. The contemporary 
nuclear landscape, however, is dotted with nuclear powers that show little 
fear of escalation. India, frustrated by the constraining effects of Pakistani 
nuclearization, has increasingly tried to push the line on how far it can esca- 
late militarily in crises, reaching a worrying historical first in 2019 when it 
bombed undisputed mainland Pakistani territory, the first time that a nu- 
clear weapons power has done so against another nuclear weapons power. 
The concerning feature of the new nuclear era—as Mark Bell and Nicholas 


9. See Benjamin A. Valentino, “Moral Character or Character of War? American Public 
Opinion on Targeting Civilians in Times of War,” Daedalus, vol. 145, no. 4 (Fall 2016): 127-138. 
10. See Jervis, The Theory of the Nuclear Revolution, 19-22. 
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Miller argue in their chapter—is that states may no longer seek to avoid 
crises but to win them and may advertently or inadvertently stumble into 
high-intensity conflict where the use of nuclear weapons no longer becomes 
unthinkable. 

A third line of argument explaining the nonuse of nuclear weapons since 
1945 is what Nina Tannenwald called the “nuclear taboo,” that the moral op- 
probrium of nuclear weapons grew over time and inhibited the United 
States in particular from contemplating nuclear use against both nuclear and 
nonnuclear adversaries. That no state used nuclear weapons since 1945 is 
a fact. But whether it was due to moral or prudential reasons—the tradition 
of nonuse—continues to be debated.” Nevertheless, both the taboo argu- 
ment and the tradition of nonuse arguments are under threat in the con- 
temporary nuclear landscape. For one, the taboo was always a contested 
norm, and it is not necessarily a strong one across the world, as Tannenwald 
herself has noted when expressing concerns of a “vanishing” taboo.” States 
such as Pakistan and North Korea, which rely on the threat of nuclear first 
use for their day-to-day security, have every incentive to undermine both 
the taboo and the stability of the tradition of nonuse to enhance the credi- 
bility of their deterrent threats. Second, survey experiments by Scott Sa- 
gan, Benjamin Valentino, and Janina Dill suggest that publics across the 
world—from the United States to Israel to India to France—are uncon- 
strained by either a taboo or a tradition of nonuse in their support of nu- 
clear use. The moral underpinnings of any nuclear taboo may be eroding, 
if they ever existed. And the argument for the tradition of non-use faces chal- 
lenges from regimes and leaders who may be motivated by personal con- 
siderations and whose shorter time horizons undercut the prudential 
calculations that may have restrained the United States and the Soviet Union. 

Fourth, the risk of nuclear weapons use has been inhibited by the small 
number of nuclear weapons states. During the Cold War, there were effec- 


11. Nina Tannenwald, The Nuclear Taboo: The United States and the Non-Use of Nuclear 
Weapons since 1945 (Cambridge, UK: Cambridge University Press, 2007). 

12. See TV. Paul, The Tradition of Non-Use of Nuclear Weapons (Stanford, CA: Stanford Univer- 
sity Press, 2009); and Scott D. Sagan, “Realist Perspectives on Ethical Norms and Weapons of 
Mass Destruction,” in Ethics and Weapons of Mass Destruction: Religious and Secular Perspectives, 
ed. Sohail H. Hashmi and Steven P. Lee (Cambridge: Cambridge University Press, 2004), 73-95. 

13. Nina Tannenwald, “The Vanishing Nuclear Taboo? How Disarmament Fell Apart,” 
Foreign Affairs 97, no. 6 (November/December 2018): 16-24. 

14. See Vipin Narang, Nuclear Strategy in the Modern Era: Regional Powers and International 
Conflict (Princeton, NJ: Princeton University Press, 2014). 

15. See Scott D. Sagan and Benjamin A. Valentino, “Revisiting Hiroshima in Iran: What 
Americans Really Think about Using Nuclear Weapons and Killing Noncombatants,” Interna- 
tional Security 42, no. 1 (Summer 2017): 41-79, doi.org/10.1162/ISEC_a_00284; and Janina Dill, 
Scott D. Sagan, and Benjamin A. Valentino, “Kettles of Hawks: Public Opinion on the Nuclear 
Taboo and Non-Combatant Immunity in the United States, United Kingdom, France, and 
Israel,” Security Studies: 31, no. 1 (2022): 1-31. 
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tively three nuclear states—the United States plus its NATO allies Britain 
and France, the Soviet Union, and China. And the primary competition was 
between the United States and the Soviet Union, while China was content 
with a minimal retaliatory force that gave it the freedom to lay unallied be- 
tween the superpowers. Israel and South Africa possessed undeclared and 
untested nuclear weapons capabilities, but their experiences were largely pe- 
ripheral to the nuclear landscape. The small number of nuclear weapons 
powers made the nuclear world, and each state’s nuclear arsenals, easier to 
manage and reduced systemic risk of accidents or intentional nuclear use. 

As of 2022, there are “effectively” nine nuclear weapons states, with the 
addition of India, Pakistan, and North Korea. The latter two are led by a de 
facto praetorian regime and a personalist dictator, respectively, each with 
their own pathologies that may lead them to depart from classic means-end 
rational behavior in crises. And the future may herald significantly more 
independent nuclear weapons powers as nuclear contagion increases the 
risk of the spread of nuclear weapons, from Iran, Turkey, and Saudi Arabia 
to South Korea, Japan, and Germany if they ever choose to escape from a 
US nuclear umbrella that they fear is unreliable. The existence of more nu- 
clear weapons states, some with resource constraints and immature organ- 
izations, inherently increases the risk of use in the system. 

More worrying are the types of future states that might populate the future 
nuclear world, especially personalist dictatorships. Democracies and autocra- 
cies alike have developed and deployed nuclear weapons. Democracies and 
autocracies alike have started nuclear weapons programs and then aban- 
doned them. But only autocracies, and a particular kind of autocracy, a per- 
sonalist dictatorship, have tried to develop nuclear weapons after having 
signed the Nuclear Non-Proliferation Treaty. These are the most worrying 
types of proliferators because of what we term the personalist paradox. Per- 
sonalistic regime leaders are more likely to want the bomb and are more 
likely to start illicit programs because they have fewer domestic constraints 
and may have less fear of being caught cheating on nonproliferation commit- 
ments. Yet they are less likely to succeed in building nuclear weapons because 
of weak bureaucratic structures and pathologies that make it difficult for such 
leaders to sustain major scientific, industrial projects.” But North Korea’s suc- 
cess, and Bashar al-Assad’s near success in hiding an above-ground nuclear 


16. See Scott D. Sagan, “The Causes of Nuclear Weapons Proliferation,” Annual Review of 
Political Science 14, (March 2011): 225-244; and Christopher Way and Jessica L.P. Weeks, 
“Making it Personal: Regime Type and Nuclear Proliferation,” American Journal of Political 
Science no. 3 (July 2014): 705-719. 

17. See Jacques E.C. Hymans, Achieving Nuclear Ambitions: Scientists, Politicians, and Prolif- 
eration (Cambridge, UK: Cambridge University Press, 2012); and Malfrid Braut-Hegghammer, 
Unclear Physics: Why Iraq and Libya Failed to Build Nuclear Weapons (Ithaca, NY: Cornell Univer- 
sity Press, 2016). 
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reactor in 2007, have provided a blueprint for personalist dictators everywhere 
who seek the bomb.! If they succeed, personalistic regimes may be more 
likely to use nuclear weapons due to accident, faulty decision making, or emo- 
tion, as Rose McDermott argues in this volume.” 

The past is a poor template for the future, and the future nuclear world 
has the potential to be distinctly different—and more fragile—from any- 
thing we have previously confronted. More nuclear states, interacting more 
frequently and intensely, possessing smaller and less sophisticated arsenals, 
led by regimes whose preferences may depart from classic rationality, who 
seek to win crises rather than avoid them, operating in the modern high- 
velocity information environment where misinformation may be rampant, 
characterizes this new, more dangerous, nuclear world. The theoretical foun- 
dations that gave us any confidence that nuclear weapons would continue 
to be effective deterrents with minimal risk of accidents or intentional use 
are all eroding. This volume is the first attempt to characterize the key fea- 
tures of this new nuclear age and analyze and assess its risks. To better man- 
age this potentially unstable new nuclear age, we must first understand it. 


The Plan of the Book 


This book is organized into two parts. The first part identifies the unique 
challenges of this new nuclear landscape—the characteristics that make it 
distinct from the previous nuclear eras. Caitlin Talmadge offers a framework 
for thinking about nuclear deterrence in a multipolar world and about mul- 
tipolar nuclear interactions—like that between India, Pakistan, and China— 
which our existing theories derived from the bipolar Cold War model fail 
to consider. The uncertainty in regional and global multipolar nuclear in- 
teractions is a sharp deviation from the relative ease of managing a bipolar 
Cold War nuclear competition. Rose McDermott assesses a troubling attri- 
bute of many of the new nuclear states: their leaders tend to be personalist 
dictators, and such autocrats can behave in ways that deviate dangerously 
from our standard rationalist models of deterrence. They may be more risk- 
seeking, motivated by pathologies such as megalomania, narcissism, and re- 
venge, making them harder to deter and predict. Vipin Narang and Heather 
Williams analyze crises in the new media—especially social media— 
environment and explore how new tools such as Twitter and private chat 
apps can amplify nationalism and misinformation/disinformation, thereby 


18. See Vipin Narang, “Strategies of Nuclear Proliferation: How States Pursue the Bomb,” 
International Security 41, no. 3 (Winter 2016/2017): 110-150. 

19. See also Scott D. Sagan, “Armed and Dangerous: When Dictators Get the Bomb,” 
Foreign Affairs 97, no. 6 (November/December 2018): 35-43. 
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accelerating or decelerating crises in novel ways. Amy Zegart explores the 
rise of open-source intelligence (OSINT) and how that may affect our abil- 
ity to predict the emergence of nuclear states. While this makes it more chal- 
lenging for states to hide nuclear weapons programs, proliferators may 
also learn to adapt to the growth of these new tools and become better hid- 
ers. The rise of OSINT tools may also make crisis de-escalation more diffi- 
cult, as governments may no longer be able to sustain convenient face-saving 
fictions that have previously enabled crisis de-escalation. 

The second part explores how enduring challenges that have confronted 
nuclear states—achieving reliability, survivability, and command and con- 
trol over their nuclear forces—take on a new salience in this new nuclear age. 
Jeffrey Lewis and Ankit Panda examine how new nuclear states think about 
how much is enough when they develop their initial nuclear arsenals, and 
what this means for arsenal vulnerability and crisis dynamics, particularly 
when there may be a discrepancy between when a state thinks it has enough, 
but its adversary does not agree and vice versa. Christopher Clary asks the 
related question about whether nuclear forces in new nuclear powers are sur- 
vivable in the so-called new era of counterforce. He concludes that although 
they are likely to be, the fear over survivability concerns—fears intentionally 
stoked by stronger powers such as the United States and potentially others 
such as India toward Pakistan—will intensify in the new nuclear age, leading 
to worrying crisis dynamics as states may have itchy trigger fingers. Giles 
David Arceneaux and Peter Feaver explore the problem of command and con- 
trol in new nuclear states, revisiting the theory and evidence from Feaver’s 
seminal work on this topic, as three new nuclear states have emerged since 
then. They show that new nuclear states are unlikely to have static command 
and control arrangements that are either persistently assertive or persistently 
delegative. Rather, many will likely transform their arsenals from assertive 
arrangements to delegative arrangements at the worst possible time—during 
a crisis or war—in order to avoid the force being neutralized, raising nuclear 
risks that the command and control literature has previously overlooked. 
Mark Bell and Nicholas Miller examine whether new nuclear states can learn 
the institution of deterrence, and whether they are sufficiently chastened after 
crises. Their conclusions are concerning, showing that nuclear states rarely 
learn the right lessons from crises and, rather than seeking to avoid future 
crises, tend to believe they escaped significant escalation due to their own 
skill, rather than luck, leading them to potentially push the line in future cri- 
ses. And at some point, the bill for mistakenly believing that escalation is 
good and easy to control may come due. 

We conclude with a chapter outlining a series of steps—crisis manage- 
ment, operational arms control, nonproliferation, and counterproliferation— 
that can be taken to mitigate these dangers. The emerging nuclear age 
presents a series of daunting challenges, ones that our existing theories and 
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understandings derived largely from the Cold War are ill-equipped to man- 
age. This book tries to make sense of these worrying challenges and offer 
potential suggestions to help minimize the risk that a nuclear weapon may 
be used in anger or by accident for the first time since 1945 as we enter a 
dark new nuclear landscape. 


I. NEW CHALLENGES IN THE NEW NUCLEAR AGE 


CHAPTER 1 


Multipolar Deterrence in the Emerging 
Nuclear Era 


Caitlin Talmadge 


The end of the Cold War ushered in what some observers have called the 
second nuclear age. India and Pakistan’s dramatic nuclear tests, North 
Korea’s steady progress toward the bomb, fears about further proliferation 
by Iraq and Iran, and the specter of so-called loose nukes falling into ter- 
rorists’ hands all presented nuclear dangers different from those that had 
accompanied the relatively rigid alliance blocs of the US-Soviet rivalry.! De- 
spite these new dangers, the total number of nuclear weapons worldwide 
declined in the 1990s and 2000s compared to the Cold War due to US-Russian 
arms control.? Even amid all the unsettling changes in the regional nuclear 
landscape, the political relationships among the actual or potential 
nuclear-armed great powers remained relatively benign. US unipolarity 
muted any broader great power competition, and even where relationships 


I gratefully acknowledge the support of the American Academy of Arts and Sciences in 
preparing this chapter. For able research assistance, I thank David Bernstein and Samuel Seitz. 
For helpful discussions and feedback, I thank Brendan Green, Charles Glaser, Nuno Monteiro, 
John Mearsheimer, Steve Miller, Tim McDonnell, Vipin Narang, Barry Posen, Scott Sagan, 
Elizabeth Saunders, Amy Zegart, and participants in workshops held by Yale University, the 
Carnegie Corporation of New York, Harvard's Belfer Center, and the American Academy of 
Arts and Sciences. 

1. On the general causes of proliferation, the literature is voluminous, but see Scott Sagan, 
“Why Do States Build Nuclear Weapons? Three Models in Search of a Bomb,” International 
Security 21, no. 3 (Winter 1996-1997): 54-86; and Alexandre Debs and Nuno Monteiro, Nuclear 
Politics: The Strategic Logic of Proliferation (New York: Cambridge University Press, 2017), in- 
cluding literature discussion, 13-27. On loose nukes, see Matthew Bunn, The Next Wave: Ur- 
gently Needed New Steps to Control Warheads and Fissile Material (Washington, DC: Carnegie 
Endowment for International Peace and Project on Managing the Atom, Harvard University, 
April 2000). 

2. Hans Kristensen and Matt Korda, “Status of World Nuclear Forces,” Federation of Ameri- 
can Scientists, May 2019, https://fas.org/issues/nuclear-weapons/status-world-nuclear-forces/. 
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between the major states were occasionally tense, nuclear weapons simply 
were not a focal point the way they had been during the bipolar struggle of 
the Cold War.’ 

Since at least 2010, a new nuclear era has been emerging, distinct from 
both the Cold War and the interregnum that followed. It is characterized 
not simply by a larger number of nuclear actors but also by important 
changes in the relationships among them. The most crucial change is the 
emergence of renewed geopolitical competition among three nuclear-armed 
great powers—the United States, Russia, and China—that structurally looks 
different from both the two-sided superpower rivalry in the Cold War and 
the diffuse nuclear threats of the immediate post-Cold War period. This 
distinctly triangular nuclear relationship at the great power level is likely 
to have important consequences on its own but will also intersect with long- 
gestating regional nuclear developments in potentially new ways. 

Overall, the dual presence of multisided nuclear competitions at both the 
global and regional levels—and the potential for intersections between the 
two—raises the possibility that emerging deterrence dynamics may look 
quite distinct from those of the past. What will this sort of world mean for 
the peacetime, crisis, and wartime behavior of nuclear-armed states? As the 
continuing and lively contestation of Cold War nuclear history demonstrates, 
the answers to this question are not always intuitive or obvious even in ret- 
rospect, much less when trying to consider the future.” With that caveat in 
mind, this chapter attempts to leverage international relations theory, strate- 
gic nuclear thought, and the historical record to propose at least some initial 
answers. 

In general, it is unlikely that the effects of nuclear weapons in this new 
era will be categorically good or bad; for example, systematically enhanc- 
ing stability by making arms races, crises, and wars all less likely, or sys- 
tematically undermining stability by making all these dangers much more 
likely. Yet the cross-cutting effects will probably be more bad than good on 
net. This is because a world of multiple nuclear actors will likely strengthen 
the deterrent power of nuclear weapons, but this power is already strong; 
thus, the enhancement of peace and stability will be real but somewhat mar- 
ginal. By contrast, the new era will actively open additional paths for nu- 
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clear instabilities not present in past nuclear configurations and will exacerbate 
dangers that were always a risk in the Cold War. The implication, para- 
phrased in terms of the famous Waltz-Sagan debate over the effects prolifera- 
tion, is that more may be somewhat better, until it is much worse.° 

This chapter argues that the greater uncertainty inherent to a world with 
multiple, independent, rivalrous nuclear states, both at the global level of the 
great powers as well as in regional sub-systems, is likely to marginally bol- 
ster some of the stabilizing effects of nuclear weapons. International rela- 
tions theory and classic works in nuclear strategy would all suggest that the 
heightened prospect of unpredictable escalation in such a world should 
strengthen deterrence and significantly lower the likelihood of any rational 
state deliberately starting not only nuclear war but any type of war or crisis 
with a nuclear-armed opponent. 

Unfortunately, even as this world will give nuclear-armed states ever stron- 
ger reasons not to deliberately start a war, it will also provide more ways they 
can stumble into one. The presence of multiple nuclear competitors—arrayed 
in both a great-power triangle as well as several regional dyads or triangles, 
with the potential for interaction between the great power and regional 
relationships—raises greater risks of miscalculation about what other states 
see as their core interests and what constitutes a challenge to the status quo. 
No one will welcome a crisis, but crises may still occur. 

Furthermore, this prospect is likely to motivate at least some states to pur- 
sue vigorous peacetime nuclear competition in anticipation that the nuclear 
balance may indeed matter one day for bargaining or warfighting. The re- 
sulting arms races are then likely to create other risks of accidental or un- 
authorized nuclear use, especially given potential military organizational 
dynamics. These arms races also have the potential to make crises or wars 
more escalatory if they do break out, compared to a world in which nuclear 
weapons did not exist, or even compared to the Cold War. All of these pos- 
sibilities make it hard even for those who credit nuclear weapons with keep- 
ing the Cold War cold to rest easy when contemplating the future of nuclear 
deterrence. 

The chapter proceeds in four parts. The first section defines in more de- 
tail the key features of the emerging era. The next two sections then theo- 
rize about what these characteristics will likely mean for, first, the peacetime 
and, second, the crisis/wartime behavior of nuclear-armed states. Several 
historical vignettes and forward-looking scenarios help to illustrate the em- 
pirical plausibility of the potential dynamics. The last section of the chapter 
briefly summarizes the findings and discusses what they mean more broadly 
for policy. 
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Defining the Emerging Nuclear Era 


Observers have struggled since the end of the Cold War to describe, much 
less predict, the key features of the nuclear landscape that would eventu- 
ally replace the once-dominant US-Soviet struggle. The US government's ef- 
fort to do so began with the term “tailored deterrence.” An invention of the 
Clinton administration, this idea developed further in the Bush and Obama 
years, and occupied a prominent place in the Trump administration’s 2018 
Nuclear Posture Review.’ The basic concept is that unlike in the Cold 
War, when US deterrence strategy focused overwhelmingly on the Soviet 
Union, it must now contend with a world of multiple potential adversaries 
with nuclear weapons, in which one size does not fit all. A State Department 
study proceeds from the same premise.® 

It is hard to disagree with this general idea, and many scholars have con- 
curred that the current nuclear environment presents new challenges, al- 
though they characterize those challenges in various ways.’ Some have even 
described the new landscape as a “multipolar nuclear world” or a situation 
of “nuclear multipolarity.”"° These terms can be confusing despite their long 
lineage in strategic nuclear thought." The main reason is that a state’s power 
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and its nuclear status are related but distinct. All nuclear weapons states 
are not great powers (e.g., North Korea and Pakistan); all powerful states 
do not have nuclear weapons (e.g, Germany and Japan); and a state’s overall 
power can be declining even if its nuclear arsenal is improving (e.g., Rus- 
sia). Therefore, it is difficult to speak of multipolarity in a nuclear context 
without getting sidetracked into a discussion about whether the world as a 
whole is becoming more multipolar or not, or who counts as a pole. 

Furthermore, the defining feature of the current era cannot simply be the 
presence of multiple nuclear-armed states, as the term “nuclear multipolar- 
ity” might imply. There were already six nuclear powers by the 1970s (the 
United States, the Soviet Union, Britain, France, China, and Israel), but every- 
one still references the era overall as one of strict bipolarity. This is because 
even as states besides the superpowers acquired nuclear weapons, their ar- 
senals remained dramatically smaller and less capable than those of the su- 
perpowers, and these countries also lacked the other economic and military 
dimensions of superpower status.!? 

Most important, during the Cold War each of these other nuclear weapons 
states aligned with or at least tilted heavily toward one of the superpowers.” 
For example, France and Britain were closely tied to the United States through 
the North Atlantic Treaty Organization, though the force de frappe tried hard 
to have it otherwise. For a variety of reasons, Israel's relationship with the 
United States also grew closer around the time it developed nuclear weapons. 
Likewise, China developed its early nuclear capabilities with active help from 
the Soviet Union, its staunch communist ally at the time. Although the two 
grew estranged by the mid-1960s, the period of Chinese isolation was rela- 
tively brief, and by the early 1970s, China and the United States were pursu- 
ing rapprochement. China’s internal political upheaval during the intervening 
years, and the resulting disarray of its military forces, meant that China never 
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really constituted an independent nuclear power capable of sustained compe- 
tition with the two superpowers. 

Today, by contrast, the world is witnessing multiple distinct but interrelated 
nuclear competitions emerging—not just the presence of multiple nuclear- 
armed states. By nuclear competitions, I mean politically contentious relation- 
ships between independent, nuclear-armed states that display a persistent 
effort to achieve military, political, and strategic advantages over a rival, with 
nuclear weapons being one of the major tools in that effort. These nuclear 
competitions differ in many important respects, as do the competitors. 

One competition is occurring at the level of the nuclear-armed great pow- 
ers, states that control vast territory and possess overall military capabili- 
ties that clearly set them apart from the rest of the pack. The United States, 
Russia, and China fall into this exclusive club, and all are engaged in major 
long-term nuclear modernization programs that clearly are motivated by the 
actual or potential nuclear capabilities of the other two. At the political level, 
the US relationships with Russia and China are much more hostile than the 
relationship of those two countries with each other, but Russia and China 
eye each other warily as well.'® 

Most important, a stable alliance between any two of the three countries 
seems highly unlikely. In particular, it is unlikely that any two of these three 
states would cooperate in a nuclear strategy or a nuclear war against the other. 
The incentives for defection from this sort of cooperation would be high 
because it would always be in the interest of any of the three great powers to 
sit out a nuclear war fought between the other two. Thus, cooperation be- 
tween two against a third would be hard to sustain. The likely result is that 
there are and will likely remain three independent nuclear-armed great pow- 
ers. This fact makes the structure of any nuclear competition or confrontation 
among them different from that of the two-player Cold War.!” 

This is not to say that three are currently competing on equal footing. The 
nuclear postures of the United States, Russia, and China differ in important 
ways. The United States currently possesses the most advanced, survivable, 
and secure nuclear arsenal and is most capable of conducting ambitious nu- 
clear missions such as counterforce, damage limitation, and extended deter- 
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rence.!® Yet Russia still benefits from the Soviet nuclear inheritance, and the 
sheer size of its arsenal endows it with a strong claim to survivability unless it 
is caught completely by surprise in a massive, bolt-from-the-blue, peacetime 
first strike.” Furthermore, despite a shrinking economic base, Moscow has 
invested heavily in growing and improving its arsenal of so-called nonstrate- 
gic nuclear weapons in order to make threats of first use more credible.” 
China, meanwhile, has the smallest and least sophisticated arsenal of the 
three by far and continues to publicly adhere to a doctrine of no first use.”! 
China’s arsenal is also the most vulnerable to preemption, and the United 
States has yet to acknowledge a state of mutual vulnerability with China.” 
But China is making rapid strides toward a larger arsenal and has the eco- 
nomic base to sustain much more substantial nuclear forces if it chooses to 
do so.” Moreover, China’s growing conventional capabilities and regional 
assertiveness make its nuclear capabilities much more relevant to geopoliti- 
cal competition with the United States than would otherwise be the case.” 
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The overall picture is thus that of an emerging great power nuclear competi- 
tion among three actors who stand out from the rest of the pack, even as they 
differ from one another. 

Distinct from this great power nuclear triangle, a second set of regional 
nuclear competitors is also apparent.” The most important characteristic of 
these states is that their nuclear behavior is no longer channeled, shaped, 
and suppressed by an overarching superpower competition the way it was 
during the Cold War. Unleashed from the strictures of bipolarity, the re- 
gional nuclear powers are now pursuing their own nuclear capabilities 
and competitions, the nature and purposes of which vary widely.” 

For example, India and Pakistan both have nuclear capabilities aimed pri- 
marily at influencing the other, although their nuclear arsenals also offer 
some protection against great power predation.” India, in particular, worries 
about China.”° North Korea, meanwhile, seeks to leverage its increasingly di- 
versified nuclear arsenal to deter the United States and possibly coerce South 
Korea while also seeking autonomy from China.” For its part, Israel has 
a small but sophisticated arsenal aimed mainly at deterring conventional 
threats in its region, not tangling with other nuclear powers—although future 
proliferation by Iran, Saudi Arabia, or Turkey could change that.® Britain and 
France also maintain small but sophisticated nuclear arsenals, both of which 
have global reach, although neither country is currently engaged in a major 
nuclear rivalry and the main security concerns of both are regional. Britain 
has de-emphasized the role of nuclear weapons in its security strategy since 
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the end of the Cold War, hewing closely to the United States, while France re- 
lies on nuclear weapons mostly as a hedge against major changes in its secu- 
rity environment.*! 

I refer to all of these actors as regional nuclear powers because, with the 
possible eventual exception of India, none of these states has the potential 
to contest any of the nuclear-armed great powers in a serious long-term nu- 
clear competition. In several cases, the regional powers likely do not even 
have secure second-strike forces versus the great powers. Certainly, the re- 
gional nuclear powers do not have the ability or even the potential ability 
to hold at risk the great powers’ nuclear forces, though they might have or 
seek this capability versus their neighbors. They are not in the business of 
extended deterrence, but they also do not need to be since their grand strat- 
egies do not involve a global fight for allies. Each of these countries also lacks 
at least one of the other traditional inputs to great power status, whether it 
be strategic depth (Pakistan, Israel, North Korea, France, Britain), a highly 
advanced economy (Pakistan, North Korea, India), or a large population 
(Israel, North Korea).** Yet they remain important because they are rival- 
rous nuclear-armed states, not tightly yoked to the major powers, which see 
nuclear weapons as integral to the management of their security problems. 

The regional arsenals thus form the second tier in the emerging structure 
of nuclear politics. The key question is what does this two-tiered, multi-actor 
nuclear world mean for both the peacetime and the crisis or wartime be- 
havior of nuclear-armed states; in other words, for general deterrence, arms 
races, arms control, and the risks of escalation? It is hard to know for sure 
because such a world has not existed before, but in the next two sections I 
sketch some possibilities. 


Peacetime Behavior in a World of Multiple Nuclear Competitors 


The presence of multiple nuclear competitors at the great power and regional 
levels is likely to have cross-cutting effects in peacetime.” On the one hand, 
nuclear-armed states, particularly when arrayed in multisided rivalries 
against opponents with survivable nuclear forces, should work hard not to 
deliberately provoke their like into a crisis or war. This should strengthen 
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general deterrence by dampening the chance of any rational state initiating 
conflict. On the other hand, in a world of multiple nuclear competitors, there 
are more ways to stumble into a crisis or war due to misperceptions and mis- 
calculations. Furthermore, this prospect of getting into a war, even one no 
one wants, means that states may see good reasons to arms race. Overall, 
these latter destabilizing effects are likely to be more pronounced than the 
benefits to general deterrence which, though real, are probably relatively 
more marginal, because there are already strong rational incentives to avoid 
conflict among nuclear-armed states. 


GENERAL DETERRENCE 


Everyone fears the specter of nuclear war that has hung over humanity 
since 1945, but influential scholars argue that it is this very prospect that has 
prevented great power conflict since that time. It is no coincidence, in this 
view, that great power competition led to two catastrophic global conflicts in 
the thirty years before nuclear weapons were invented, yet no such war has 
taken place in the seventy-five years since.** Nuclear weapons have, in the 
words of Robert Jervis, “revolutionized” international politics. Once two 
states each have secure second-strike forces, meaning nuclear arsenals that 
can absorb a first strike and still impose unacceptable retaliatory damage on 
the opponent, they enter a state of mutual vulnerability that radically changes 
the relationship between military force and foreign policy. Under this condi- 
tion of mutually assured destruction (MAD), military victory becomes mean- 
ingless. The loser of a war can impose as much damage on the winner as the 
winner can on the loser. Thus, the goal of both sides is no longer to win wars 
but to avoid them.* 

Strong versions of the argument suggest that states will avoid not only 
war but also lower-level tussling that could lead to war. As Jervis argues, 
“Nuclear threats may not have to be highly credible to be highly effective. 
Even a slight chance that a provocation could lead to nuclear war will be 
sufficient to deter all but the most highly motivated adversaries. Further- 
more, because a high level of violence could result even if neither side sought 
that outcome, states need not threaten all-out war in order to have that dan- 
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ger loom large in the adversary’s (and their own) mind.”* In short, 
because nuclear escalation is always a possibility, and would be so devas- 
tating, two or more states entrenched in this condition of mutual vulnera- 
bility will be loath to challenge the status quo. And there is little reason for 
them to do so if they are simply seeking security, because nuclear weapons 
give both sides a virtual guarantee against being invaded. Thus, the rela- 
tionship may be tense, but crises will be rare and wars virtually nonexis- 
tent, as nuclear stalemate drains the system of competition.°” 

From this perspective, the uncertainty associated with a world of multi- 
ple independent nuclear actors should strengthen the deterrent effects of the 
nuclear revolution, profoundly inhibiting rational states from initiating con- 
flict.’ Any state that embarked on a nuclear war (or even a crisis that posed 
the possibility of escalation to war) would have to contend not only with re- 
action from the target but also with the possibility of intervention by other 
nuclear-armed states. Waltz made this argument even in the bipolar con- 
text of the Cold War: “as soon as additional states joined the nuclear club... 
the question of who deterred whom could no longer be easily answered,” 
he explained. “The Soviet Union had to worry lest a move made in Europe 
might cause France and Britain to retaliate, thus setting off American forces 
as well. Such worries at once complicated calculations and strengthened de- 
terrence. Somebody might have retaliated, and that was all a would-be at- 
tacker needed to know.”*? 

Ina world with multiple autonomous nuclear actors, an opportunistic third 
party could even use the occasion of a nuclear exchange between two other 
states to improve its own position.“ Such an exchange would leave both con- 
tenders greatly weakened, at best; one might emerge as the winner in the 
sense of having more of its military, economy, and nuclear weapons left intact, 
but relative to the other nuclear-armed states in the system that had not been 
involved in the war, this winner could be relatively more vulnerable to coer- 
cion and certainly would be much weaker overall than before the war. 

To put it in simple terms, imagine that on the first day of a war, Side A 
and Side B each have twenty-five nuclear weapons, but after the war Side A is 
left with ten nuclear weapons and Side B with two nuclear weapons. Side 
A's postwar position, while bad, is much better in a world in which State B 
is the only other nuclear-armed state versus a world in which there is a State 
C that also had twenty-five weapons on the first day of the war and was 
not involved in the war. In this world of adversarial nuclear-armed states, 
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State C’s arsenal is now more than double the size of the other two states’ 
combined residual arsenals. Such a lopsided ratio potentially endows State C 
with the ability to coerce both A and B, depending on the nature of each state’s 
forces, and it is unlikely that A would consider the war to have improved its 
position in this scenario even though it ended the war with more of its arsenal 
left intact than B.“ C might even have incentives to deliberately provoke A 
and B into this sort of fight, a danger that Henry Rowen once called the “cata- 
lytic nuclear war” problem.” 

The point of this vignette is not that such a scenario is realistic. It is that 
rational states are likely to anticipate this type of scenario in a world of mul- 
tiple nuclear competitors and restrain themselves accordingly. In addition 
to all of the reasons for nuclear caution that exist even in a two-sided nu- 
clear competition, the presence of a third party introduces new possibili- 
ties for postwar predation. After all, in a three-sided nuclear competition, 
there is a way to win a nuclear war: by sitting it out while the other two fight. 
Recognition of this possibility should inhibit states even more strongly from 
deliberately starting such wars, or from anything that might entangle them 
in such a war. 

From this perspective, then, it does not really matter that China's nuclear 
arsenal is currently much smaller than that of the United States or Russia. 
The question is not how many nuclear weapons China has versus the other 
two competitors in peacetime; it is how many China has after the United 
States and Russia fight a nuclear war, and whether this is enough to help 
China advance its foreign policy objectives. Again, this is not a prediction 
that the United States and Russia are going to fight a general nuclear war, 
or that China would then use its position afterward to push a much- 
weakened postwar United States out of the Pacific. It is simply noting that 
any reasonable US or Russian leader would have to think about this pros- 
pect before setting in motion events that could lead to such a war, and in so 
doing would probably step back from the precipice. 

We now know that even in the bipolar environment of the Cold War, se- 
nior US military leaders thought about exactly this problem as they dis- 
cussed revisions to the Single Integrated Operational Plan (SIOP) in the 
early 1970s. Declassified documents reference the need to develop a US op- 
tion for striking China in the event of a war with the Soviet Union, to “ne- 
gate any immediate Chinese communist nuclear threat to the United States 
and preclude the PRC from emerging as the dominant nuclear power fol- 
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lowing an exchange between the US and USSR.”* In other words, despite 
China's rudimentary arsenal, which never remotely amounted to a third su- 
perpower during the Cold War, US officials worried that China could effec- 
tively end up the winner of a US-Soviet nuclear war unless the United States 
revised the SIOP to ensure otherwise. 

This fear seems likely to be much more pronounced in a world where Chi- 
na’s nuclear arsenal is growing and improving, and it seems inherent to the 
structure of three-sided nuclear competitions. A future India, too, will have 
to worry about predation from China if it exhausts itself in a nuclear war 
with Pakistan, and the winner of a nuclear war between a future nuclear- 
armed Saudi Arabia and a nuclear Iran would be Israel. These are all hypo- 
theticals, and again, the point is not that these wars will happen. Rather, the 
point is that states will anticipate the postwar predation problem and not 
begin such wars in the first place. 

That being said, the Cold War certainly demonstrates that nuclear-armed 
states can stumble into crises that they do not want, because they may have 
different definitions of the status quo or misunderstand how the opponent 
will perceive their actions.“ In the early crises over Berlin, for example, nei- 
ther side considered itself revisionist, but each was considered revisionist by 
the other, and they ended up on the brink of war twice. The Cuban Missile 
Crisis continued this theme. The Soviets saw the emplacement of missiles on 
the island as their answer to the US presence in Berlin and the ring of US 
bomber bases surrounding the Soviet periphery. Americans, in turn, viewed 
the introduction of Soviet nuclear forces in the western hemisphere as a sign 
of aggression, even though it did little to change the nuclear balance. 

Ultimately, general deterrence, while strong during the Cold War (strong 
enough that we are all still here to tell the tale), was probably not as strong 
as nuclear revolution adherents would expect. The rational incentives to avoid 
crises were high, yet crises still happened. The presence of multiple auton- 
omous nuclear-armed states is likely to augment the incentives for any ra- 
tional state to avoid deliberately starting a crisis or war, but these incentives 
are already strong, and a multisided nuclear competition could also multi- 
ply the ambiguities and miscalculations that produce unintended crises. 
The net effect of these competing influences over time is hard to predict in 
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any particular scenario but warrants more pessimism than optimism over 
time. 


ARMS RACES 


If, as just argued, states with nuclear weapons are likely to believe that 
there is still some chance of entering a nuclear crisis or war, even a crisis or 
war they do not see themselves as initiating and do not want, then they are 
unlikely to abandon peacetime nuclear competition. Even in the Cold War, 
neither side accepted nuclear stalemate.“ Each perpetually worried that the 
other was irrational and aggressive and that technological change might 
someday render MAD obsolete. Thus they repeatedly sought to try to achieve 
a meaningful advantage in the nuclear balance, even though the nuclear rev- 
olution school of thought would suggest that no such advantages can exist 
once two states cross a relatively low threshold of nuclear capability. Through 
a combination of civil defenses, missile defenses, and, most important, coun- 
terforce capabilities against the other side’s nuclear weapons, both sought to 
limit the costs they would suffer in the event of an all-out nuclear war. 

The Soviet Union and especially the United States pursued this approach, 
known as damage limitation, for a variety of reasons.“ But an important 
one may have been a belief that having such a capability—or having the ad- 
versary believe that one believed one had such a capability, whether one 
did or not—would improve their bargaining positions in a crisis. If one side 
had the ability to limit the damage it suffered in an all-out nuclear war, or 
could just convince the adversary that it believed it had this capability, it 
might have been possible to bargain more credibly over high-stakes issues 
by convincing the opponent that one was more willing to tolerate the risk 
of escalation. This pursuit of damage limitation and the reactions to it— 
that is, building ever-larger offensive forces to deny the adversary any hope 
of meaningfully limiting costs in an all-out war—became a major driver of 
the Cold War arms race.*® 

A three-sided nuclear competition could intensify this dynamic in three 
ways. First, given the postwar predation problem, having more nuclear- 
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armed adversaries probably expands what is required for a damage limita- 
tion capability that could meaningfully affect a state’s credibility in bargaining. 
To return to the vignette, it is now not enough for State A to limit damage only 
with respect to State B; it also has to have enough left over to continue to influ- 
ence State C. Only if State A can convince State B that it can tolerate more risk 
with respect to State B and State C will A improve its bargaining position 
versus B. That is a high bar and provides a rationale for building higher levels 
of arms than would be the case in a world without a nuclear-armed State C. 

Yet nothing from the experience of the Cold War leads to the expectation 
that great powers will throw up their hands and shrink from this chal- 
lenge.” In fact, despite the fragility of China’s nascent nuclear forces in that 
era, both superpowers still expressed concern about a situation in which 
China might sit out a US-Soviet nuclear war and emerge the winner—and 
their anticipation of this problem probably led them both to build or retain 
somewhat larger forces than otherwise would have been the case. In initial 
arms control negotiations with the Americans, for example, “the Soviet lead- 
ership implied that at the end of the talks, the USSR would require a cer- 
tain ‘reserve’ to account for the Chinese forces as well.”°° In other words, 
even the tentative prospect of another major nuclear-armed state apparently 
drove Soviet calculations of their needed force size upward, albeit probably 
not in dramatic fashion. 

Similarly, according to an unusually well-sourced Washington Post article, 
and consistent with the SIOP revisions already discussed, the US military 
in the late 1970s developed “a special targeting plan for China that required 
U.S. weapons to be held in reserve for possible strikes against Beijing’s hand- 
ful of strategic warheads. . .. The aim of the plan was to ensure that China 
could not become the world’s most powerful nation following a general nu- 
clear war between Russia and the United States.”°! Again, this is not to say 
that China’s minimal forces were the main driver of US arsenal size, but the 
fact that US officials thought in terms of a reserve force versus China, even at 
a time when rapprochement was well underway, is telling. It suggests that 
a full-blown nuclear competition among three great powers could drive ar- 
senals upward in the future. 

Regional powers, by definition, cannot compete in this sort of arms race 
with the great powers. But they certainly could engage in such arms races 
with one another, and would face largely the same set of incentives to do so 
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if those competitions involved three or more players. If a regional power be- 
lieved that there could someday be a crisis or war in which the nuclear bal- 
ance mattered, it might seek an advantage in that balance over other states 
through the development of counterforce capabilities and strategic defenses. 
India already appears to be pursuing both.” The general point is that situ- 
ations of three or more players drive arsenals up, not down. 

Second, the presence of multiple nuclear competitions may generate over- 
lapping arms races that feed into and off of one another. It is important to 
remember that the Cold War arms race, as intense as it was, was driven 
largely by the actions and reactions of the two superpowers, notwithstand- 
ing the US and Soviet considerations about China. By contrast, contemporary 
developments involving the United States, China, India, and Pakistan illus- 
trate how the presence of multiple nuclear competitors could fuel multiple 
intersecting arms races across the two tiers of nuclear-armed states, espe- 
cially if any of them pursue offensive counterforce capabilities as technology 
increasingly allows.” 

For example, the United States points to China’s nuclear modernization 
program as one of the justifications for its own nuclear modernization, in- 
cluding ever-growing counterforce capabilities for purposes of damage limi- 
tation.” China's modernization is at least partly a reaction to the United States’ 
long-standing position of nuclear advantage vis-a-vis China, epitomized by 
the fact that the United States has not acknowledged a state of mutual vulner- 
ability with China.” If the United States and China were the only two major 
rivalrous nuclear states in the system, this alone might be enough to generate 
an intense arms race, as it was in the Cold War. Yet China’s simmering rivalry 
with India, another nuclear-armed state, adds another dimension because 
China’s efforts to make its nuclear forces more survivable against the United 
States also make them potentially more threatening to India. Unsurpris- 
ingly, therefore, India is showing signs of seeking to acquire a more credible 
deterrent against China. These nascent Indian capabilities directed at China, 
however, are also improving India’s ability to engage in counterforce strikes 
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against Pakistan.” As a result, Pakistan now has incentives to enlarge its 
forces as well, which will only then stimulate further improvements in India’s 
capabilities. Those Indian capabilities, in turn, will feed back into Chinese 
motivations for developing a more robust arsenal, which will then feed right 
back into US justifications for modernization. 

Each country’s armament decisions stem from multiple factors, both do- 
mestic and international, and this is a simplified sketch. Nevertheless, it is 
hard to ignore the sense that what happens in one dyad is cascading into 
the others and then ricocheting back, especially as nuclear forces increas- 
ingly are able to threaten an opponent's arsenal, not just its cities. Structur- 
ally, this dynamic seems even more likely today than in the Cold War, and 
it seems capable of generating a higher overall level of armament than the 
individual dyads otherwise would. 

Third, alliance dynamics in a world of multiple nuclear competitors could 
also intensify pressures to arms race. Even in the Cold War, a situation in 
which structural realists would have expected alliances to be relatively pe- 
ripheral, extended deterrence commitments were a major driver of larger 
and more capable superpower arsenals.” Higher force levels, and even- 
tually the development of counterforce capabilities and the deployment the- 
ater nuclear capabilities, were seen as key to strengthening the US nuclear 
umbrella.” 

The basic reason was that extended deterrence commitments always have 
a credibility problem: both the adversary and the ally have to be convinced 
that the patron will expose its homeland to nuclear risk in defense of the 
ally.© This is a hard sell. A patron with a damage limitation capability can 
try to make this claim a bit more credible because the perceived ability to 
reduce the danger facing his own cities in a nuclear war may make it less 
costly for him to defend his ally in a way that might provoke such a war. 
The Soviet Union and especially the United States developed absurdly large 
arsenals in part because of this reasoning. 

These dynamics could reappear in amplified form if the presence of more 
nuclear competitors leads to the emergence of new extended deterrence 
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commitments.” The result could be intense pressure for larger arsenals ori- 
ented toward counterforce, at least as substantial as what was seen in the 
Cold War, and probably more so given the considerations already described 
above. The emergence of such arsenals could then provide another mecha- 
nism for activating or intensifying the broader arms race dynamics.” 

East Asia offers a glimpse of the potential role of alliances in this sort of 
world. The emergence of North Korea as a nuclear power has already cata- 
lyzed greater demands from South Korea and Japan for US protection. The 
United States points to these demands as one justification for its continued 
pursuit of damage limitation, including ever-improving counterforce capa- 
bilities. The United States has also deployed regional missile defenses that it 
states are designed for use against North Korean missiles. Many in China 
believe that both the missile defenses and counterforce capabilities stem from 
the US pursuit of a first-strike capability against China. The logic is that ef- 
fective defenses might enable the United States to mop up China's “ragged 
retaliation” in the aftermath of a US attack, making such an attack much less 
costly to the United States and its allies than it otherwise would be. China 
also probably fears that even the prospect of this sort of damage limitation 
capability could enhance the United States’ bargaining leverage more gener- 
ally, giving the latter a higher tolerance for bearing the risks of nuclear escala- 
tion even in disputes or crises that begin over non-nuclear issues. 

Whether one takes expressed Chinese concerns at face value or not, US 
alliance commitments to South Korea and Japan due to North Korea’s nu- 
clear capabilities make it almost inevitable that the United States will acquire 
capabilities that China sees as threatening. These sorts of dilemmas, or “tri- 
lemmas” as Mira-Rapp Hooper and Linton Brooks call them, will become 
more common in the emerging nuclear environment, not less.*+ East Asia, 
in particular, demonstrates how great power nuclear competitions are likely 
to intersect with the emergence of regional nuclear powers in destabilizing 
ways. In short, a world of multiple nuclear competitors may be peaceful, but 
it may also be tense and characterized by unrelenting pressure to arms race 
by states that can afford to do so. 

Unfortunately, these larger arsenals also will pose ever-greater manage- 
ment challenges to the states that possess them. Findings from organization 
theory applied to military behavior, as well as the US and Soviet experiences 
with nuclear weapons, should instill humility about what Scott Sagan calls 
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“the limits of safety.” More nuclear weapons possessed by more states in- 
troduces an inherently greater risk of accidental or unauthorized nuclear 
use, even if it also provides strong inhibitions against deliberate use. Al- 
though it is straightforward to deduce from rational deterrence theory the 
incentives that states will have to manage their nuclear arsenals competently, 
it is organizations—especially military organizations—that will often make 
the consequential decisions about arsenal composition, safety procedures, 
and security measures. It is possible that their political interests, worldviews, 
professional incentives, and standard operating procedures will lead to sub- 
optimal behavior and even catastrophe. “The superpowers’ experience with 
nuclear weapons in the Cold War was like walking across thin ice,” Sagan 
writes. “The fact that two states performed this feat one time should not lead 
us to think that other states can safely do it nor that Russia and America can 
continue walking along that dangerous path forever.” 


Crisis and Wartime Behavior in a World of Multiple Nuclear Competitors 


Though a world of multiple nuclear competitors strengthens the incentives 
for states to avoid crises or wars, if such crises or wars do break out, the pros- 
pects for both horizontal and vertical escalation seem higher. The greater 
number of players increases the likelihood of misperceptions, such that a 
nuclear crisis that initially involves only two states could inadvertently come 
to involve other states, or that two separate, concurrent nuclear crises could 
inadvertently exacerbate each other. These dynamics could be destabilizing 
and make de-escalation harder than it would have been in the Cold War. 
In a system with only two nuclear-armed great powers, nuclear crises can 
undoubtedly be dangerous, but there is a certain simplicity to nuclear signal- 
ing.” State A need only transmit to and receive information from State B. A can 
usually make a reasonable assumption that B’s behavior is directed at A and 
vice versa. In a world of multiple nuclear competitors, however, nuclear signals 
that A sends to B may also be read by State C, which may be unaware of the 
ongoing A-B crisis and, believing itself to be the target of aggression, respond 
accordingly. C’s response could then be read as the initiation of a new crisis by 
A or B or both. A could then respond to C, but B may interpret that action as 
directed at B, leading to escalation in both the A-B and the A-C crises. 
Though a bit convoluted, this sort of dynamic is not particularly difficult 
to imagine in the future given various possible adversarial nuclear triangles 
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within and across the great power and regional power tiers of competi- 
tion: the United States-Russia-China; the United States-North Korea-China; 
China-India-Pakistan; or, in a future nuclear Middle East, Israel-Iran-Turkey, 
Israel-Iran-Saudi Arabia, or Israel-Saudi Arabia-Turkey. In all of these trios, 
what started as a crisis between two of the states could quickly draw in the 
third state (or even a fourth or fifth), which would then contribute further 
to the action-reaction dynamic. For example, if China started to mobilize its 
nuclear forces in a crisis with the United States, India would certainly take 
notice, but if India were not aware of the crisis with the United States, its 
interpretation of and reaction to China’s mobilization could be ominous. Or, 
India could be aware of the US-China crisis and choose to alert its forces 
simply to reduce vulnerability at a time that its nuclear-armed neighbor 
might also be going on alert. Either way, the question of China’s reaction to 
the Indian alert would then be important, particularly if China inferred the 
possibility of coordination between the United States and India against 
China. This sort of potential chain reaction demonstrates how the structure 
of the emerging nuclear environment could exacerbate crises rather than 
contain them. 

There is also the possibility that two nuclear crises could arise in sepa- 
rate dyads concurrently and then exacerbate each other. In the worst-case 
scenario, a state with limited or inaccurate situational awareness might even 
mistakenly attribute the source of an attack (especially a cyberattack) on its 
nuclear forces or command and control to the wrong opponent and retali- 
ate accordingly.® For example, will a future nuclear Saudi Arabia have the 
ability to distinguish an Iranian cyberattack on its nuclear command and 
control from an Israeli one? The persistent confusion over the 2019 Abqaiq 
attack does not inspire confidence. In general, there is no guarantee that the 
regional nuclear powers will develop the national technical means needed 
to attribute incoming attacks on their nuclear arsenals at the same rate that 
they acquire the weapons themselves. 

Ina more mild but still troubling scenario, the simultaneity of crises could 
make both harder to de-escalate. For example, a US-China crisis could be 
much harder to resolve if it arose at the same time as an India-Pakistan cri- 
sis because China and India are also nuclear rivals. China might be reluc- 
tant to take steps to de-escalate the crisis with the United States if these also 
opened a window of vulnerability to India at a time when India was already 
at a high level of nuclear readiness. 

Even in the Cold War, crisis communication and de-escalation proved dif- 
ficult, with signals often misunderstood or simply not received. Nothing 
about the emerging nuclear landscape will ease these challenges. An un- 
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usual moment in the Cold War offers a glimpse into the challenges of man- 
aging multiplayer nuclear crises. The fall of 1969 witnessed two separate 
showdowns between two different nuclear-armed dyads: a border clash be- 
tween the Soviet Union and China, and a tense negotiation over Vietnam 
between the Soviet Union and the United States. Both developed a nuclear 
dimension.” 

In the Sino-Soviet dispute, the Soviets resorted to nuclear threats against 
China’s arsenal in an attempt to get China to back down.” Although ini- 
tially skeptical of the Soviet saber-rattling, the Chinese grew alarmed after 
learning through diplomatic backchannels that the Soviets were floating the 
notion of a nuclear attack on China to the Americans. Although the United 
States threw cold water on the idea, Chinese leaders did not know that. 
Chinese leaders “concluded—wrongly—that the United States not only sup- 
ported the Soviet Union but was deliberately waiting for the two communist 
rivals to go to war in order to join the conflict late on the winning side, as it 
presumably had done in the First and Second World Wars.””! Furthermore, 
Chinese leaders feared that Moscow’s subsequent efforts to negotiate were 
actually a smokescreen for conducting a surprise nuclear attack. On three 
different occasions, Chinese leaders convinced themselves that such an at- 
tack was imminent.” Growing more paranoid by the day about the prospect 
of war, Chinese leaders evacuated the cities and initiated a massive civil de- 
fense effort. Most important, China’s rudimentary nuclear forces went on 
alert—a dangerous step in itself, given the reliance on volatile, liquid-fueled 
missiles—and China test-fired a nuclear weapon at Lop Nor.” 

Meanwhile, at the same time that this crisis was unfolding between the 
Soviet Union and China, the Nixon administration was struggling mightily 
to end the Vietnam War. Nixon decided to try to convince Hanoi that he was 
a madman who might just turn to nuclear weapons if the North Vietnamese 
did not come to terms. In order to try to make this threat credible, Nixon 
secretly alerted US nuclear forces (the alert had to be secret, and therefore 
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limited in some significant ways, because it would have been deeply politi- 
cally unpopular had the public learned of it). He knew the North Vietnamese 
would have little ability to detect the heightened state of readiness, but their 
patron, the Soviet Union, likely would and might then pressure them to ac- 
cede to Washington’s demands.” 

What the Americans transmitted may not have been what the Soviets re- 
ceived, however. The Americans at first were not sure the Soviets even de- 
tected the limited alert. Documents from the time reveal ongoing efforts by 
Washington to observe a Soviet political or military response.” We now 
know based on interviews conducted after the end of the Cold War that 
Soviet leaders were aware of the US alert, but they also were uncertain of 
the intentions behind it.” 

More specifically, the Soviets did not register the US alert as connected to 
negotiations over Vietnam. From the US perspective, it was clear that Viet- 
nam was the top issue of concern, as National Security Advisor Henry Kiss- 
inger had repeatedly stressed to his Soviet counterpart Anatoly Dobrynin 
in the weeks leading up to the alert; thus, the Americans expected that 
the Soviets would infer that the alert was an attempt to apply pressure on 
Hanoi.” But this did not occur. When Dobrynin met with Kissinger and 
Nixon after the alert was well underway, the former said nothing new on 
Vietnam, disappointing and perplexing the Americans. The Soviet docu- 
mentary record remains inaccessible, as do US intelligence assessments of 
Soviet reactions to the alert, so it is hard to know for sure why the Soviets 
did not appear to move at all on Vietnam in response to the alert. They may 
just have been tough negotiators. But another explanation is that the Sovi- 
ets simply did not recognize the secret alert as a signal about Vietnam, 
because the Americans did not identify it explicitly as such; indeed, precisely 
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because the alert was kept secret, the Americans could not discuss its pur- 
pose explicitly. 

Moreover, it is plausible that the Soviets viewed the alert as being a signal 
about the simultaneous crisis with China. In the same October meeting in 
which Dobrynin said “nothing new” on Vietnam, Kissinger noted that the 
Soviets went out of their way to “again give vent to their underlying suspicion 
that we are trying to flirt with China in order to bring pressure on them. They 
warn us ‘in advance’ that any such idea can lead to grave miscalculations and 
would interfere with the improvement of US-Soviet relations.” One reason- 
able interpretation of this Soviet vent is that it might have reflected a Soviet 
fear that the US nuclear alert was an effort to get the Soviets to back off on 
their nuclear threats against China; after all, the Soviets had recently floated 
the idea of a nuclear attack on China to the Americans. Kissinger, however, 
does not appear to have considered this possibility. He instead dismissed the 
stated Soviet concerns as part of the Soviets’ larger worries about US-China 
rapprochement: “You have already answered this point,” he advised the pres- 
ident, “and I believe there is no advantage in giving the Soviets excessive reas- 
surance. In any case we should not be diverted from our China policy.”” 

This myopic reaction shows that Nixon and his senior aides viewed al- 
most everything unfolding in October 1969 through the lens of their pres- 
sure campaign against the Soviets on Vietnam, despite the simultaneous 
Sino-Soviet crisis occurring.®° Upon learning of China’s nuclear alert, for 
instance, the historians William Burr and Jeffrey Kimball report that “Kiss- 
inger said he ‘didn’t know whether it was a reaction to us or what the Sovi- 
ets did in reaction to the US.’ Laird said ‘he didn’t know either’”*! Neither 
of these explanations was right; the Chinese alerted their forces in response 
to fears of a Soviet attack, and those fears would have arisen with or with- 
out the US alert, because they stemmed from the Sino-Soviet border con- 
flict. But the US surprise at the Chinese alert is remarkable. In addition to 
not considering that the Soviets might view the US alert as a signal about 
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China, the United States also interpreted Chinese actions only as responses 
to US actions, not as responses to the separate crisis with the Soviets. In 
short, the Americans initiated a nuclear alert directed at another nuclear- 
armed state—at the same time that that state was known to be in a nuclear 
crisis with a third nuclear-armed state—and yet this other crisis barely 
seemed to factor into US decision making. 

The story has a happy ending in this case because the Soviets either ig- 
nored the US alert, or misinterpreted it in a manner that led them to stand 
down in their threats against China. But as a whole the episode demonstrates 
how complicated nuclear signaling can become once there are multiple play- 
ers or multiple concurrent crises. Sometimes miscalculation may lead to re- 
straint, which may have been what happened in this case and what Waltz 
would predict. But there is no guarantee that similar misperceptions in the 
future would lead to de-escalation rather than escalation, especially when 
set against the backdrop of a more complex nuclear world. In the 1969 case, 
for example, had China been able to detect the US alert, it was primed to in- 
terpret US preparations as threatening. Given advances in open-source intel- 
ligence and even the emergence of social media, it seems less likely in the 
future that a nuclear-armed state would remain as isolated and unaware of 
another nuclear state’s alert as China was of the United States’ alert in 1969. 

Furthermore, it seems at least as likely in the future as it was in 1969 that 
two overlapping pairs of nuclear-armed states could become involved in si- 
multaneous crises, which is not to say that it is likely in absolute terms, 
only that it is far from impossible. After all, there was only a brief period of 
a few years in the Cold War in which China did not tilt heavily toward the 
United States or the Soviet Union, yet in this short interval two major, con- 
current nuclear crises arose that ensnared all three countries. In the future, 
China could end up in crises with India and the United States at the same 
time; the United States could find itself in crises with North Korea and China 
at the same time; or a future nuclear Iran could experience crises with Is- 
rael and a future nuclear Saudi Arabia at the same time. Dual crises could 
feed into each other and make de-escalation more difficult than it would be 
in a simpler two-player game. 


Conclusions and Implications 


This chapter has examined the future of nuclear deterrence in a world of 
multiple, autonomous, nuclear-armed states, and in particular a world in 
which there are three rather than two nuclear-armed great powers in addi- 
tion to a growing number of nuclear-armed regional powers. It is hard to 
reach a place of optimism when contemplating this landscape. The good 
news about such a world is that it somewhat strengthens the incentives for 
rational states to simply avoid crises or wars. The prospect of escalation and 
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the fear of postwar predation by nuclear-armed states that sit out a nuclear 
conflict should induce even greater caution and restraint among nuclear- 
armed states than was seen in the Cold War. 

The bad news is that this stabilizing effect seems likely to be marginal—it 
amounts to strengthening a general deterrent effect that is already strong— 
while instabilities will intensify or arise in new forms. Inadvertent crises and 
wars are still possible in a world of nuclear-armed great powers, as they were 
in the Cold War, and such wars are likely to bring greater risks of miscalcu- 
lation and escalation as the number of players grows. Furthermore, states’ 
anticipation of this prospect is likely to lead them to arms race in the expecta- 
tion that the nuclear balance might matter someday. Especially when com- 
bined with potential alliance dynamics and the presence of multiple nuclear 
rivalries, peacetime nuclear competition in this world is likely to be intense. 
This competition brings its own risks of accidental or unauthorized use. 

In policy terms, this sort of world also renders the prospects for arms con- 
trol dim.” During the Cold War, the United States and the Soviet Union la- 
bored to secure a series of modest but important arms control agreements 
starting in the early 1970s. Yet even this feat required the repeated alignment 
of strategic and political incentives in both Moscow and Washington and was 
not a foregone conclusion. Interwoven into the bargaining process were ad- 
ditional arms buildups by both sides in particular areas that they thought 
might generate concessions from the other.** Today’s environment introduces 
more veto players to arms control, making the process of getting to yes more 
difficult. No state is likely to agree to significant arsenal reductions with re- 
spect to any of its potential adversaries unless an agreement ensures those 
reductions are undertaken by all potential adversaries. Otherwise, the state 
could be left vulnerable. 

This dynamic is emerging in the US-Russia-China triangle. In 2010 the 
United States and Russia signed the New START treaty, which caps strate- 
gic nuclear weapons on both sides well below their Cold War levels, but US 
concerns about growth in China’s arsenal are at least part of the stated rea- 
son that the United States under the Trump administration came close to 
allowing the treaty to lapse.*+ China, for its part, has repeatedly indicated 
that it has no interest in becoming a party to New START, given that its ar- 
senal is much smaller than that of the United States or Russia.® It is unclear 
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if what was once a bilateral strategic arms control framework will survive 
what is increasingly becoming a trilateral nuclear competition. It is also 
worth noting that this competitive dynamic is emerging even though one of 
the competitors (China) is nowhere near parity with the other two (Russia 
and the United States) despite recent growth.*° 

Furthermore, alliance considerations in a three-sided nuclear competition 
are especially relevant to arms control. US extended deterrence commit- 
ments were and continue to be a roadblock to nuclear arms control. In the 
Cold War, for example, NATO members’ reactions to SALT I, and fears of 
what SALT II and the Mutual and Balanced Force Reductions talks would 
bring, were a major reason for the eventual US deployment of long-range 
theater nuclear forces to Europe, which then ramped up the arms race in 
the early 1980s.” The US commitments to South Korea and Japan (not to 
mention NATO) are a significant reason the United States has not adopted 
a nuclear No First Use Policy and is unlikely to reduce its arsenal to the lev- 
els China claims would galvanize progress. 

If a three-sided nuclear competition results in greater extended deterrence 
commitments by the great powers, particularly in situations where the great 
powers seek to prevent non-nuclear allies from acquiring the bomb, then 
those allies could become additional veto players in any attempt at arms con- 
trol. Even in the bipolar world of the Cold War—again, the sort of world in 
which a major power is supposed to be relatively dismissive of alliance 
concerns—the United States paid these concerns great heed in sizing and 
shaping its nuclear force. The dynamics of a three-sided competition are 
likely to make the great powers even more sensitive to their allies’ fears that 
arms control spells the abandonment of extended deterrence commitments. 

In sum, nuclear weapons are likely to exert cross-cutting effects in the 
emerging environment. Although some of these effects could be stabilizing 
in terms of marginally strengthening rational deterrence, instabilities seem 
likely to dominate over time. A world of multiple, potentially intersecting 
nuclear rivalries introduces a sobering set of potential dangers that will pose 
vexing challenges for policymakers. 
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Psychology, Leaders, and New 
Deterrence Dilemmas 


Rose McDermott 


Does the emergence of new nuclear states change the fundamental basis of 
the deterrence dynamics that have existed in the past between the more es- 
tablished nuclear states? One of the most important ways in which new 
nuclear states present challenges results from the disproportionate preva- 
lence of more personalistic leaders heading such states.’ Individuals such 
as Saddam Hussein of Iraq, Kim Jong Un in North Korea, Muammar al- 
Qaddafi of Libya, and Mohammad bin Salman in Saudi Arabia exemplify 
the kinds of personalistic leaders who have sought or are currently seeking 
nuclear weapons. Although classic deterrence theory assumes a unified ra- 
tional actor in charge of a given state, empirically this has not been the case. 
Clearly all behavior is a function of both personality and environment, and 
some leaders are more constrained by their bureaucracies or domestic con- 
stituencies than others. But psychological factors matter as well, especially 
when leaders are less constrained by such forces. For our purposes, leaders 
might be plotted on distribution of personalities that combine elements of 
impulsiveness, vengefulness, degree of psychic numbing, and the extent 
to which they privilege security over other values. The creation of such a 
scale could then be used to assess the likelihood of conflict and the kinds 
of consequences that might ensue. Such an index would be difficult to 
quantify but might be used to rank nuclear leaders, or incipient ones, in 
terms of their tendency to take a bad situation and make it worse. 

Most of the existing debate around the effect of personalistic leaders on 
nuclear deterrence has focused on proliferation issues, with some provid- 
ing more optimistic views and others remaining more pessimistic. Jacques 
Hymans, Malfrid Braut-Hegghammer, and Christopher Way and Jessica 
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Weeks show that personalistic leaders are less likely to succeed in their goals, 
even if they are more likely to cheat, precisely because it proves difficult to 
succeed in achieving complex technological projects such as the successful 
creation of a nuclear weapon.” The following analysis falls on the more 
pessimistic side of the ledger, but the discussion does not revolve around 
risks associated with the likelihood of proliferation. Rather, it examines the 
inherent structural and psychological challenges posed by personalistic 
leaders, especially those of new nuclear states, including the challenges as- 
sociated with deterring such regimes, and argues that these kinds of lead- 
ers will be harder and less likely to be deterred from conflict. 

The central question posed by this chapter asks whether such leaders pose 
new and different kinds of threats and challenges for nuclear stability? The 
answer is yes for three reasons. First, personalistic leaders have fewer orga- 
nizational constraints. There are fewer checks and balances imposed on such 
leaders, at least in part because they tend to rely on family members and other 
loyal followers. Under such circumstances, corruption runs rampant and ex- 
pertise remains limited. Second, this lack of constraint gives free rein and 
unfettered access to a panoply of psychological mechanisms that play out 
more prominently and potently because institutions are not able to buffer or 
constrain their behavior as effectively. These features are not restricted to nar- 
cissism and paranoia but also encompass pathological versions of natural 
human tendencies such as pride and shame.’ Although all leaders may tend 
toward an increasing preference for personalistic control over time, such ten- 
dencies are certainly variable, and different regime types provide different 
degrees of structural constraint on these impulses. Third, such leaders turn 
out to be poor learners, at least partly because they tend to surround them- 
selves with sycophants, privileging loyalty over competence, and thus reduc- 
ing both the safety and reliability of nuclear arsenals. The risk of internal 
threats to the regime raises the stakes under such conditions, forcing person- 
alistic leaders to privilege internal security over external threat or stability. As 
a result, such personalistic leaders are easier to antagonize, more prone to 
conflict, aggression, and reckless behavior, and less stable. As a result, they 
make deterrence less stable and thus create a more dangerous world. 

This chapter explores the challenges posed by the acquisition of nuclear 
weapons by personalistic leadership through an investigation of these three 
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features: some of the typical organizational features and challenges faced by 
these kinds of leaders; the reciprocal roles of pride and shame in driving 
choice and behavior; and the limits on learning. In all attempts to examine 
leaders, humility suggests that simply because Western leaders and publics 
interpret events in one way does not necessarily mean that other leaders and 
cultures see things in a similar manner. Understanding another’s goals and 
motives is tricky under the best of circumstances.° Nonetheless, it can prove 
useful to explore some of the organizational factors and universal character- 
istics of human behavior and learning that might affect personalistic leaders 
in variable ways that pose risks to all of us in a world of increasing nuclear 
proliferation and conflict. 


Regime Type and State Structure 


Although I focus on leaders and their pathologies, this does not mean that 
state structures and institutions do not matter. Leaders operate within such 
contexts, but these relationships are often reciprocal: state structures and pro- 
cesses enable or constrain certain types of leaders, who themselves strive to 
create and reshape politics and state structures in ways they prefer. Leaders 
can be more or less successful at achieving these ends. As Braut-Hegghammer 
demonstrates, personalistic leaders are more likely to flourish within the 
institutional structure of weak states. She argues that it is this mix of lack 
of state capacity married to the unwillingness on the part of state leaders to 
strengthen a state’s formal institutions that allow such leaders to gain and 
maintain power. Personalistic leaders not only neglect the creation and main- 
tenance of state structures that might otherwise constrain them but actively 
work to undermine these institutions. In this way, they strive to govern 
through informal structures of patronage and control.° Personalistic leaders 
prefer state structures they can control and manipulate and try to create and 
strengthen these kinds of cultures. 

Within this context of a weak or easily manipulated state, leader proclivity 
can exert an outsized influence. At the outset, it is important to distinguish 
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between autocrats, dictators, and personalistic leaders.” The distinction is 
subtle but important, although sometimes types overlap. Dictators often have 
domestic constituencies to whom they must be responsive, even if only to pay 
off, to stay in power. Furthermore, as Caitlin Talmadge argues, even one- 
party states often behave like democracies, providing some constraint on the 
behavior of leaders. These constituencies may be much smaller than those in 
democracies but can nonetheless still organize against leaders they oppose. 

Personalistic regimes have many fewer restraints on leader preferences, and 
this has profound implications. As Weeks writes, “In personalist regimes in 
which there is no effective domestic audience, no predictable mechanism ex- 
ists for restraining or removing overly belligerent leaders, and leaders tend to 
be selected for personal characteristics that make them more likely to use mili- 
tary force.” This insight remains particularly relevant here because many of 
the new nuclear states, both existing and potential, remain highly personal- 
istic and suffer from the flaws and weaknesses Weeks identifies. Importantly, 
both self and societal mechanisms leading to selection for power privilege 
types who are more likely to use military force to gain and maintain control, 
both internally and externally. Weeks goes on to make a useful distinction 
among personalist leaders between “bosses” and “strongmen” based on 
whether the audience or leader is civilian or military, respectively. For our pur- 
poses, this distinction does not prove dispositive because it speaks to issues of 
training and culture, and is applicable to underlying psychological mecha- 
nisms, which are posited to apply universally across professions or positions. 

State capacity can interact with regime type in various ways as well. Al- 
though democracies tend to have strong and well-established institutions, 
personalistic regimes tend to flourish in environments of weak states with 
underdeveloped institutions offering little countervailing power. This is par- 
ticularly true when personalistic leaders retain control over instruments of 
state coercion such as the military and police, even if they only do so by pro- 
viding special privileges or payments to such groups. Autocratic dictator- 
ships such as those that prevail in places like Russia and China can exist 
within the context of strong state structures (i.e., Mao or Stalin) or weak ones, 
such as in Pakistan. However, personalistic leaders of the type considered 
here, who raise concerns as a result of their actual or proposed acquisition 
of nuclear weapons, exist almost entirely within the context of weak state 
institutions and structures. 
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In addition, states themselves exist within an international structure. 
Starting at the dawn of the nuclear age, scholarship on nuclear deterrence 
traditionally discussed stability within the context of the bipolarity between 
the United States and the Soviet Union (and Russia since its collapse) dur- 
ing and after the Cold War. New nuclear states now emerge in the context 
of a multipolar world." 

Moreover, the mere existence of more nuclear states poses new challenges 
for the kind of interactions that take place between such leaders. Past nuclear 
states mutually acknowledged a degree of peer status; new nuclear states seek 
such status in the context of clear asymmetries in economic and social power 
and influence. How might nonpersonalist regimes interact with personalist 
ones who possess nuclear capability? This can be particularly fraught when a 
democracy might consider the personalist regime to be “less than” in terms of 
legitimacy, status, or morality. This assessment can be made even more chal- 
lenging if one side or the other believes the other to be irrational? How does 
the nature of mutual nuclear vulnerability in the context of other forms of 
power imbalance affect the relationships between leaders, and the goals they 
seek through the acquisition of nuclear technology? For example, personalis- 
tic leaders may be driven by the desire to achieve great power status without 
having to provide all the typical accoutrements associated with this status on 
the international stage, including a certain standard of living for their popula- 
tion; they may be trying to use nuclear weapons as a cheaper shortcut to inter- 
national status as opposed to treating them as genuine weapons of war. 
Notably, there are conditions under which this motivation might prove stabi- 
lizing if it encourages leaders to see nuclear weapons more as a shortcut to 
international status than as instruments of coercion. 

The prevalence of personalistic leaders in nuclear states holds additional 
implications. First, such leaders will be much more concerned about the pos- 
sibility of an overthrow from within their domestic constituency since they 
incorporate few, if any, of those interests in their larger decision making. In 
personalist regimes, leaders may wonder whether their orders will be fol- 
lowed or whether a sufficiently independent military might launch a coup. 
In this way, personalistic leaders exacerbate the principal-agent problem 
because decision making may appear unitary when in fact it is by the con- 
stant threat and risk of overthrow.!? This means that one of the challenges 
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posed in such regimes revolves around the ways they must manage their 
arsenals against internal threats. What new or additional risks do strategies 
built with an eye to maximizing internal control pose for preventing the ini- 
tiation of conflict if such leaders are challenged either internally or exter- 
nally? As Weeks documents, civilian dictatorships appear less belligerent 
than military juntas. But personalism married to militarism poses partic- 
ular dangers, especially when enhanced by widespread surveillance and 
coercive control over the public, allowing little room for any opposing ideas 
or perspectives to emerge. 

The phenomenon of personalistic leaders is no longer one merely restricted 
to the developing world but now affects emerging and new nuclear states as 
well. Are serious risks of nuclear proliferation or use higher with some types 
of leaders than others? Does it matter that now there are more personalistic 
leaders at the helm of countries that are seeking, or have already acquired, 
nuclear weapons? As Way and Weeks demonstrate, personalistic leaders are 
more likely to violate the nonproliferation treaty, although they are not clear 
on the causal mechanism by which this occurs; it may be that such leaders 
care less about audience costs, or because they are convinced to do so by the 
sycophants that surround them.’ Does this mean that personalistic leaders 
are less likely to be deterred? The answer again is yes, precisely because 
there is less constraint on their psychological pathologies and less ability to 
learn from their own and others’ behavior and mistakes. 


CHALLENGES FOR PERSONALISTIC LEADERSHIP 


The first question that should be addressed about the control of nuclear 
weapons by personalistic leaders is whether this is a new problem. Even 
in the early days of the Cold War, Josef Stalin had a stranglehold over his 
country, operating as a dictator who made all meaningful decisions almost 
entirely on his own, often assassinating those who disagreed with him or 
showed any real or imagined disloyalty."* However, the enormity of the 
institutional and state bureaucracy that existed in the Soviet Union also in- 
duced a certain degree of stability. Thus, there is some historical precedent 
for a dictator having complete control over a nuclear-armed state. Just 
because a nuclear conflict did not erupt at the time does not mean that risks 
do not exist in the future as a result of similar kinds of personalistic leader- 
ship, particularly if a higher percentage of them emerge. And each age faces 
its own unique environmental stresses and pressures. 


13. Christopher Way and Jessica Weeks, “Making It Personal: Regime Type and Nuclear 
Proliferation,” in Nonproliferation Policy and Nuclear Posture, ed. Neil Narang, Erik Gartzke 
and Matthew Kroenig (New York: Routledge, 2015), 165-188. 
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A few characteristics distinguish personalistic leaders from democratic 
ones. First, they are not elected with a broad constituency to which they need 
to be responsive. Rather, they often come to power ina hereditary fashion, as 
is the case with Kim Jong Un in North Korea and Mohammed bin Salman in 
Saudi Arabia, or they rise as a result of successful political or military fight- 
ing against rival factions internally or externally, as with Saddam or Qaddafi. 

Second, the organizational structure of personalistic regimes differs from 
traditional democracies. In rational choice terms, democracies need larger 
winning coalitions than personalistic regimes require to stay in power. 
Democracies also tend to include many institutions that function to balance 
the power of the executive through courts, parliaments, and other bureau- 
cracies. By contrast, personalistic leaders thrive in environments without 
such constraints. Personalistic regimes typically involve leaders who are sur- 
rounded by yes men or other sycophants who remain fiercely loyal to the 
leader because their survival often depends on his patronage. Such close 
supporters often include family members or other tribal kin whose loyalty 
remains unquestioned. Such family members may be corrupt, and the in- 
formation leaders receive may be biased or narrow as a result of fear, igno- 
rance, or sheer greed on the part of advisers. But given the constant risk of 
overthrow, loyalty will always trump expertise in the eyes of personalist 
leaders. This means not only do such personalistic leaders have much more 
leeway than democratic leaders in their decisions and actions, but they also 
have fewer sources of independent information, support, or constraint in po- 
tential areas of ignorance or incompetence. This increases the likelihood 
that such leaders will not even be aware of their blind spots, technical or 
otherwise since no one around them will risk informing them of their ig- 
norance. When followers and supporters fear being killed if they go against 
the leaders’ will, few corrections will be possible when the leader makes a 
mistake or demonstrates poor judgment. Such an organizational structure 
increases the odds of bad decision making precipitously, particularly when 
supporters are chosen not for their skill or competence but rather for their 
loyalty or family relationship to the leader. This means that the skilled hand 
of professionals will not provide as much constraint or capability as it should. 

This also means that trust becomes a much more critical issue for leaders 
in such regimes. It becomes risky for them to delegate decisions or actions 
to others whose loyalty is not assured. This inner circle may be limited to 
family members or to a limited group of loyal followers who may not have 
expertise on important topics, including technical issues involving the de- 
velopment, maintenance, or safety of nuclear weapons. This becomes an 
even more potent problem when contemplating the use of such weapons, 


15. Bruce Bueno De Mesquita, Alastair Smith, James D. Morrow, and Randolph M. Siver- 
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where certain leaders may possess near total discretion as well as ignorance 
over the deployment of weapons of mass destruction as well as their mili- 
tary, political, and environmental consequences. In addition, total control 
of such weapons by a single individual introduces greater potential for ac- 
cidents if leaders can act on a whim, or as the result of a strong impulse 
driven by fear of threat, anger over disrespect or maltreatment, or a desire 
to showcase a display of strength. 

The challenges that confront personalistic leaders fall into at least three 
potential camps. First, they have informational problems of the sort implied 
above. If no one risks telling them anything they do not want to hear or do 
not already know, they may miss critically important information about all 
kinds of things, from the technological reliability of their weapons to the 
nature of any threats they might confront. For example, the design of the 
Iraqi bomb could have allowed it to go off accidentally if it were to fall off 
the back of a truck. And worse, over time, they will become increasingly 
less aware that there are things they do not know because all their opinions 
are continually validated by everyone around them and they get used to and 
expect such deference. The constant and unwavering external validation in- 
creases already overblown tendencies toward arrogance and boosts their 
beliefs into the realm of overconfidence. Even if they want to obtain addi- 
tional information, they may not know where or how to get such informa- 
tion without risking embarrassment. Even if they are able to obtain such 
information, they likely will not know how to judge its reliability. Because 
personalistic systems mean that leaders must always be on the lookout for 
threats to their regime, trade-offs between competence and loyalty will typ- 
ically swing toward privileging security over all else. The documents that 
came out of Iraq provide rich documentation of this proclivity.” In a telling 
illustration, Benjamin Buch and Scott Sagan reveal that Saddam thought his 
chemical and biological weapons were much more powerful than they 
were, believing they actually did operate to deter the United States from re- 
gime change in Iraq after the invasion in 1991. In compelling tapes, Saddam 
argued that he “would have been called stupid” had he used these weap- 
ons outside of such existential threats.'* This statement demonstrates that 
Saddam was more concerned with what other people thought of him than 
with the destruction he might have provoked. 


16. Scott Sagan and Kenneth Waltz, The Spread of Nuclear Weapons: A Debate Renewed; with 
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Second, personalistic leaders have an additional, more subtle but poten- 
tially more influential challenge. Any intrinsic personality flaw they may 
have, be it narcissism, paranoia, or some other factor, will become exacer- 
bated and magnified in its effect on decision making because few, if any, 
checks and balances exist to curtail its influence on outcomes.” For ex- 
ample, Steven Rosen writes extensively on how evolution shapes responses 
to crisis in ways that have special importance for tyrants.” By examining 
how emotional arousal, stress, and time pressure exert predictable influ- 
ences on decision making, Rosen highlights how personalistic regimes 
may suffer the disproportionate effects of their leaders’ pathologies. More- 
over, such personality defects are most likely to appear in personalistic lead- 
ers because it is those very antisocial characteristics that often allow them 
to gain power initially, especially if they have come to power by achieving 
victory through internecine infighting. 

Classic examples like Hitler and Stalin are easy to generate, but more nu- 
anced versions of personality disorders may play out in ways that exert a 
systematic and decisive influence on decision making without advisers 
being able to do anything about it. Worse, such leaders will not recognize 
these effects as deviant in any way since they simply represent what they 
have always known and experienced. Narcissism, for example, inclines a 
person to strongly believe that whatever is best for themselves is best for 
everyone else, without regard to the actual opinion of others. Such leaders 
are characterized by a persistent display of grandiosity, a constant need for 
validation and admiration, and a clear lack of empathy. Here, too, leaders 
will not be aware of the effect of their behavior on others’ responses by defi- 
nition, so they may not realize how changing their own behavior might lead 
to a better result since one of the defining hallmarks of a personality disorder 
is the inability to change patterns of behavior in response to external circum- 
stances. Instead, narcissistic leaders are likely to blame everyone else for the 
problems they caused.” Furthermore, personalistic leaders need to be para- 
noid to stay in power; the very structure of their systems demands that 
much, if not all, of their behavior and decisions must be shaped by the con- 
stant requirement of guarding against a coup, an overthrow, or an assassina- 
tion attempt. 


19. A great deal has been written on the influence of illness, including psychological illness, 
on leader behavior, including Jerrold Post and Robert Robins, When Illness Strikes the Leader: 
The Dilemma of the Captive King (New Haven: Yale University Press, 1995); Robert Robins, and 
Jerrold Post, Political Paranoia: The Psychopolitics of Hatred (New Haven: Yale University Press, 
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This leads to a third challenge such leaders confront. The factors that per- 
sonalistic leaders must consider in deciding what to do are vastly more 
limited than those democratic leaders have to contemplate. Democratic lead- 
ers represent, by definition, much broader coalitions that can throw them out 
of power if they do not approve of their behavior. Personalistic leaders con- 
front a different set of calculations in two important ways. First, they do not 
have to do what is best for their broader constituencies. Some may have to 
pay off small groups of elites, but many, such as Kim Jung Un, appear to only 
have to please themselves. This means that the kinds of persuasive strategies 
advocating for the value of a particular policy to a broader public that might 
appeal to a democratic leader would be utterly impervious to a personalistic 
one. So trying to convince such a leader of the objective value of a particular 
policy for their wider constituency will prove meaningless and unpersua- 
sive to them. It also means that the give and take of democratic systems 
designed to produce better arguments fail to make policies adopted by per- 
sonalistic leaders stronger, leading to weaker policy overall. Second, such 
leaders recognize that they do not simply confront a retirement of neglect 
and possible ridicule if they lose control, but rather risk literal decapitation if 
overthrown, since many such rulers are often assassinated or imprisoned by 
domestic opponents or foreign intervention once they lose power. 


Pride and Shame 


Because personalistic leaders have more freedom to exert their personal 
preferences through state actions than democratic leaders, it is worth exam- 
ining the effect of emotional factors on decision making.” Two particular 
emotional forces appear clearly and deeply relevant to decision making in 
the realm of conflict and have received less attention but merit more serious 
examination: the role of pride and shame in shaping choice and guiding 
behavior. These psychological mechanisms prove particularly potent and 
powerful in personalistic regimes precisely because such individuals are 
less constrained by those organizational and state structures that might 
otherwise buffer or inhibit their personal proclivities. This is true for psy- 
chological features such as paranoia and narcissism, as well as pride and 
shame. The reason these individual factors help illuminate our understand- 
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ing of nuclear crisis brinksmanship is precisely because they help provide 
the micro-foundational basis for revenge motivations and other over-reactions 
that risk escalation and war in times of conflict. In short, pride and shame 
provide proximate explanations for why individual leaders make the choices 
they do and engage in the behavior they pursue. 

Pride and shame are fundamentally and primarily social emotions de- 
signed to calibrate and elicit a particular response from others. This is what 
makes them especially relevant when considering issues of bargaining, ne- 
gotiation, initiation or escalation of conflict, or nuclear brinksmanship. For 
example, a personalistic leader who has been humiliated or made to feel 
ashamed by an adversary will be more likely to seek revenge, raising the 
risk for unanticipated or unnecessary escalation. Therefore, these emotions 
hold particular import for understanding the influence of leader’s style on 
nuclear stability and deterrence, in addition to other outcomes. 

Throughout human history, where reversals of fortune occurred fre- 
quently and precipitously, and most often in the absence of institutions like 
police, hospitals, and insurance designed to help strangers in need, people 
needed to rely on each other for mutual help and support in times of trou- 
ble or conflict. Individual willingness to help others depended in large part 
on various characteristics that were considered valuable (i.e., attractiveness, 
strength, generosity) or dangerous (i.e. greed, laziness, infidelity). Status on 
these variables holds concrete value in many ways more precious than 
material possessions, because other people's willingness to help or hurt you 
in time of danger or trouble affects one’s chances for survival. In addition, 
there is a critical element of strategic interaction in these assessments: other’s 
inclination to help depends in part on your reputation on these dimensions 
as well, since potential reciprocation plays a large part in calculations regard- 
ing the risk of helping others at a potential cost to the self. As a result, other 
people’s evaluation of one’s behavior becomes a key to individual survival, 
not only in our ancestral past but in many environments, including war 
zones, where the only help available comes from those close at hand and 
money loses meaning in the absence of material goods for purchase. 


SHAME 


First, it is important to distinguish shame from guilt. Shame is typically 
interpreted to represent a public emotion; a reaction people have when others 
evaluate them negatively. By contrast, guilt results from an internal discrep- 
ancy between one’s values and behavior; in this way, a person can feel guilt 
even if no one else is aware of their bad behavior. Conversely, shame can be 
experienced even if a person believes they did nothing wrong. In this way, 
shame is much closer to humiliation because that too results from public ad- 
monishment. Blema Steinberg writes about the role that shame and humilia- 
tion played over the course of three presidencies with regard to US intervention 
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in Vietnam.” Her discussion of narcissism is particularly apt with reference 
to personalistic leaders. Specifically, she notes from a psychodynamic per- 
spective that narcissists strive to replace the parental love that was lacking by 
striving for a series of public successes and accomplishments.” This strategy 
inevitably fails; however, it highlights the critical role that public accolades 
and approval hold for narcissistic leaders who are overly sensitive to slights, 
while also illustrating the lengths to which such individuals will go, ignoring 
or causing pain and suffering, in order to obtain the external validation they 
find both so necessary and so lacking. 

The challenge is to understand how these emotions function to anticipate 
the effect of behavior on social bonds in an accurate manner. The psycho- 
logical calculation cannot become too extreme in either direction without 
risking harm: if we only consider others’ evaluations, we risk total exploita- 
tion; if we only care about our own preferences, we risk exclusion and ostra- 
cism. Therefore, over the vast majority of human history, individuals needed 
to assure that any benefits they might receive from a given action would be 
more valuable than any social cost that might occur as a result of it, precisely 
because the long-term social costs of both exploitation and social alienation 
posed a serious threat to survival. As a result, people need to consider not 
just personal but also social consequences when contemplating a given ac- 
tion, especially those that might have severe social repercussions. 

Two of the most powerful emotional motivational mechanisms identified 
by evolutionary theorists that appear to calibrate this calculation of other 
people’s response to our behavior are pride and shame, which are in many 
ways flip sides of the same coin. This argument asserts that shame and pride 
represent universal human responses to social exchange. However, such 
universal responses vary and are calibrated based on assessments of local 
values. In other words, the psychological mechanism that recognizes and 
regulates the response of pride and shame are universal, but the specific en- 
vironmental circumstances that trigger their expression differ by both in- 
dividual as well as situational circumstances. This allows for cultural factors 
to affect their manifestation but also explains how variance can arise in their 
expression and how misunderstandings can arise in their interpretation. 
Equally important, pride can elicit a specific kind of backlash under certain 
circumstances that risk retaliation. 
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Work in evolutionary psychology and biological anthropology has pro- 
vided extensive documentation of the mental architecture of both shame 
and pride. Both of these emotions demonstrate remarkable cross-cultural 
similarity not only in their manifestation but also in the kinds of traits and 
behaviors that trigger them. The underlying cognitive architecture of both 
remains similar precisely because both evolved to help calibrate others’ 
likely responses to our actions and to assess whether these evaluations 
would operate to our individual benefit or detriment. When leaders have a 
perverted sense of what constitutes benefit, cost, or risk, and no one around 
them has the courage to correct them, profoundly destabilizing effects can 
easily result. 

Evolutionary psychologists argue that shame operates as a kind of self- 
defense system, forcing people to incorporate the values of others into the 
decisions they make about future actions. If people fail to do this, they would 
risk the willingness of others to help them during times of crisis, threat, or 
illness. This so-called information threat theory of shame allows individu- 
als to avoid socially costly actions by predicting how others will react and 
thus avoiding behaviors that might hurt their social standing. This emotion 
encourages individuals to balance direct personal benefit from an action, 
like cheating, against the social sanction and reaction such behavior might 
cause, such as social ostracism. Note that this is calibrated to one’s sense of 
personal value, worth, and status, and when such assessment is outsized, it 
can lead to important miscalculations about others’ willingness to defer or 
make accommodations to retain the relationship. 

Experimental work across many diverse cultures has demonstrated the 
remarkably consistent operation of this motivational mechanism. For exam- 
ple, work on shame examined not only culturally diverse democracies such 
as the United States, Israel, and India but also included fifteen small-scale 
societies around the world that differed in geography, language, and cul- 
ture. Daniel Sznycer and colleagues showed that experiences of shame 
closely matched assessments of how others in the local community might 
devalue them based on particular behaviors.” Although evaluations of cer- 
tain behaviors emerged remarkably consistent across cultures, the insight 
that evaluations are pegged to local values offers critical insight into how 
universal human characteristics can still produce variant responses across 
time and place. The tendency for shame to function in reaction to the an- 
ticipation of public censure can remain a human constant, but the kinds of 
behavior that might receive sanction, or the precise nature of that sanction, 
might still differ across cultures, locales, or even social classes. 


25. Daniel Sznycer et al., “Cross-Cultural Invariances in the Architecture of Shame,” Pro- 
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From this perspective, shame functions as a defense against being nega- 
tively evaluated or ostracized by others. Note the similarity this theoretical 
approach shares with the dominant view in sociology, which also holds that 
shame operates as a signal to prevent fractures in social relationships. Thus, 
shame functions to deter an individual from making choices or taking ac- 
tions that can reasonably be anticipated to result in negative evaluations by 
others. All other considerations fall by the wayside when compared with the 
critical value of maintaining strong social relationships where one is valued, 
included, and protected. 

Experimental work demonstrates that this social evaluation represents the 
central element sparking shame; doing something wrong does not produce 
shame independent of the social response of others.”° Specifically, when 
someone contemplates doing something that others will not like, but is mor- 
ally irreproachable, shame results. This would not be the case if shame re- 
sulted from solely internal evaluations of the rectitude of the self, as might be 
the case with guilt. Similarly, if someone considers doing something that is 
wrong but believes no one will know or find out, shame does not result. When 
people play a public goods game, for example, shame is predicted by the de- 
gree of social exclusion, not by the person's degree of contribution. In other 
words, people can do the right thing, such as contribute more than their fair 
share, and still feel shame if others evaluate them negatively, just as they avoid 
feeling any shame at all for doing something objectively wrong, such as 
under-contributing in a public goods game, as long as they believe no one else 
will find out about their behavior or evaluate it negatively. In this way, public- 
ity more than immorality precipitates shame in most people most of the time. 


PRIDE 


The cognitive architecture of pride mirrors that of shame. As Sznycer et al. 
write: “Pride occurs in every known culture, appears early in development, 
is reliably triggered by achievements and formidability, and causes a charac- 
teristic display that is recognized everywhere.””’ Like shame, pride helps di- 
rect and shape decisions and behavior to increase the value that others place 
on the self. Like shame, pride is a public social emotion. As these authors 
note: “Ancestrally, enhanced evaluations would have led to increased assis- 
tance and deference from others.”*8 In experimental tests involving sixteen 
countries across four continents, as well as ten small-scale societies across 
the world, pride mirrored positive evaluations from others. Though this may 
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seem obvious in some ways, it also documents the motivational role offered 
by the desire for pride. People will strive to take actions that increase their 
respect, admiration, and status in the eyes of others. They also tend to want 
to advertise these behaviors so as to derive the positive evaluations of others 
so that they can take advantage of the social, especially reproductive, bene- 
fits that accrue in the wake of such recognition. This is known as the adver- 
tisement recalibration theory of pride. 

Note here the critical but opposite role that publicity plays in shame and 
pride. People want to hide behavior that they know others will not approve 
of and publicize those they anticipate others will like. This helps explain the 
way in which social media, with its widespread and immediate effect, can 
shift the balance of power between followers and leaders in calculations of 
public response to given behaviors. 

However, such behaviors do not have to be positive as judged by some 
kind of universal moral metric in order to elicit pride. For example, leaders 
who demonstrate aggression toward enemies may receive a great deal of 
positive approval even if their actions kill a lot of opponents. This is because 
not just good actions and intentions but also aggressive capability can op- 
erate to protect the group from enemies and earn accolades on the part of 
other members of a group, including followers. In ancestral environments, 
or even modern ones where cooperation is less common, raising the cost of 
conflict for rivals works to preserve scarce resources for members of the 
group. For example, shame may work to enhance rather than diminish the 
prospect of a leader acquiring or using nuclear weapons if he knows his sup- 
porters and followers support this, as they often do.” The experimental 
work clearly shows that individuals can just as easily feel enormous pride 
as a result of their aggressive behavior as they can for acts of kindness and 
generosity toward others. 

The most potentially destructive aspect of pride occurs when it functions 
merely to dominate others without offering commensurate group benefits. 
Pride often encourages individuals to help each other, but it can just as easily 
motivate people to take advantage of others. When individuals become over- 
confident, convinced of their superior value, or captivated by their unrivaled 
capacity to wreak destruction on the enemy, they can become overly confi- 
dent in their ability to exploit others with impunity. In the animal kingdom, 
this may look like an alpha male engaging in aggressive mate guarding; in 
human cultures, such individuals often display the classic characteristics 
of narcissists who value their own welfare above that of all others. 


29. For evidence that the US public supports the use of nuclear weapons, see Scott Sagan 
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This is where the backlash of pride can result. Individuals who dislike or 
resent the social subordination that results from others’ pride can feel envious 
of other people’s success. This can produce a sense of grievous indignation 
and a subsequent desire to kick the dominant person down a few pegs on the 
social ladder. This impulse likely both results from, as well as enhances, the 
self-domestication witnessed in humans across time.® Human history is re- 
plete with examples of leaders who, having exploited their constituencies, 
were deposed or assassinated by their followers; such consequences have re- 
sulted in increased egalitarianism and preferences for a fairer allocation of 
resources across millennial time.*! Thus, when leaders demonstrate too much 
pride resulting from personal factors rather than activities taken on behalf of 
the collective, they run higher risks of decapitation by those who feel ag- 
grieved by the social subordination imposed on them by the leader’s pride. 
Thus, from the perspective of evolutionary psychology shame and pride 
function as a kind of social pricing signal. As a result, individuals automati- 
cally, instinctually, and intuitively incorporate others’ preferences and values 
into their own calculations in deciding how to act. However, some individu- 
als are more able to accurately assess how various behaviors will be inter- 
preted by others or read others’ responses to them. Both power and narcissism 
reduce the ability of individuals to accurately read the emotions and inten- 
tions of others.” For obvious reasons, personalistic leaders will not need to be 
as good at judging others’ reactions since high power people require others to 
defer to them rather than the reverse. This inability to read social signals can 
help explain, in part, why so many high power personalistic leaders nonethe- 
less eventually lose control, often in ignominious ways. 


STATUS AND NUCLEAR WEAPONS 


The role of pride and shame are often underestimated because of the pre- 
mium placed on material goods by most observers and analysts, especially 
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economists. The critical insight offered by a full appreciation of the role of 
social approval on human survival over time lies in the recognition that so- 
cial status has an inherent value that far exceeds any given material resource. 
Status may appear ephemeral and hard to measure, but individuals con- 
stantly calibrate their relative standing in the social hierarchy through the 
psychological mechanisms of pride and shame, among other characteristics. 
Since social acceptance and approval proved more essential for survival than 
material goods, especially in the ancestral conditions that shaped human 
psychology, status counts for much more than territory, livestock, or other 
resources such as money. This is because social status represents not only the 
extent to which others are willing to come to your aid under conditions of 
threat or trouble but also their willingness to mate with you, influencing the 
prime driver of natural selection. Though it may be impossible to accurately 
measure status in the way that money, numbers of weapons, or acres of land 
can be consistently and comparatively counted, it represents the most valu- 
able commodity anybody can marshal for their own and their offspring’s 
prospects for survival and well-being. And shame and pride represent two 
of the most potent and automatic mechanisms by which individuals cali- 
brate relative social status. 

In practical terms, this means that less constrained leaders should prove 
more willing to fight for status than for material resources, including weap- 
ons. It also means they may be more willing to take risks to preserve their 
status. This is important because not all wars start by accident. Not all per- 
sonalistic leaders are mad or crazy, nor do they need to be so to incite a con- 
flict. Rather, war can result from a process of imperfect decision making 
whereby personalistic leaders are willing to manipulate risk to demonstrate 
strength, power, resolve or attain, secure or enhance their international sta- 
tus. A leader does not have to be crazy to manipulate risk in a way that re- 
places control with chance. Therein lies the distinction between Daniel 
Ellsberg’s idea of the madman theory and Thomas Schelling’s notion of a 
threat that leaves something to chance. A meaningful distinction exists 
between being crazy and being unpredictable. Personalistic leaders will be 
more willing to replace control with chance in order to maintain their inter- 
nal control or secure their international status, for without both they risk 
death at the hands of their domestic rivals or followers in a way that is not 
typically true of democratic leaders. 

This implies that it may require different strategies and techniques of de- 
terrence to dissuade leaders who feel that their status is threatened, as op- 
posed to those who experience material deprivations such as economic 


33. Daniel Ellsberg, “The Political Uses of Madness,” lecture given at the Lowell Institute 
of the Boston Public Library, March 26, 1959, https://ia800102.us.archive.org/20/items 
/ThePoliticalUsesOfMadness/ELS005-001.pdf; Schelling, The Strategy of Conflict. 
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sanctions, which are less likely to affect personalistic leaders who care less 
about their constituencies." Indeed, the use of economic sanctions repre- 
sents the mirror imaging that fails to accurately recognize that the kinds of 
material pressures that work for democracies do not necessarily work the 
same way for personalistic regime types that must operate under different 
organizational and psychological imperatives. 

This raises an additional consideration regarding the extent to which nu- 
clear weapons serve as signals of status, as opposed to weapons that might 
realistically be used in conflict. If the acquisition of nuclear weapons is de- 
signed not only to protect and defend a country from a feared attack or in- 
cursion but also symbolically serve to enhance the international standing 
of leaders of such countries, this means that some leaders likely pursue such 
weapons not for obvious military or strategic reasons, but rather for the so- 
cial status they confer. Such a perspective offers some unexpected insights. 
First, one of the challenging aspects that new nuclear states present to ex- 
isting ones revolves around issues of power asymmetry. Existing nuclear 
states may resist having to consider new nuclear states who are weaker along 
other dimensions such as economic power as equal, yet this may be a large 
part of the goal of their acquisition for personalistic regimes. Part of this 
resistance on the part of so-called great powers no doubt derives from the 
strong aversion everyone has to feeling vulnerable or to losing status, espe- 
cially if they feel they have no control over the source of the threat. Leaders 
of established nuclear states may have a hard time accepting the acquisition 
of nuclear weapons by states they consider inferior, and thus remain reluc- 
tant to treat them with the logic of deterrence that has governed great power 
nuclear balance since the Soviets developed retaliatory capacity. By contrast, 
the new nuclear states may expect exactly such commensurate status treat- 
ment, at least personally, because of their acquisition of nuclear weapons. 
In this regard, note Turkish President Recep Tayyip Erdogan’s statement that 
Turkey deserved nuclear weapons, a statement that reflected more a desire 
to achieve a particular kind of great power status, as opposed to an argu- 
ment built on military capacity or requirements. Here, as with other leaders 
such as Nikita Khrushchev, the distinction between national and personal 
status conflates. This discrepancy in perception may exacerbate an objec- 
tive military threat and raise it to the level of an existential one precisely 
because what is being threatened is less physical and material and more so- 
cial and status oriented. In this way, social status easily emerges as more 
powerful than material concerns, psychologically, even if this preference re- 
mains largely unconscious and often ignored in more material negotia- 
tions. The crux may come down to the fact that existing nuclear powers do 
not want to be rendered equal, much less subordinate, to an economically 
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or socially inferior country, while new nuclear powers expect to be treated 
as equals for just that reason. 

Second, in hopes of motivating states that have already acquired nuclear 
weapons to disarm, offering status enhancement may be a necessary part of 
any successful settlement, perhaps more valuable to personalistic leaders 
than lifting sanctions since they tend to be more concerned with themselves 
than with their citizens. Such status acknowledgments may be hard for ex- 
isting states to offer, and the nature of the offerings demanded or accepted 
might differ across cultures and countries. Ironically, such enticements may 
objectively be less financially expensive than alternatives such as sanctions, 
arms races, or denuclearization, but may be less likely to occur because the 
psychological cost may be too high for many democratic leaders to bear, 
either personally or in the eyes of their mass publics. This asymmetry illus- 
trates the intrinsically superior value of status over material factors. 

Finally, status issues may influence escalation and retaliation strategies 
should conflict erupt. This highlights the important distinction between retri- 
bution and revenge. Retribution targets individuals or states that one feels has 
wronged them or have done something objectively objectionable in a tit-for- 
tat manner and seeks justice in retaliation.” Revenge is less targeted and 
more indiscriminate, seeking suffering on the part of victims, and not simply 
a return to the previous state as might be possible with restrained retribu- 
tion.°° Personalistic leaders, who privilege emotional motives over moral ones, 
and are less likely to be subjected to institutional constraints, are thus more 
likely to engage in revenge when their status is threatened, particularly if they 
are also narcissists. It is not pride that provokes aggression but rather narcis- 
sism. It is not narcissism per se that instigates aggression, but rather social 
rejection and other threats to the ego that reliably precipitate aggression.” 


Learning 


Personalistic leaders are not only less constrained and more likely to mani- 
fest their psychological proclivities in unfettered and belligerent ways. They 
are also less likely to be able to learn from history, others, or their own 
mistakes. This is because they may be ignorant or disinterested in history, 


35. Peter Liberman and Linda Skitka, “Vicarious Retribution in US Public Support for War 
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Going to Deserve?’ Narcissism, Social Rejection, and Aggression,” Personality and Social 
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feel that other cases, events, or decisions by other leaders have little or no 
relevance to them, fail to understand or acknowledge their own mistakes, 
or some combination. It is also because the sycophants and family members 
who surround them are less likely to understand these larger forces, believe 
they are relevant, or be interested or willing to challenge the leader even 
if they are aware of various limitations or problems confronting him. This 
lack of learning poses threats not only to the stability of the international 
environment but also to models that assume leaders can learn the correct 
(i.e. stabilizing) lessons either from history or vicariously from others. 

Learning is a complex phenomenon. Western leaders cannot assume, for 
example, that leaders from other cultures will interpret events in the same 
way or extract the same lessons moving forward as they might. Analysts 
cannot assume that the lessons we think people learn, or the ones we think 
they should learn, are what they do take away from their own experiences 
or those derived from observing others. 

Learning in the realm of nuclear deterrence proves especially tricky 
because it has to be, by definition, historically informed and vicarious, at 
least so far. Such information leaves huge gaps in anticipating the fallout, 
both literal and figurative, that might result from any future nuclear attack. 
Here, research on learning can provide some insight. 

First, learning takes place within particular organizational structures and 
cultures that differ predictably by regime type. This means that learning is 
rarely an individual process, but rather one that integrates information in 
reciprocal ways between producers and consumers of intelligence, in addi- 
tion to learning derived from actual experience. 

Many factors, both conscious and not, can influence the learning process. Of 
course, the most powerful teacher for most people is failure. This poses the 
most profound of questions with regard to the use of nuclear weapons. Do 
states need a crisis, or some kind of near miss such as the Cuban Missile Crisis, 
to be socialized into the virtues and values of embracing a deterrence posture? 
For example, Michael Cohen argues that while the acquisition of nuclear weap- 
ons can indeed spur nations to become more belligerent and aggressive, their 
behavior becomes chastened over time as they learn the limits of nuclear coer- 
cion and the risks of brinksmanship.°** If this learning process is to take place, 
then states need to be able to extract the correct lesson from a past failure or 
vicarious observation. But that is neither easy nor automatic. Failure improves 
performance because stress focuses attention and increases motivation. 
Arousal resulting from failure helps improve performance, at least initially, 
but too much stress for too long a period of time can induce depression and 
helplessness and can thus work against optimal decision making. 


38. Michael Cohen, When Proliferation Causes Peace: The Psychology of Nuclear Crises (Wash- 
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As noted above, personalistic leaders tend to surround themselves with 
sycophants, privileging loyalty over competence. This means that the vast 
majority of advisers that personalistic leaders rely on for guidance lack crit- 
ical skills or are outright incompetent. Such leaders may not even be in- 
formed of incipient or actual failure because advisers possess an (accurate) 
fear of reprisal. For example, Saddam apparently thought he won the first 
Gulf War.” This means that personalistic leaders are more likely to lack criti- 
cal information than leaders in democratic regimes who are constantly ex- 
posed to a barrage of different voices, opinions, and information. 

A more critical aspect of learning from failure revolves around social re- 
jection. When failure occurs, individuals are more likely to attribute hostile 
intent to others they believe inflicted that harm or failure. This perceived 
sense of injury makes them more likely to respond aggressively. Ambiguity 
makes this tendency worse. One of the few forces that can ameliorate this 
proclivity is accountability, the very factor present in democracies but lack- 
ing in personalistic regimes.“ Individuals who are forced to be accountable 
for their actions show less overconfidence and greater analytic complexity in 
their thinking. This means not only that democratic leaders, on average, may 
display different characteristics in their dealings than personalistic leaders, 
but neither side may understand that the other is operating under a different 
series of personal, as well as organizational, constraints. The tendency for mir- 
ror imaging may induce additional misunderstandings around this exact 
issue of accountability and the effects it can exert on decision making. 

Amy Edmondson shows that certain factors inhibit prospects for learning 
within organizations.*! The most potent of these include interpersonal fear, 
emotional beliefs about failure, groupthink, destructive power dynamics, and 
information hoarding. It should be immediately obvious that this list consti- 
tutes a litany of the factors most likely to characterize personalistic regimes 
defined by destructive power dynamics. In such regime types, interpersonal 
fear of failure permeates the atmosphere precisely because subordinates 
think their lives may be at risk if they do not do what the leader wants, do not 
tell him what he wants to hear, or oppose him in any way. Such fear induces 
information hoarding because no one wants to be responsible for communi- 
cating bad information, so fearful individuals simply keep negative informa- 
tion to themselves. 
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There are several important aspects of this analysis of organizational 
learning when applied to personalistic versus democratic regimes. First in- 
volves the power of social norms and emotional factors in encouraging or 
stifling creativity and complex analytic thought. Adequate learning, espe- 
cially from failure, will be vastly more restricted under conditions of fear 
and social exclusion. Learning is both a personal and an interpersonal pro- 
cess; when power dynamics between leaders and followers interfere with 
the free and open exchange of ideas, including admissions of failure, cre- 
ativity is hampered, and productive learning is truncated. All learning in- 
corporates elements of risk and prospects for failure. Leaders whose behavior 
and risks of retaliation restrict open discussions of errors or mistakes make 
the possibility of learning and improvement much less likely. 


Conclusion 


The challenges posed by new nuclear states run by personalistic leaders may 
not pose entirely new kinds of risks, but the prevalence of such leaders does 
indeed increase the probability of more negative interactions between and 
among nuclear states, particularly as they proliferate in number and poten- 
tial interactions and conflicts become more statistically likely. 

We are not entirely without history when it comes to personalistic lead- 
ers in possession of nuclear weapons. Some might argue that some of those 
threats have been overblown and did not materialize, such as those sur- 
rounding Mao after Chinese acquisition in 1964, or current debates around 
the threat posed by Pakistan or North Korea, which have not (yet) resulted 
in nuclear conflagration. However, the absence of evidence, as the saying 
goes, does not constitute evidence of absence. Specifically, Mao engaged in 
exceptionally risky behavior when he sparked the Ussuri River clash with 
the Soviet Union in 1969.” In that instance, Mao provoked the Soviets, mov- 
ing troops and evacuating Beijing, and almost instigated a war between the 
two nuclear powers. Other examples abound, including Kim Jung Un’s 
provocations in 2017, which risked nuclear exchange as well.* These ex- 
amples of nuclear crisis do not provide assurance that personalistic leaders 
are particularly easy to deter. Just because bad things did not occur in the 
past does not mean they will not happen in the future. 

Personalistic leaders are not the only ones who pose a threat to nuclear 
stability, and even democratic leaders can possess concerning personality 
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flaws that can exert a destructive effect in a crisis. Similarly, emotionally la- 
bile or unstable democratic leaders such as Donald Trump raise concerns 
about the stability of deterrence. But here again it is important to keep in 
mind that these effects exist on a spectrum. Kim Jung Un appears to have 
few constraints on his predilections and has murdered many rivals. Mao, 
Stalin, and Hitler were not constrained by courts or parliaments, but they did 
operate within vast bureaucracies, which dampened some of their flexibility. 
Leaders of aspiring nuclear powers may find themselves with internal con- 
straints imposed by other sources of power within their regimes. In other 
words, behavior emerges from a combination of personal tendencies within 
particular organizational contexts, just as crises erupt from immediate cir- 
cumstances embedded in particular historical environments. Whether and 
how these interactions led to cooperative or destructive outcomes thus de- 
pends on a number of factors that may be difficult to control or predict. But 
certain personality characteristics tend to induce predictable responses, and 
these can be managed if properly controlled. For example, narcissists who 
are insulted or humiliated tend to react with rage and aggression but are eas- 
ily manipulated with flattery. Having psychological consultants equivalent 
to the economic ones who populate the National Council could prove espe- 
cially helpful in potentiating peace by helping to establish standard guide- 
lines for interactions with particular personality types. 

Important considerations arise from the recognition that personalistic 
leaders may have fewer institutional and organizational constraints than 
leaders in more established democratic nuclear states. This means that the 
factors that influence their decision making, and the pressures that operate 
on them, will not necessarily closely mirror those experienced by established 
nuclear states, making communication and understanding between estab- 
lished and new nuclear states more challenging. In particular, personalistic 
leaders will have much more leeway to pursue policies that they believe will 
enhance their stature among their small local band of cronies and family 
members. These forces may not appear relevant from the perspective of great 
power politics but may nonetheless represent the driving force in shaping 
personalistic leaders’ choices and behavior. In addition, because they oper- 
ate with fewer organizational constraints than democratic leaders, they have 
the ability to manifest their psychological proclivities in unfettered man- 
ners that risk a higher probability of conflict. They are also less able to learn 
from history or from others for those same organizational and psychologi- 
cal reasons. 

Status appears to be an especially critical factor when dealing with all par- 
ties in a nuclear conflict. When new nuclear powers expect to be given equal 
status because of the acquisition of nuclear weapons, and such recognition is 
not forthcoming by established nuclear powers, achieving the kind of stable 
deterrence that characterized the great powers in the latter half of the twen- 
tieth century will prove much more challenging. New nuclear leaders who 
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head more personalistic regimes will prove harder to deter and easier to 
antagonize. They will be more prone to conflict, aggression, and reckless 
behavior, rendering nuclear deterrence and stability more precarious and 
making the world a more dangerous place going forward. 

In that regard, observers should remain humble about the prospects for 
democratic institutions to save us from the destructive force of personalis- 
tic leaders. As problematic as personalistic leaders in autocratic or totali- 
tarian regimes may be, individuals with such proclivities who exist in 
democratic structures still hold the potential for deeply disturbing outcomes. 
No one need be reminded that Hitler was democratically elected before seiz- 
ing full power for himself, just as Vladimir Putin’s ostensibly democratic 
support may reside in name only. Trump may be an aspiring dictator but 
operated at least nominally within democratic institutions until he lost the 
2020 election. Investigations following these events show how close the 
country came to successful insurrection and the complete destruction of 
democratic norms; but for a few key individuals, including critical military 
leaders, the institutions we rely on to keep democratic leaders in check might 
have failed and could still fail in the future.“ This illustrates the capricious 
nature of organizational and institutional constraints; norms may not hold 
in the absence of commitment to democratic values and stronger rules, 
laws, and institutions designed to constrain personalistic leaders, regard- 
less of the regime types in which they operate. 
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Thermonuclear Twitter? 


Vipin Narang and Heather Williams 


Social media platforms such as Twitter, Facebook, and WhatsApp—and 
their local variants worldwide—have injected new dynamics into the way 
leaders, governments, and media interact with citizens and vice versa. Lead- 
ers and organizations can bypass official bureaucratic channels and com- 
municate, in real time, directly not only with their constituents, but also 
with anyone in the world with a smartphone or, in the case of open plat- 
forms such as Twitter, anyone with access to the internet and a social media 
account. Crisis tweeting by leaders as a form of communication is a novel 
feature of the information landscape. During the January 2020 crisis be- 
tween the United States and Iran, for example, following the assassination 
of General Qasem Soleimani, President Donald Trump sent 182 tweets, in- 
cluding one on January 4, threatening to target fifty-two Iranian cultural 
sites.' In addition to serving as a unique communications platform for lead- 
ers, ordinary citizens can interact with, disseminate, like, ridicule, or other- 
wise reach leaders and organizations that they previously could never dream 
of directly interacting with—and not just celebrities, but their elected (or un- 
elected) leaders. 

How have these platforms affected international politics, particularly cri- 
ses involving one or more nuclear powers? Do they trigger crises and serve 


1. Donald Trump, Twitter, January 4, 2020. The full thread reads, “Iran is talking very 
boldly about targeting certain USA assets as revenge for our ridding the world of their terror- 
ist leader who had just killed an American, & badly wounded many others, not to mention all 
of the people he had killed over his lifetime, including recently . . . hundreds of Iranian pro- 
testers. He was already attacking our Embassy, and preparing for additional hits in other loca- 
tions. Iran has been nothing but problems for many years. Let this serve as a WARNING that 
if Iran strikes any Americans, or American assets, we have . . . targeted 52 Iranian sites (repre- 
senting the 52 American hostages taken by Iran many years ago), some at a very high level & 
important to Iran & the Iranian culture, and those targets, and Iran itself, WILL BE HIT VERY 
FAST AND VERY HARD. The USA wants no more threats!” 
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as rocket fuel for their escalation? Or are they just noise that thickens the 
fog of war without fundamentally altering crisis dynamics? And how do dif- 
ferent platforms affect crisis dynamics as the sheer volume of information— 
some of which is of dubious quality and produced by an unsubstantiated 
rumor mill—pollinates and pollutes the media and popular discourse?” 
These are questions on which we have little scholarship or thinking in 
international security. This chapter attempts to fill this gap by disaggregat- 
ing social media platforms along three relevant dimensions in crises— 
whether they are open or closed platforms (platform properties), whether 
the event is discrete or ongoing (crisis properties), and whether the intended 
audience is international or domestic (audience properties). We provide evi- 
dence from South Asia, notably the 2019 Pulwama/Balakot crisis, the 2018 
Hawaii missile alert, and the 2017 fake evacuation order on the Korean Pen- 
insula, to illustrate how and whether social media platforms affect crisis 
dynamics. 

We hypothesize and provide preliminary evidence that social media does 
not have a uniform effect on crisis dynamics but can have varying impacts 
depending on the specific type of platform and the nature of the crisis. In 
particular, open social media platforms such as Twitter have the potential 
to thicken the fog of war in discrete crises. But open platforms are also more 
likely to assemble and disseminate accurate information more broadly in 
ongoing crises. Closed platforms such as WhatsApp and Facebook may re- 
inforce incorrect information even over protracted crises, as users gravitate 
toward social clusters that reinforce preexisting beliefs and opinions rather 
than seeking accurate information. Open platforms may also be more use- 
ful for external signaling to adversaries and a broader international com- 
munity; their wide reach allows for deterrence or coercive signals to be more 
quickly and directly transmitted to target audiences. Closed platforms, by 
contrast, can be exploited to generate nationalism or domestic audience costs 
by specifically and privately targeting and potentially monopolizing the in- 
formation constituents receive. All these platforms are also vulnerable to 
manipulation either by governments to generate domestic support or by ma- 
licious actors that can employ them to spread potentially dangerous disin- 
formation. 

Do social media platforms affect the outbreak or course of nuclear crises? 
For example, would the existence of Twitter or WhatsApp during the 1999 
Kargil war or 2008 Mumbai attack between India and Pakistan have led to 
a different outcome, namely escalation or even nuclear use? The media en- 
vironment during Kargil, or during the 2008 terrorist attack in Mumbai, was 
riddled with substantial misinformation. Ultimately, Kargil did not escalate 


2. See David M. J. Lazer et al., “The Science of Fake News: Addressing Fake News Re- 
quires a Multidisciplinary Effort,” Science 359, no. 6380 (March 2018), 1094-1096. 
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because India’s prime minister Atal Bihari Vajpayee did not want to esca- 
late and ordered a highly constrained Indian response to the Pakistani in- 
filtration.? It is hard to envision that if live streaming television of these 
events in both Hindi and English at the time did not generate pressure for 
escalation, Twitter would have. In another counterfactual, if social media 
did not exist during the 2018 Hawaii missile alert, traditional media and 
communication platforms, such as television, radio, and text messaging, 
might have achieved the same outcome and de-escalated a potential crisis. 
Although social media platforms may not independently cause crises or es- 
calation, they can contribute to the broader information and misinforma- 
tion environment, notably by cross-pollinating (or cross-polluting) more 
mainstream media platforms such as television or print news. They can 
also be manipulated by governments and malicious actors to affect crisis 
dynamics, serving as accelerants or amplifiers, with both risks and bene- 
fits. They provide a mechanism to de-escalate crises quickly and serve as 
a propellant to spin them up, with the risk of nuclear powers tweeting their 
way to war. 

Social media platforms as a whole inject a level of complexity and informa- 
tion velocity into nuclear-tinged crises that nuclear weapons powers have 
not previously had to manage. Our overall conclusion is a simple but under- 
appreciated point thus far: different social media platforms can work at cross- 
purposes against each other in crises, making a uniform effect difficult to 
measure or even theorize.’ In aggregate, the new social media ecosystem may 
simply generate noise and ambiguity, which can sometimes make navigating 
a crisis difficult but may also provide states face-saving ways to de-escalate. 
Each platform may have differential effects depending on the type and dura- 
tion of the crisis, as well as which audience is being targeted. This chapter 
undertakes a brush-clearing exercise to systematically think about how dif- 
ferent social media platforms may impact different types of nuclear crises. We 
disaggregate social media platforms—since social media is not a monolithic 
concept or tool—and crisis types to theorize about the different ways in which 
social media may affect crises between nuclear actors. These dynamics may 
apply to all types of militarized crises between states, but we restrict our fo- 
cus to crises with a nuclear component, given the risks involved with rapid or 
unintended escalation in such crises. 


3. See, for example, Vipin Narang, Nuclear Strategy in the Modern Era (Princeton: Prince- 
ton University Press, 2014), chap. 10. 

4. See, for example, Harold A. Trinkunas, Herbert S. Lin, and Benjamin Loehrke, Three 
Tweets to Midnight: Effects of the Global Information Ecosystem on the Risk of Nuclear Conflict (Stan- 
ford, CA: Hoover Institution Press, 2020), which offers a variety of excellent perspectives, 
many of which treat social media platforms as monolithic. 

5. On disaggregating crisis types, see Mark S. Bell and Julia MacDonald, “How to Think 
about Nuclear Crises,” Texas National Security Review 2, no. 2 (February 2019), 1-26. 


65 


CHAPTER 3 


Social Media and Escalation Risks: Existing Pathways 


Escalation is ultimately a political activity. Although it is typically thought of 
as a linear process, “the sequential expansion of the scope or intensity of con- 
flict,” the increasing speed of conflict and emergence of new technologies 
has complicated the notion of an “escalation ladder” and replaced it with 
something more akin to an “escalation web.” Escalation is typically catego- 
rized as being either deliberate, such as a preemptive nuclear attack, or in the 
face of defeat; or inadvertent, to include accidents, unintended use of force 
from apex political authorities, “mechanical failure, unauthorized (nuclear) 
use, or insanity.”” The election of US president Trump, accompanied by his 
novel approach to tweeting, brought attention to the intersection of social 
media and politics, particularly nuclear weapons postures—whose button is 
really bigger?—and nuclear threats such as “fire and fury.” But Trump is 
hardly the only world leader to use social media in an inflammatory way, 
and in 2019 Twitter issued guidelines for “World Leaders: Principles and ap- 
proaches” warning them against tweets that could promote terrorism, 
threaten violence, encourage self-harm, or risk an enforcement response by 
Twitter.® For violations of these guidelines and due to the risk of further in- 
citement of violence in the United States, Twitter suspended President Trump’s 
account—terminating his ability to tweet—shortly after the events of Janu- 
ary 6, 2021, with two weeks left in office, an unprecedented move. 

At its core, social media is a means of virtually connecting people in real 
time with limited, if any restrictions, on content. The most common social 
media platforms include Facebook, YouTube, WhatsApp, Instagram, and 
Twitter.’ Platforms are differentiated by a variety of factors: accessibility 
of information (open or closed), censorship and government oversight, con- 
tent (visuals, videos, or text), sponsorship, and human versus bot-generated 
content, among others. Social media is increasingly present in interna- 
tional politics and conflicts, such as the 2014 Ukraine crisis with activists, 
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experts, politicians, and even armed fighters taking to platforms such as 
Twitter, Facebook, and YouTube to document and circulate their experiences 
in real time with multimedia tools. 

Scholarship into the impact of social media on politics and nuclear weap- 
ons, specifically, is relatively nascent. A handful of studies across disciplines 
highlight at least four related ways social media may have an escalatory ef- 
fect in crises, and their combination may be both figurative and literal con- 
fusion: disinformation, ambiguity, impact on decision making, and public 
pressure. First, social media is a primary vehicle for disseminating outright 
disinformation. Lanoszka defines disinformation as “a systematic govern- 
ment effort aimed at using disinformation to mislead a particular audience— 
whether a government or key members of society—in order to influence the 
policy process.”!? On social media, the disinformation need not originate 
from the government; in some cases the government may propagate it, but in 
others, the government may be embattled to correct or fight disinformation 
campaigns that originate from malicious nonstate actors or influencers. Dis- 
information can range from rumors to deep fakes. A 2018 study by MIT re- 
searchers based on 126,000 stories tweeted by 3 million people between 2006 
and 2017 found that “Falsehood diffused significantly farther, faster, deeper, 
and more broadly than truth in all categories of information, and the effects 
were more pronounced for false political news than for false news about ter- 
rorism, natural disasters, science, urban legends, or financial information.”"! 
Interestingly, the study also found that it took the truth six times as long as 
the falsehood to reach 1,500 people, perhaps confirming the old adage that 
the truth is boring, while disinformation is often spectacular and shocking.” 
It remains unclear if this wider and faster dissemination of disinformation 
has a significant impact on politics. Lanoszka demonstrates that “disinfor- 
mation is ineffective in terms of changing the policies of a target as regards 
to its foreign policy alignments and armaments—that is, the balance of 
power.” Rather than create new tensions and pressure escalation, rumor 
typically reinforces preexisting views.'* Of particular concern is the spread 
of disinformation during a crisis, when rumors have been shown to flourish 
and propagate virally. 
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A second concern is that social media platforms may contribute to unin- 
tended escalation due to enhanced ambiguity, or the thickening of the fog 
of war where leaders or governments are less certain as to the facts on the 
ground and are forced to assume the worst, erring on the side of escalation. 
Posen explored inadvertent escalation scenarios during the Cold War that 
involved targeting nuclear systems due to the inability to discriminate facts 
and systems in real time.! Social media might provide information in real 
time; however, this is not necessarily accurate information, nor can it help 
differentiate offensive from defensive acts.” By flooding the information 
space, sowing uncertainty, and generating mixed messages in the midst of 
an already chaotic crisis environment, social media certainly can have es- 
calatory consequences as states assume the worst about the situation or their 
adversary in the face of ambiguity."® 

Current scholarship is mixed on whether ambiguous messaging has a sta- 
bilizing or destabilizing effect during crises. On the one hand, it may force 
states to assume the worst-case scenario and overreact; on the other hand, 
it may allow for face-saving pathways to de-escalation. The conventional 
wisdom tends to support the former, arguing that in the absence of reliable 
or consistent information, actors may misperceive an adversary’s capabili- 
ties or willingness to respond.'? Misperception occurs when there is an 
unintentional discrepancy between a state’s actions and the adversary’s un- 
derstanding of those actions.” By potentially injecting more noise into the 
system, social media may increase the propensity that such a discrepancy 
will not only exist but be larger than in the past. Although deliberate ambi- 
guity is central to nuclear deterrence theory, such as Thomas Schelling’s 
“threat that leaves something to chance,” social media amplifies the risk 
that states perceive a threat when none was made, or vice versa. 

Inherent within this concern about unintentional escalation is the impact of 
social media on decision making, a third theme in the emerging literature on 
social media. A 2020 edited volume identifies the impact on decision-making 
calculus as the “most worrisome possibility” due to the spread of disinforma- 
tion.” Malicious actors—whether a state actor, state-supported nonstate actor, 
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or independent actor—can manipulate social media to distort messaging 
throughout an ongoing crisis. At the onset of a crisis, in particular, social me- 
dia may increase pressure on decision makers to “do something,” whereas 
silence on social media could prompt worst-case thinking and preemptive 
attacks.” But if the conflict escalates to a limited war, Lawrence Freedman 
identifies increasing complexity confronting decision makers as they are 
forced to account for a rich mix of factors: military logic, commitments, inter- 
national law, domestic politics, casualty levels, economics, and dangers of a 
wider conflict.” But what if images—or fakes—shared via Twitter or Insta- 
gram suggest a higher casualty level than official figures? How might this 
impact a leader’s perception of the crisis, absent definitive intelligence? These 
questions are exacerbated when the stakes (and emotions) are higher, and so- 
cial media may complicate opportunities for dialogue and interaction among 
political leaders.” 

It is possible that social media does not necessarily change crisis outcomes 
or significantly change leaders’ preferences about escalation. A historical 
counterfactual may be illustrative, such as if John F. Kennedy and Nikita 
Khrushchev had the ability to tweet during the Cuban Missile Crisis. Ac- 
cording to Freedman, “in Cuba the drive to escalation was inhibited by keen 
awareness on both sides that the political stakes were simply not worth tak- 
ing matters to a decisive showdown.”” Unless social media affects under- 
lying political stakes, it is not obvious that it will change crisis behavior. 
Indeed, the Cuban Missile Crisis counterfactual has to also account for the 
possibility that Kennedy could have just as easily tweeted de-escalatory 
messages to more rapidly end the crisis: “I want the missiles out, but I do 
not want a war Nikita,” with Khrushchev replying back, “Me neither Jack, 
let’s talk.” Therefore, the pathways to rapid escalation imbued within so- 
cial media in crises allow for equally rapid de-escalation if both sides have 
a common preference for it. 

A fourth and final theme is the concern that social media might amplify 
nationalism and public pressure for escalation. Social media could influence 
escalation dynamics by negatively shaping public opinion, largely through 
rumors and increasing calls for deliberate escalation to preempt an antici- 
pated attack or stop a costly conflict. Social rumor can be defined as “im- 
provised and expressive forms of public opinion that especially arise under 
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uncertain socio-political situations” and has been proven to exacerbate con- 
flict.2° In addition, research demonstrated that visual images and videos are 
five times as likely to be shared.’ In a crisis that the public can see, Insta- 
gram may prove more useful than Twitter—and together they can be, quite 
literally, deadly. And rapid (private or public) dissemination of accurate or 
fake images/videos as opposed to just text descriptions of the same in a 
crisis—especially of death or suffering—can mobilize emotions and revenge 
motives in ways that generate escalatory pressures.” Research into non- 
nuclear crises demonstrates that whether publics believe a rumor on social 
media “is determined by pre-existing cognitive schemes and attitudes rather 
than simply by credulity or gullibility.”” For the most part, publics use social 
media during a crisis to reduce uncertainty by verifying information and 
disproving false rumors, foster a shared “keynote” narrative of events, and 
most—but not all—emergency information on Twitter was found to be ac- 
curate, and audiences can largely identify and dismiss untrue rumors.°° 

A confounder in any analysis of social media dynamics is cross-pollination 
with mainstream media since many journalists and television outlets now 
derive information from, as well as break news on, platforms such as Twit- 
ter. This cross-pollination dynamic can serve as rocket fuel for misinfor- 
mation and rumormongering, spreading misinformation to much wider 
audiences and making it even more difficult to correct. Mainstream media 
and its relationship to social media outlets means all are competing for 
breaking news, and seemingly credible, but sensational tweets often cross- 
pollinate the mainstream media, amplifying their reach and impact. In many 
ways the current impact of social media is comparable to the “CNN effect” 
and the advent of the 24/7 news cycle in the late 1980s and early 1990s. Ar- 
guably, the CNN effect increased public pressure on governments to shift 
their foreign policies, particularly military interventions based on what 
people were seeing—visually in ways they had not previously—at home. 
This might entail sending humanitarian aid to Somalia or drawing down 
operations in Afghanistan with visuals of body counts. Where social me- 
dia differs from the CNN effect, of course, is that in the current climate, gov- 
ernments are just as subject to the “Twitter effect” as the public—they are 
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reading the same messages and might be victim to the same disinforma- 
tion campaigns. 

This review of contemporary scholarship also reveals gaps and points of 
tension in understanding the impact of social media on crises. The major- 
ity of scholarship treats social media as monolithic or focuses on a single 
platform, with no differentiation between platforms such as Twitter or Tik 
Tok.*! Similarly, the social media literature fails to disaggregate the impact 
of social media on short, sharp crises versus longer ones. We hypothesize 
that not only does the type of social media platform matter for escalation 
dynamics, but the type of crisis matters as well. A significant reason for the 
confusion within the literature on the impact of social media on crises is that 
it treats all social media platforms and all crises as uniform. We aim to cor- 
rect these mistaken assumptions by disaggregating both social media and 
crises, hypothesizing that different types of social media platforms can have 
varied effects in different types of crises. 


Toward a More Fine-Grained Treatment of Thermonuclear Twitter 


This chapter offers an original framework to systematically analyze the im- 
pact of social media on escalation based on the properties of three dimen- 
sions: the type of platform, the type of crisis, and the target audience. Our 
goal is to offer a useful framework for thinking about the impact of social 
media on crises in a more granular fashion, which can be applied across plat- 
forms, regions, and audiences. 

First, the type of platform matters. Namely, is the platform open or closed? 
We treat this as a binary variable, but it is admittedly potentially continuous, 
as Twitter has completely open reach—even despite echo chambers—whereas 
Facebook has potentially several nodes of reach from the user, and text mes- 
sage apps such as WhatsApp can have large private groups or single users. 
Open platforms, such as Twitter, are often an opportunity to engage with 
strangers, whereas closed platforms, such as WhatsApp, are how we commu- 
nicate with those we know and trust. As demonstrated in the study by Hunt 
Allcott, Matthew Gentzkow, and Chuan Yu, disinformation is more likely to 
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be spread via Twitter than Facebook.” But it is theoretically possible that open 
platforms like Twitter more easily “revert to the mean” over time as disinfor- 
mation can be publicly corrected in ways that closed platforms such as Face- 
book and WhatsApp may not enable. In general, we hypothesize that Twitter 
users seek, and eventually receive, more accurate information in crises as 
misinformation is corrected—even if dissemination is imperfect—whereas 
closed platforms are more likely to have misinformation persist and be de- 
ployed to reinforce preexisting beliefs, such as hypernationalism. 

Second, the nature of the crisis also matters. This is supported by litera- 
ture on escalation, whereby the political context and stakes affect the outcome 
of the conflict. Studies on the impact of social media from different disciplines 
also reinforce this point. A study on Twitter usage during a political crisis in 
Côte d'Ivoire in 2010-2011, for example, found that social media usage and its 
impact shifted with the nature of the conflict. At the outset of the conflict, it 
was primarily used for political signaling for domestic audiences, but as the 
conflict escalated it shifted to being a vehicle for providing information about 
humanitarian aid to the public along with sharing information about the na- 
ture of the conflict with international audiences.* We hypothesize that crisis 
duration is the relevant property involving the differential impact of social 
media. We differentiate between short crises ranging from hours to several 
days, and long crises going beyond that. In short crises focused on a discrete 
event, such as a singular terrorist attack or explosion (such as the August 2020 
ammonium nitrate explosion in Beirut), we hypothesize that misinformation 
will spread rapidly as “hot takes” make the rounds on both open and closed 
platforms. But in long crises, involving iterated and longer interaction be- 
tween adversaries, open platforms are more likely to revert to the mean and 
widely disseminate more accurate (not necessarily entirely accurate, but a 
relatively more accurate version) of events than closed platforms, where con- 
spiracy theories and misinformation are likely to persist. We differentiate cri- 
ses as either discrete or ongoing, but obviously there is a spectrum of duration 
and intensity, though we hypothesize that duration is the more relevant vari- 
able as information reverts to the mean. 

The third dimension we focus on is domestic versus international audi- 
ences. Whether or not a social media message has an impact begs the ques- 
tion: impact on whom? Scholarship to date focuses on two audiences: 
international actors, particularly political leaders and decision makers, and 
the domestic public. Russian president Vladimir Putin is likely to be im- 
pacted by a Trump tweet differently than a Trump voter in Florida. That 
said, there will likely be spillover between domestic and international au- 


33. Allcott, Gentzkov, and Yu, “Trends.” 
34. See Bell and MacDonald, “Escalation.” 
35. Schreiner, “Information,” 1. 


72 


Table 3.1 Short Crisis 


THERMONUCLEAR TWITTER? 


Domestic 


International 


Open (Twitter) Hot takes/misinformation Alerting international 
actors (risk of spillover) 
Closed (WhatsApp) Fearmongering Diasporic nationalism? 
Table 3.2 Long Crisis 
Domestic International 


Open (Twitter) 


Closed (WhatsApp) 


Information improves 


Preexisting beliefs/conspiracy 
theories 


Deterrence/coercion 
signaling (risk of spillover) 


Diasporic patriotism? 


diences on open platforms, as the messages targeted at one group will also 
be read by the other one. In general, social media in crises involve commu- 
nication, signals, and spillover between leaders to leaders, leaders to the pub- 
lic, the public to leaders, and the public to each other.** And, in some cases, 
messages intended for domestic consumption can have unintentional con- 
sequences if misinterpreted by the leaders of the adversary. 

Based on these variables, we identify two main sets of hypotheses about 
how social media impacts nuclear crises. We orient these dimensions in 
tables 3.1 and 3.2 to generate hypothesized effects based on these three prop- 


erties of nuclear crises in an era of social media. 


e H1: Social media does not have a uniform effect on crisis dynamics but can 
have varying impacts depending on the specific type of platform and the 
nature of the crisis. 

o Hla: Open social media platforms are more likely to thicken the 
fog of war than closed platforms during short crises. 

o Hib: Closed social media platforms will reinforce existing views 
over long crises to include conspiracy theories. 

e H2: Social media does not have a uniform effect on international and do- 
mestic audiences. 

o H2a: Open platforms are more useful for signaling to the interna- 
tional community than closed platforms. 

° H2b: Closed platforms are more likely to be used to exacerbate 
domestic public opinion and nationalism during a crisis. 
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Depending on the properties of the platform, the crisis, and the audience, 
we hypothesize differential effects and dynamics in crises. The aim of this 
theoretical framework is to offer more fine-grained predictions and mecha- 
nisms for how different social media tools affect nuclear crisis dynamics, 
rather than simply assuming that there is an overall effect and that all plat- 
forms have a uniform effect. The dissatisfaction is that there may not be an 
overall effect, but we believe it is more accurate to treat the impact of social 
media on crisis dynamics at a more granular, platform level than search for 
aggregate effects, which may be difficult to identify and isolate. 

To explore these hypotheses and illustrate these mechanisms, we exam- 
ine three empirical cases: the 2019 India-Pakistan crisis, the 2018 Hawaii mis- 
sile alert, and the 2017 United States Forces Korea (USFK) evacuation order 
from the Korean Peninsula. The case studies were selected because they all 
have a nuclear component involving two nuclear actors, at least in the back- 
ground, and otherwise offer useful variation. The Pulwama/Balakot crisis 
was a discrete crisis on the day of the attack on Indian security services on 
February 14, 2019, followed by a several-day crisis when India retaliated 
on February 26, 2019. The 2018 Hawaii missile alert originated with a push 
notification through cellular carriers but not via a public platform, thus it 
almost uniquely had the properties of a universal private network. All cell 
phone users received an official emergency alert, which was inadvertently 
sent during a test warning of an incoming North Korean ballistic missile, 
closing with “This is not a drill.” This generated understandable panic. 
Although there was no reason to otherwise believe North Korea would 
launch a first strike against Hawaii, the message was disseminated through 
an official state channel six weeks after North Korea tested its longest- 
range missile, the Hwasong-15 ICBM, and before Kim Jong Un initiated the 
so-called charm offensive. And just four months earlier in 2017, at the 
height of tensions between the United States and North Korea, a fake mes- 
sage ordering the evacuation of nonessential US military personnel from 
South Korea—the leading indicator of a potential US-led attack against 
North Korea—circulated on closed platforms such as WhatsApp and Face- 
book, generating fears of an impending war at a time when it was plausible 
that the United States may initiate a surprise attack on Kim Jong Un’s North 
Korea.” Within the cases, we look for indicators of social media impact, to 
include (1) responses from international actors over social media; (2) spread 
of misinformation, disinformation, and “deep fakes”; (3) shifts in public opin- 
ion and attitudes; and (4) military responses and escalatory (or de-escalatory) 
actions. 
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FROM PULWAMA TO BALAKOT 2019 


On February 14, 2019, a local twenty-two-year-old Kashmir man, Adil Ah- 
mad Dar, drove a minivan laden with RDX into a bus carrying paramili- 
tary forces from the Central Reserve Police Force (CRPF) near the Kashmir 
village of Pulwama, killing over forty personnel in the worst terrorist at- 
tack in Indian Kashmir in decades. Within hours, the attack was claimed 
by the Pakistani militant group, the Jaish-e-Mohammed (JeM), which radi- 
calized Dar and purportedly assisted him with logistics and planning. In- 
dian social media went into hyperdrive. After initial ambiguity about the 
nature of the attack, India’s major media figures on Twitter arrived at a 
relatively accurate accounting of what happened: the JeM took responsibil- 
ity for an attack in Kashmir that killed about forty (the final count ended 
up being forty-two) CRPF personnel.** Initial accounts underreported the 
number killed, rather than exaggerating them, so the figure circulating on 
Twitter by the end of the day had been revised up from “over a dozen” to 
the nearly accurate forty CRPF soldiers. This seems to have been consistent 
in both English and Hindi language accounts and is consistent with what 
we expect with open platforms in a relatively discrete crisis, where confu- 
sion eventually leads to convergence through crowdsourcing and viral 
propagation of more updated information. 

The dynamics on WhatsApp appear to have been different and illustrate 
the perils of closed social media platforms during discrete crises.” In closed 
WhatsApp groups a variety of misinformation and disinformation cam- 
paigns were circulating virulently and virally. For example, a fake picture of 
India’s main opposition candidate, Congress’s Rahul Gandhi, who was about 
to run a national election against the wildly popular BJP incumbent prime 
minister, Narendra Modi, was photoshopped as meeting Dar, the suicide ter- 
rorist.° It is unclear how widely this was propagated or believed, as this is 
difficult to measure. But it was making the rounds on highly popular and 
widely subscribed BJP linked WhatsApp groups. Older videos, which will 
only get more realistic with so-called deep fake technology, were circulating 
that appeared to show Congress celebrating the attack and shouting “Paki- 
stan zindabad” (long live Pakistan) as part of a concerted political effort to 
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paint the Congress Party as Pakistan sympathizers.“ What was not fake was 
a message that seems to have circulated millions of times in India on various 
WhatsApp groups calling for India to destroy Pakistan, fueling hypernation- 
alism and warmongering. Citing each previous war that Pakistan “started” 
and India “finished,” the message closed with “2019: They Started, and we 
will BLOODY HELL FINISH IT’? Others demanded 400 Pakistanis killed 
for 40 Indians, still others demanded that Modi do a “Gujarat” on Pakistan 
i.e., massacre Muslims). These were shared virally in multiple groups in 
both English and Hindi, and all aimed at seemingly one thing: whipping up 
nationalism and revenge emotions against Pakistan and, dangerously, against 
Muslims within India. Some were preceded with the hashtag #IndiaNeed- 
sNuclearStrike. Equally worrying were the messages going viral that pur- 
ported to show the Muslims of India celebrating the attack—creating the real 
possibility of internal violence and reprisals against Indian Muslims, which 
did happen sporadically but was thankfully not widespread. 

Although Twitter had its fair share of rabble-rousing, the public and open 
nature of the platform tended to moderate it compared to WhatsApp. The 
latter, in addition to being a closed network, is also perceived to be a more 
private space, which has led people to share and say what they would other- 
wise not say publicly, revealing a widespread virulent nationalism and 
othering of Pakistan and Indian Muslims. Facebook was also a platform for 
particularly nationalist comments, and an NDTV editor was suspended for 
posting racist comments on her Facebook page.* Twitter at least allows 
for a possible pathway for users to be exposed to alternative information 
and perspectives since the nature of retweets and the platform tends to re- 
vert to the mean over time. To be sure, this effect will be moderated by the 
echo chamber effect—it is those accounts in extreme networks that have the 
lowest probability of receiving moderating information. But on WhatsApp, 
such a pathway may not even exist; a user’s potential exposure is limited by 
the groups that they are in. As such, it is easy to select into groups that rein- 
force preexisting beliefs, where conspiracy theories and virulent narratives 
take hold and are difficult to dislodge. 

Twelve days later, India struck back at a JeM Madrassa outside a Pakistani 
town, Balakot. For the first time in history, a nuclear weapons power used 
airpower directly on the undisputed sovereign territory of another nuclear 
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weapons power. Interestingly, the first inkling of the attack came from the 
Twitter account of the official Pakistan Army spokesman, Major General Asif 
Ghafoor, thereby alerting the world via social media that India had retali- 
ated.“ For India it was the first time that it had used airpower against main- 
land Pakistan since the 1971 war. It is probably unsustainable to argue that 
social media put pressure on Modi to hit back in this fashion since, with or 
without Twitter or WhatsApp, Modi seems to have been itching to retaliate. 
This is consistent with our general hypothesis that social media pressure is 
endogenous to what states may otherwise prefer to do. What social media 
likely did was prepare the domestic political battlefield to overwhelmingly 
support a relatively aggressive retaliation. The BJP IT cell went into hyper- 
drive after the attack, propagating both bot-driven tweets and WhatsApp 
messages hailing Modis retaliation—with his fifty-six-inch chest—as historic 
after Congress's failure to do anything, especially after the 2008 Mumbai at- 
tack that killed 173 civilians. Immediately, the news and bot-driven tweets 
(distinguishable by their verbatim language) were deployed on Twitter to 
claim that Modi had killed 500 or 600 terrorists at Balakot—very close to the 
400 deaths demanded by nationalist WhatsApp groups after Pulwama. The 
same purportedly went out over the WhatsApp groups. 

The problem for both the Indian and Pakistani governments was that, at 
least on Twitter, the global analytical community was watching, analyzing, 
and weighing in. The Pakistani claim that India’s Air Force turned around 
after being intercepted was quickly debunked when the official army spokes- 
man later tweeted pictures of Indian missiles hitting trees deep into Paki- 
stani territory, roughly 60 kilometers from the Line of Control (LoC).® 
This was both for domestic political purposes in Pakistan—the Indian Air 
Force (IAF) did not hit anything except some trees and maybe a goat—but 
was also the first report to the international community that India had re- 
taliated. On February 26, Major General Ghafoor announced in an official 
Pakistan Army press conference that was live-streamed, live-tweeted, and 
later put on YouTube that Pakistan was convening the National Command 
Authority (NCA), ominously adding—cutting from Urdu to English for 
maximum international signaling effect—“I hope you understand what is 
National Command Authority, what does it constitute.”*° The NCA is the 
body in charge of Pakistan’s nuclear weapons. This was clearly a signal to 
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India, but more important, the United States, whose intervention in South 
Asian crises Pakistan has routinely attempted to catalyze in order to pre- 
vent Indian escalation.” 

However, the Indian claim that it brought down the Balakot structure was 
also quickly debunked because it was still standing, and every commercial 
satellite could still see it, anew feature Zegart explores in her chapter. Within 
a couple of days, India’s Air Force claimed it used a penetrator version of 
the Spice standoff missiles that were not designed to bring down the struc- 
ture. Commercial satellite imagery detected several ground scars on the side 
of the hill where the structure stood, leading to speculation that most, if not 
all, of the Spices missed the target. It is possible one or more penetrated the 
building, but it became obvious that the BJP’s initial claim of several hun- 
dred terrorists killed (which was later sourced to how many cell phones the 
National Technical Research Organization [NTRO] detected several days be- 
fore the strike, not on the day of the strike) was likely inaccurate and exag- 
gerated.*® On Twitter, open-source analysts eventually concluded that the 
IAF either completely missed, or largely missed, the target at Balakot. But 
this was mostly in English. Major Hindi language accounts did not bother 
correcting the original estimate.” On WhatsApp and closed platforms, how- 
ever, this outside analysis did not find its way into the narrative, and the 
“man on the street” across India continues to largely believe that Modi killed 
hundreds of terrorists at Balakot.°° 

On February 27, the Pakistan Air Force (PAF) retaliated for India’s Bala- 
kot strike by crossing the LoC and, it claims, “intentionally missing” an In- 
dian Brigade Headquarters, just to demonstrate that it could hit it if so 
desired. In the ensuing dogfight, India shot down one of its own Mi-17 he- 
licopters in a tragic friendly fire incident and lost a MiG-21 Bison that had 
crossed the LoC in hot pursuit of the PAF. The pilot, Wing Commander Ab- 
hinandan Varthaman, was captured alive by Pakistan, whose official me- 
dia spokesman tweeted that there were multiple Indian pilots in custody 
but then clarified that there was only one.” He was wounded but then ex- 
peditiously returned to India on March 1 as a de-escalatory measure. Var- 


47. See Narang, Nuclear Strategy in the Modern Era. 

48. “Rajnath Singh Says NTRO Surveillance of JeM Camp in Balakot before IAF Air Strikes 
Confirmed 300 Active Mobile Phones,” Press Trust of India, March 5, 2019. 

49. See, for example, ABP News, Twitter, February 27, 2019, https://twitter.com/ABPNews 
/status/1100765012572815360?s=20. 

50. See, for example, Pooja Chaudhuri, “Fake WhatsApp Chat Shared on Social Media to 
Claim 292 Terrorists Killed in Balakot Airstrike,” alt news, March 5, 2019, https://www.altnews 
.in/fake-whatsapp-chat-shared-on-social-media-to-claim-292-terrorists-killed-in-balakot 
-airstrike/. 

51. Major General Asif Ghafoor, Twitter, February 27, 2019, https://twitter.com/OfficialDG 
ISPR/status/1100641491679150080?s=20, and Twitter, February 27, 2019, https://twitter.com 
/OfficialDGISPR/status/1100739613486915584?s=20. 


718 


THERMONUCLEAR TWITTER? 


thaman then claimed that he shot down a PAF F-16 before he went down. 
Thus began one of the great social media mysteries of the Balakot crisis: 
was there actually a second pilot, or #doosraBanda, as Pakistan’s official mil- 
itary spokesman initially claimed, and if so was it a Pakistani Air Force pilot 
who ejected from an F-16 that was shot down? Reputable Indian journalists 
continued to tweet about the #doosraBanda months later, and the IAF of- 
fered official briefings showing circumstantial evidence the F-16 was shot 
down.” Pakistan continues to deny that an F-16 pilot was killed and is bol- 
stered by a US Department of Defense (DoD) leak that all US-origin (mean- 
ing all) PAF F-l6s were later accounted for and operational.°? WhatsApp 
groups circulated fake videos of a PAF parachute, and the belief that India 
shot down an F-16 persists on closed social media platforms. Many Indian 
journalists and military on open platforms such as Twitter continue to be- 
lieve so. This debate spilled over into mainstream media outlets, illustrating 
the cross-pollination effect of social media to mainstream media, which would 
reproduce tweets and potentially doctored images on-screen during live 
broadcasts. Much of the WhatsApp activity was designed to whip up patrio- 
tism and pride in India’s Armed Forces after spinning up the hypernational- 
ism before the Balakot strike. Anecdotal evidence suggests that almost all 
Indians adamantly believe that Varthaman killed a PAF F-16, because it aligns 
with preexisting beliefs in the superiority of India and its Air Force, and that 
the DoD audit was motivated by Lockheed’s refusal to admit that an F-16 
could be killed by a vintage MiG-21 Bison. 

A curious episode then emerged after the crisis seemingly de-escalated. 
Reports surfaced that India may have threatened to escalate the crisis with 
surface-to-surface missile strikes if Abhinandan had not been expeditiously 
returned by Pakistan. Pakistan allegedly threatened privately to retaliate 
“three times over” if India breached that red line.” During the campaign trail, 
Prime Minister Modi seemingly confirmed this threat when he stated that he 
was prepared to order a missile strike that would have been a “qatal ki raat,” 
or night of murder. But none of this occurred through social media, suggest- 
ing that significant deterrence threats between governments can still be con- 
veyed privately, the old-fashioned way, and not make its way to social media. 
When this threat was made public, it was for domestic political purposes for 
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Modi’s reelection campaign to illustrate his resolve and aggressiveness 
against fighting terrorism. 

What can we learn from the social media dynamics during the Pulwama/ 
Balakot crisis in February 2019? For one, different platforms had different 
dynamics. Open platforms such as Twitter served largely, over time, to gen- 
erate relatively accurate information for those who wished to find it. There 
is no doubt a lot of trolling and nationalism on Twitter, but basic facts tended 
to revert to their true values over time and correct initial misinformation. 
Here the audiences were domestic and international, for both deterrence 
signaling, and making the international community aware of events— 
Pakistan’s official army spokesperson was the first to alert the world to In- 
dia’s strike at Balakot and mention, in English, Pakistan’s convening of the 
NCA, perhaps as a signal to catalyze international efforts to intervene in the 
crisis. Closed groups, such as WhatsApp, were a completely different story 
and aimed primarily at domestic audiences. Coordinated groups and mes- 
sages attempted to whip up hypernationalism following the Pulwama at- 
tack, and then circulated government propaganda after the Balakot strike 
and retaliation, with little if any effort by anyone to verify information. This 
may have largely served to reinforce preexisting beliefs. In a country where 
a majority of respondents, according to Sagan and Valentino, would have 
no problem using nuclear weapons first even if there is no military advan- 
tage, those preexisting beliefs provide a domestic political base to support 
quite aggressive policies.” This mechanism is potentially escalatory. 

But there was a de-escalatory mechanism provided by social media plat- 
forms as well. Both sides could convey narratives to their publics that al- 
lowed for them to walk away from the crisis claiming they won. India 
convinced its public that it killed over 300 terrorists at Balakot and shot down 
a Pakistani F-16. There was enough ambiguity around it that people who 
wanted to believe that narrative—a substantial portion of India’s electorate 
presumably—could. And these tools allowed the BJP to monopolize that 
narrative, particularly on WhatsApp. Pakistan was able to credibly claim the 
converse; the international open-source community concluded that India 
largely missed at Balakot and failed to kill an F-16, ratifying the Pakistan 
Army’s narrative. For Pakistan, Twitter worked in its favor, so it promoted 
tweets by “foreign experts” that validated Pakistan’s claims. Both sides were 
able to walk down from the crisis without further escalation despite it be- 
ing the most kinetically aggressive engagement between two nuclear pow- 
ers, perhaps in history. As Mark Bell and Nicholas Miller’s chapter in this 
volume suggests, it is unclear whether both governments opportunistically 
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used these fictions as cover to de-escalate or whether, more concerningly, 
they actually believed these fictitious narratives, which may incentivize 
future escalation. Nevertheless, this episode shows that social media plat- 
forms do not have a uniform effect on crisis dynamics and that platform 
properties, crisis properties, and audience properties interact in interesting 
ways to generate different dynamics. 


HAWAII MISSILE ALERT 2018 


On January 13, 2018, at 8:07 a.m. Hawaii time, every cell phone user in Ha- 
waii received an alert through the official state government Emergency Alert 
System: “Emergency Alert: BALLISTIC MISSILE THREAT INBOUND TO 
HAWAII. SEEK IMMEDIATE SHELTER. THIS IS NOT A DRILL.” This was a 
push notification through the state’s cell networks, which essentially served 
as a universal text message to every cell phone on the Hawaiian Islands. At 
the same time, an emergency message scrolled on all local Hawaiian televi- 
sion stations: “If you are indoors, stay indoors. If you are outdoors, seek im- 
mediate shelter in a building. Remain indoors well away from windows. If 
you are driving, pull safely to the side of the road and seek shelter in a build- 
ing or lay on the floor.” The alert was pushed with no context and no ability 
to otherwise determine whether the alert was genuine. It seemed authentic, 
and it was also plausible that North Korea had launched a missile at the 
United States, given recent events and barbs exchanged between Trump and 
Kim Jong Un. Many people took to social media to try to confirm the alert, 
but confusion ensued for what may have been excruciating minutes for the 
residents of Hawaii. This panic was exacerbated by the medium of text mes- 
saging, a platform akin to a social media tool: one with almost universal 
reach but on a closed platform with no ability to crowdsource accuracy such 
as on Twitter. It was not until thirty-eight minutes later, at 8:45 a.m. that a 
follow-up notification was sent to cell phones and TV emergency message 
scrolls that it was a false alarm.*® 

During those thirty-eight minutes, some social media platforms proved 
to be a more reliable source of information than official channels, and tra- 
ditional news media largely relied on messages from Facebook and Twitter. 
Between 8:07 a.m. and 8:12 a.m., employees at the Hawaii Emergency Man- 
agement Agency (Hi-EMA) notified state and local officials that it was a false 
alert and used the Hawaii Warning System to notify counties, “Attention all 
stations—This is the state warning point—There is no ballistic missile threat 
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to Hawaii—this is a drill—I repeat, this is a drill.”°” At 8:13 a.m., an em- 
ployee at Hi-EMA posted that it was a “false alert” on their personal Face- 
book page, and five minutes later the agency’s PR team began sending 
notifications via social media. One of the first tweets confirming it was a 
false alert came from Rep. Tulsi Gabbard at 8:19 a.m.: “HAWAII—THIS IS A 
FALSE ALARM. THERE IS NO INCOMING MISSILE TO HAWAII. I HAVE 
CONFIRMED WITH OFFICIALS THERE IS NO INCOMING MISSILE.” 
This was confirmed one minute later by Hi-EMA and five minutes later by 
the governor. US Indo-Pacific Command apparently sent an email—with 
limited distribution by definition—stating it was a false alarm at 8:35 a.m., 
and at 9:08 a.m. it finally tweeted, “US Pacific Command has detected no 
ballistic missile threat to #Hawaii. Earlier message was sent in error and 
was a false alarm.” Traditional media sources and TV stations called on 
people to retweet their messages that it was a false alert in a classic example 
of cross-pollination between social media and news outlets.” 

Individuals and traditional news agencies were quick to respond, while 
the government response was relatively slow and careless. One reason for 
the delay between the two push notifications was that the Hi-EMA check- 
list for drills did not include a protocol response to false alerts. In order to 
issue a Civil Emergency Message (CEM) retracting the earlier alert, they 
needed confirmation of the code and requested additional guidance from the 
Federal Emergency Management Agency (FEMA). Hi-EMA first contacted 
FEMA for approval at 8:26 a.m., but could not get through until 8:30 a.m, at 
which time FEMA advised to issue a CEM. The CEM was drafted at 8:32 a.m. 
and pushed at 8:45 a.m.° In an additional blunder, at 11.15 a.m. Hi-EMA 
tweeted that there would be a press conference at 1:00 p.m. about the “missile 
launch.” This was subsequently removed.°! 

Both state and federal reports on the false alert blame “human error.” The 
original message was sent because an operator inadvertently selected “test 
message” instead of the “drill” option on a drop-down menu. Further, the 


57. Brigadier General (ret) Bruce E. Oliveira, “False Ballistic Missile Alert Investigation 
for January 13, 2018 Findings and Recommendations,” January 29, 2018, https://dod.hawaii 
.gov/wp-content/uploads/2018/01/report2018-01-29-181149.pdf. 

58. Ankit Panda, Twitter, January 13, 2018, https://twitter.com/nktpnd/status/952247 
826557390854?s=20; US Indo-Pacific Command, Twitter, January 13, 2018, https://twitter 
.com/INDOPACOM/status/952256032859832320?s=20. 

59. 9 News Denver, Twitter, January 13, 2018, https://twitter.com/9NEWS/status/95224 
5328396222464. 

60. Interestingly, the timings of the state and FEMA reports differ slightly on when the call 
was received. See U.S. Department of Homeland Security Inspector General, “FEMA’s Over- 
sight of the Integrated Public Alert & Warning System (IPAWS),” Report OIG-19-08, Novem- 
ber 19, 2018, https://www.oig.dhs.gov/sites/default/files/assets/2018-11/OIG-19-08-Nov18 
-pdf; Oliveira, “False Ballistic Missile Report Investigation.” 

61. Hawaii EMA, Twitter, January 13, 2018, https://web.archive.org/web/20180113214335 
/https:/twitter.com/hawaii_ema/status/952287925777063936. 


82 


THERMONUCLEAR TWITTER? 


operator claims not to have heard, “EXERCISE EXERCISE EXERCISE,” and 
instead heard, “This is not a drill.” He had a record of poor performance, 
and according to a colleague, “He is unable to comprehend the situation at 
hand and has confused real life events and drills on at least two separate 
occasions.” After accidentally sending the missile alert message, the em- 
ployee allegedly “just sat there” and did not “assist in the process” of can- 
celing the alert. The employee later told NBC, “I was 100 percent sure 
that it was the right decision, that it was real.”°* 

Although there was no other indication that Kim Jong Un’s North Korea 
was about to launch a first strike against Hawaii or the United States, this 
accidental alert came just six weeks after North Korea tested its third and 
longest range ICBM, the Hwasong-15. And it came only ten days after Pres- 
ident Trump tweeted: “North Korean Leader Kim Jong Un just stated that 
the ‘Nuclear Button is on his desk at all times.’ Will someone from his de- 
pleted and food starved regime please inform him that I too have a Nuclear 
Button, but it is a much bigger & more powerful one than his, and my But- 
ton works!” For almost an entire year, the general public had been sub- 
jected to reports of almost biweekly missile tests (seventeen in total), a (likely) 
thermonuclear test in September, media reports painting Kim Jong Un as 
“crazy,” and presidential threats of “fire and fury.” The diplomatic charm 
offensive that Kim Jong Un would soon initiate had not yet begun. Further- 
more, Hawaii was a ripe first target for North Korea due to its centrality for 
Pacific Command and its proximity to North Korea. It would have been plau- 
sible for an average citizen in Hawaii to believe that Kim Jong Un had de- 
cided to launch a first strike at the state. 

In an added twist, it was roughly 2 p.m. on the East Coast of the United 
States when reports of the alert circulated on social media. President Trump 
was reportedly at Trump International Golf Course in Florida when those 
tweets began, though where he was precisely at this time is publicly un- 
known. At the time, Trump did not address the false alert. Gabbard tweeted, 
“Donald Trump is taking too long. Now is not the time for posturing. He 
must take this threat seriously and begin direct talks with North Korea, 
without preconditions, to de-escalate and denuclearize the Korean penin- 
sula. There is no time to waste. ... The people of Hawai'i should never have 
had to go through this.” North Korea’s official outlet, Rodung Sinmun, took 
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particular delight in the “tragicomedy” and that “The entire island was 
thrown into an utter chaos at the news that a ballistic missile was coming in.” 

But a hypothetical scenario helps demonstrate how dangerous this false 
alert could have been: what if President Trump had logged onto his personal 
Twitter account on the back nine and saw a screenshot posted by reputable 
users in Hawaii of the inbound missile alert and thought, “time to launch a 
counterforce strike against North Korea.” On the golf course, his chief of 
staff is nowhere to be found, but he summons his military aide with the nu- 
clear satchel and orders to be patched through to the National Military 
Command Center (NMCC). He cracks open the “biscuit” that he keeps in 
his oversized golfing pants, validates and authenticates himself to the duty 
officer at the NMCC, and orders a first strike against North Korea, citing the 
inbound missile alert he has seen confirmed by the Hawaiian government 
officials. It is a legal and valid order, and no one could legally stop him.” 

What does this incident reveal about social media during crisis? First, 
open social media platforms can provide an important source of informa- 
tion and quickly revert to the mean in disseminating accurate information. 
In this case, Twitter proved to be a better means of alerting the public than 
government officials or traditional news platforms. While the initial push 
message, essentially a closed platform, was alarming, subsequent open and 
closed platform messaging was highly effective in de-escalating tensions 
rather than stirring up fears of an incoming North Korean missile. 


US FORCES KOREA NONESSENTIAL PERSONNEL 
EVACUATION ORDER 2017 


Several months earlier, at the height of US-North Korean tensions, on the 
morning of September 21, 2017, a message was sent from the USFK Facebook 
account, on WhatsApp and via text message, calling for a noncombatant 
evacuation operation order (NEO). The order appeared to be official and 
from legitimate USFK and DoD accounts. It stated: “Real World Noncomba- 
tant evacuation operation order issued. All DoD family members and non- 
emergency essential DoD on the Korean Peninsula, an evacuation order 
has been issued” and was received from “USFK Official Alert.” The or- 
der requires family members and all noncombat essential personnel to evac- 
uate in anticipation of a conflict and is considered to be the leading indicator 


67. Bruce Blair and Jon Wolfsthal, “Trump Can Launch Nuclear Weapons Whenever He 
Wants, with or without Mattis,” Washington Post, December 23, 2018, https://www.washing 
tonpost.com/outlook/2018/12/23/trump-can-launch-nuclear-weapons-whenever-he-wants 
-with-or-without-mattis/. 

68. “Fake Evacuation Orders sent to US Military Personnel in South Korea,” Fox News, 
September 22, 2017, https://www.foxnews.com/world/fake-evacuation-orders-sent-to-us 
-military-personnel-in-south-korea. 


84 


THERMONUCLEAR TWITTER? 


of a possibly imminent conflict—and a potential attack by the United States 
and South Korea against North Korea. It is one of the first steps the Penta- 
gon takes in anticipation of conflict. The order was distributed from seem- 
ingly legitimate (compromised) accounts. There was no reason to believe it 
was not true. 

Upon reports of the NEO order spreading virally within the USFK com- 
munity, the latter quickly issued a denial on Facebook, which read: 


On Thursday, 21 SEP, we received multiple reports of a fake text-to-cell and 
social media message regarding a “real world noncombatant evacuation op- 
eration (NEO) order issued” which instructed DoD family members and 
non-emergency essential DoD civilians on the Korean peninsula that an 
evacuation order had been issued. USFK did NOT issue this message. All 
US Department of Defense (DoD) family members are reminded to confirm 
any evacuation-related communications with their service member and unit 
non-combatant evacuation (NEO) representatives. Anyone receiving this 
false message should not click any links or open any attachments included 
in the correspondence. 


The closed nature of the platforms made it difficult to immediately counter 
the disinformation as it went viral with no widespread correction. Luckily, 
USFK acted swiftly and, interestingly, used the same platform—Facebook— 
on which the initial fake orders were posted, to correct the misinformation 
rather than sending an internal email or posting the correction on Twitter. 
An internal email may not reach as far as the original misinformation, fail- 
ing to fully correct it, while tweeting a clarification may have reached too 
broad an audience, creating more panic than it solved by alerting those that 
did not see the initial Facebook message that there was a fake evacuation or- 
der even issued in the first place. Therefore, the sensible strategy was to use 
the same platform that propagated the disinformation in order to correct it. 
The DoD opened an investigation as to the source of the false message, and 
suspicion turned to a North Korean psychological operation, though as far as 
the authors are aware, there has been no official confirmation of this. If it was 
North Korean psyops, using legitimate and trusted, but compromised, social 
media accounts of USFK personnel added credibility and generated real con- 
cern that the evacuation order—and an imminent conflict—was genuine. 
Given the intensity of tensions at the time, it would have been perfectly 
believable that the Trump administration had decided that military force 
was the only way to remove Kim Jong Un and his nuclear weapons. The or- 
der came at the height of the 2017 crisis between North Korea and the United 
States when it appeared that a war between the two was more than just a 
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remote possibility. Three weeks earlier, North Korea tested a purported ther- 
monuclear weapon with a yield over 150kt. 

Moreover, the United States conducted numerous exercises in the region im- 
mediately prior to and after the incident. In June and again in October 2017, it 
conducted genuine NEO drills, although officially the exercises are not in rela- 
tion to any current events. A spokeswoman for the 2nd Combat Aviation 
Bridge told Stars and Stripes during the April exercise, “Obviously the one (sce- 
nario) that is forefront in our mind is a resumption of hostilities with North 
Korea or rising political tension leading to the feeling that American citizens 
might not be safe.’”” Earlier that year, in April 2017, Trump tweeted, “North 
Korea is looking for trouble. If China decides to help, that would be great. If 
not, we will solve the problem without them! U.S.A.””! At the same time he told 
Fox News, “We're sending an Armada” to include an aircraft carrier to deter 
North Korean aggression and further escalation. The announcement came 
only two days after a Trump-Xi summit in Mar-a-Lago, during which Trump 
expressed his frustration and waning patience with Kim Jong Un. The news 
about the carrier prompted a flurry of news stories, sparking fears of a US pre- 
emptive attack; however, the aircraft carrier, the USS Carl Vinson, was 3,500 
miles away, traveling in the opposite direction.” It was not until a week later, 
after completing a joint exercise in the Southern Pacific region, that the Carl 
Vinson began sailing north. During this time, Trump’s tweets and the clear 
confusion within the administration heightened fears of a possible escalation. 

This episode shows how social media platforms can be misused to spread 
malicious and potentially war-hysterical information quickly, but also how 
that misinformation can be corrected relatively quickly as well. In this case, 
the crisis was embedded within a larger North Korea-US crisis, but the nature 
of the disinformation did not require action on the order of minutes—as in 
the Hawaii missile alert—since evacuations take days. Therefore, a con- 
sidered denial on the same social media platform from the official USFK 
account sufficiently corrected the disinformation campaign. Twitter was 
used only once by USFK during the confusion, linking to the Facebook post 
clarifying that the message was fake. Similarly, the Navy and other Services 
retweeted the USFK message or news stories from Stars and Stripes and Mil- 
itary Times about the fake order.” Again, this points to a cross-pollination 
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relationship between social media and more traditional media sources, such 
as Stars and Stripes. Whereas in the Hawaii false alert case, social media was 
out in front of traditional media and played an important role in public com- 
munications, military news outlets were the main source of information for 
the USFK case, aside from the Facebook post by USFK. This case is striking 
in the lack of social media activity it generated, and the Stars and Stripes story 
dominated Twitter activity about the case, accounting for the top three most 
frequently tweeted/retweeted posts about it in the immediate aftermath, 
aside from the USFK original tweet and link to the Facebook story.” 


Conclusion 


This chapter has attempted to illustrate that social media and its impact on 
crises between nuclear actors is complex and not a monolithic phenomenon. 
We make the simple but powerful point that properties of the platform, the 
crisis, and the intended audience can interact in interesting ways to lead to 
different types of dynamics in crises between nuclear powers, some escala- 
tory and some de-escalatory. They do not have a uniform effect. The analy- 
sis of the three cases demonstrates the open and closed social media 
platforms were used differently and to different effects. This provides strong 
support for our first hypothesis, that social media does not have a uniform 
effect on crisis dynamics but can have varying impact depending on the spe- 
cific type of platform and the nature of the crisis. 

Did open social media platforms do more to thicken the fog of war than 
closed platforms during discrete crises? Not exactly. Open platforms, such 
as Twitter, during both acute and ongoing crises, invite more information 
sharing so as to ascertain a holistic picture closer to the truth. This, too, is 
reinforced by studies into the use of Twitter, with one study finding that “far 
from safely agreeing with the dominant opinions in their respective social 
communities or merely being expressive, users debated with and challenged 
one another, even inviting disagreement.”” And did closed social media 
platforms reinforce existing views over ongoing crises to include conspir- 
acy theories? Yes, at least in the Pulwama/Balakot case. 

It was more challenging to prove or disprove our second hypothesis that 
social media does not have a uniform effect on international and domestic 
audiences. We have hypothesized directions and effects of these dynamics, 
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but do not have enough data—some of which is incredibly difficult to ob- 
serve and collect—to conclusively answer these questions, which are critical 
to future nuclear-tinged crises. In addition to these questions, the research 
also raises important questions about wider nuclear strategy in two specific 
ways. First, it highlights risks and important questions about chain of com- 
mand and leadership during crises. In the Hawaii case, for example, the 
first person to publicly announce that the alert was fake was one of the 
employees at Hi-EMA who posted to his personal Facebook account. And 
the USFK example suggests that social media can be manipulated poten- 
tially by malicious actors. This begs the question: if orders can be issued 
via social media, will they be subject to similar vulnerabilities? The Twitter 
hack on July 15, 2020, in which several hundred high-profile “verified” 
accounts, including the then-presidential candidate Joe Biden’s, were taken 
over in a bitcoin scam—perpetrated with insider help by a Florida teenager— 
raises terrifying prospects. What if that hack were executed at the height of 
a military crisis and the perpetrator did not want bitcoin but to start a war? 
Imagine if President Trump’s account had been taken over and a hacker sim- 
ply tweeted “Game over Iran” or “Your time is up Kim.” North Korea ap- 
peared to monitor President Trump’s Twitter account in real time and having 
little early warning capability, may be forced to have an itchy trigger finger if 
it fears an imminent US attack. The power of some of these platforms, and 
their inherent insecurity, can generate some hair-raising scenarios. 

If social media can contribute to nuclear escalation, should governments 
close down social media during a crisis? There are no easy answers to this 
question as a shutdown may create more rumors or risks—and remove po- 
tential pathways to de-escalation—than keeping the platform fully opera- 
tional. In late 2019, for example, Iran shut down the country’s access to the 
internet, including both Iranian and international sites, for a week amid on- 
going protests over rising fuel prices. Iran, Russia, and potentially other 
countries are refitting their national internets to make it easier to shutdown 
access at the government’s behest, similar to China’s “Great Firewall.”” 
According to internet freedom groups, outages are becoming increasingly 
common and jumped from 75 to 196 between 2016 and 2017.” Social media 
and its cross-pollinating effects will remain an important force that govern- 
ments will have to contend with in future nuclear-tinged crises. 

Social media is rich in variance. Different platforms—by design—make 
it harder to control the narrative, whether to deploy nationalist fictions or 
withhold inconvenient facts. Some platforms are dangerous vectors for dis- 
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THERMONUCLEAR TWITTER? 


information, as suggested by two of the incidents offered here, which were 
false alerts. This may change the ways leaders communicate the crisis and 
spill over to public or use public domain for communicating, making pri- 
vate diplomacy ever more challenging and complicated. For example, Vlad- 
imir Putin’s order to increase Russia's nuclear alert level during the 2022 
Ukraine war went viral on Twitter, generating anxiety about a nuclear cri- 
sis between the United States and Russia. Yet it was also nuclear experts on 
Twitter that reduced global anxiety by explaining that Putin’s order was 
largely rhetorical, with no practical impact on Russia’s force posture. In this 
case Twitter served as a platform that both increased and subsequently re- 
duced public anxiety about the nuclear crisis. Our fundamental conclusion 
is that different social media platforms have varied volume, accuracy, and 
speed of information leading to distinct effects and potential pathways to 
escalation and de-escalation in international crises. The only uniform effect 
that social media as a whole injects into nuclear crises is complexity. And 
over time, complexity in more frequent and potentially intense nuclear cri- 
ses can generate a bill no one wants due. 
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Understanding New Nuclear Threats 


The Open-Source Intelligence Revolution? 


Amy Zegart 


In February 2001, Gwynne Roberts published a bombshell investigation in 
Britain’s Sunday Times suggesting that Iraqi leader Saddam Hussein had 
“hoodwinked the West” and secretly tested a nuclear bomb on September 19, 
1989.! The story appeared amid heightened tensions and mounting con- 
cerns over Iraq’s weapons of mass destruction (WMD) programs. After years 
of dodging United Nations weapons inspectors, the Iraqi regime had kicked 
inspectors out of the country in 1998. As a result, for three years before the 
Sunday Times story broke, information about Iraq’s nuclear program had 
ground to a halt. 

Roberts, a journalist and filmmaker, recounted how a “mysterious visitor” 
appeared at his hotel in northern Iraq one night claiming to be a nuclear sci- 
entist from Hussein’s nuclear program. The visitor, called “Leone,” was shiv- 
ering and afraid. “If I reveal secrets to you, my life is at risk,” he said. But 
“Leone” worked through the night, sketching nuclear bomb designs, de- 
scribing organizational details of Saddam’s WMD program, showing a 
photograph of warhead allegedly bought from Russia, and providing the ex- 
act time and location of Saddam’s alleged nuclear test. For the final stage of 
his investigation, Roberts went high tech. He bought commercial satellite 
images of the test site “Leone” described before and after the claimed test 
date and had them analyzed by Professor Bhupendra Jasani of King’s Col- 


The author gratefully acknowledges the support of the American Academy of Arts and 
Sciences for this project and the valuable feedback on earlier drafts provided by Robert 
Cardillo, Tom Fingar, Rose Gottemoeller, Siegfried Hecker, Jeffrey Lewis, Steve Miller, 
Vipin Narang, Frank Pabian, Allison Puccioni, Joshua Rovner, Scott Sagan, and all the par- 
ticipants in the Academy’s November 2019 and July 2020 workshops. 
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lege London. Jasani’s imagery analysis seemed like it came straight from the 
television show CSI. He found evidence confirming the test site, including 
the existence of a wide tunnel stretching under the lake—exactly as “Leone” 
had described—and a railway line with roads leading to a shaft entrance, 
which was a huge rectangular structure; and evidence of an “unusually sen- 
sitive military zone,” an army base with forty buildings. “If you wanted to 
hide something, I guess this is exactly what you would do,” said Jasani in the 
Sunday Times.” 

But Jasani was mistaken. Frank Pabian, the former nuclear chief inspector 
for the UN's International Atomic Energy Agency in Iraq and a leading satel- 
lite imagery expert, reviewed the same images and found absolutely no evi- 
dence the area had been used to conduct an underground nuclear test. Jasani 
had misinterpreted the satellite photos. The tunnel was actually an agricul- 
tural area served by a natural spring. The rail lines were a dual lane paved 
highway. The huge rectangular structure was an irrigated field. The un- 
usually sensitive military zone with forty buildings had just two conventional 
ammunitions storage facilities with several typical storage bunkers nearby. 
And if the tunnel’s dimensions were what Jasani believed them to be from 
the satellite imagery, excavation would have required the removal of enor- 
mous volumes of earth that would be impossible to conceal. Yet nothing in any 
imagery showed the removal, storage, or replacement of massive quantities of 
earth when the alleged underground testing facility was constructed and 
used. Pabian and Terry Wallace, then a geophysics professor and forensic 
seismologist and now Director Emeritus at Los Alamos National Laboratory, 
later also debunked the Sunday Times story using seismological evidence and 
sent their information to the International Atomic Energy Agency. Still, Rob- 
erts’s investigation appeared on BBC in March 2001, and in 2022 it was still 
available online, uncorrected, long after additional evidence showed conclu- 
sively that Saddam tried but never succeeded in developing a nuclear bomb.* 
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Roberts’ story and its undoing were an early example of a rapidly growing 
phenomenon: the rise of nuclear threat intelligence providers operating out- 
side of governments. Thanks to internet-powered global communications, 
the explosion of unclassified information online (including social media), the 
commercialization and advancement of satellite imagery, and developments 
in automated analytics like machine learning, all sorts of nongovernmental 
organizations and individuals are playing an ever-larger role. In the errone- 
ous Saddam bomb story described above, claims were first reported by a 
British journalist, reinforced by a British professor, and discredited by a for- 
mer UN weapons inspector with the help of a future US national nuclear lab 
director. All of them drew only from publicly available unclassified sources. 

This chapter examines the emerging world of nongovernmental intelli- 
gence players in the nuclear arena. It examines why estimating nuclear 
threats is challenging, even for governments with sophisticated technical 
collection platforms, and how well US intelligence agencies have done in the 
past. Further, it describes major changes that have ushered in the rise of non- 
governmental intelligence collectors and analysts. Finally, it examines the 
attributes, benefits, and risks of this emerging ecosystem and implications 
for the future. 

Taking stock of the current moment is crucial. On the one hand, nongov- 
ernmental nuclear sleuths offer valuable information that can be shared with 
publics, policymakers, and international organizations—highlighting nu- 
clear dangers and potentially generating better policies to address them. 
On the other hand, this ecosystem may increase nuclear dangers when its 
information is wrong as well as when it is right. The key factor is transpar- 
ency. Public errors can raise tensions, distract intelligence officials, and lead 
policymakers astray. Accurate information can be dangerous, too, ending 
useful fictions that enable face-saving ways out and forcing premature de- 
cisions during sensitive negotiations and crises. 


Hard Targets: Estimating Nuclear Dangers 


Estimating nuclear threats is one of the most important intelligence mis- 
sions. From Germany’s race to develop an atomic bomb in World War II to 
North Korea’s recent nuclear provocations, US intelligence officials have 
spent more than half a century trying to understand the capabilities, inten- 
tions, and activities of allies, adversaries, terrorist groups, and individuals 
seeking to develop the world’s most dangerous weapons. 

Nuclear-related intelligence falls into four broad categories: (1) under- 
standing vertical nuclear proliferation, or the development of new weap- 
ons, programs, or capabilities within a known nuclear state such as Russia 
or China; (2) understanding horizontal proliferation or the spread of nuclear 
materials, technologies, equipment, or know-how from one nuclear nation 
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to another country or non-state actor; (3) understanding nuclear risks related 
to accidents (such as the 1986 Chernobyl disaster) and crisis escalation; and 
(4) preventing strategic surprise by anticipating major nuclear developments 
with large geopolitical and national security ramifications, such as the 1962 
Cuban missile crisis or the 1998 Indian and Pakistani nuclear tests. 

How well have US intelligence agencies done? It is hard to say. As Sher- 
man Kent, the founding father of the CIA’s analytic branch, once noted, es- 
timating is by nature a “hazardous occupation,” an “excursion out beyond 
established fact into the unknown.” 

Nuclear activities are especially challenging because states go to great 
lengths to conceal them. The Manhattan Project was so highly classified, 
Vice President Harry Truman had no idea it existed until Franklin Roose- 
velt died in office and Truman became president.® During the Cold War, 
the Soviet Union built three plutonium production reactors entirely under- 
ground, inside a mountain.’ Nikita Khrushchev’s secret operation to de- 
ploy nuclear missiles to Cuba in 1962 employed a deception operation so 
elaborate, planning documents were hand carried to a tight inner circle, 
ship crews were told to pack for a cold climate, and even ship captains carry- 
ing the missiles were not told their final destination until they were in the 
middle of the Atlantic Ocean.’ Saddam Hussein hid some of his facilities in 
a large date palm grove and buried telltale power line connections under- 
ground to obscure them from overhead observation.’ 

Assessing the record is also difficult because intelligence failures are pub- 
lic and well-known, but successes are often silent or obscured by events. 
The U.S. Intelligence Community's Iraq WMD assessments in the early 2000s 
will forever be remembered as one of the greatest intelligence failures in his- 
tory. At the same time, US intelligence agencies scored a major WMD suc- 
cess that has gone largely overlooked: Libya’s relinquishing of its nuclear, 
chemical, and longer-range ballistic missile programs. “Intelligence was 
the key that opened the door to Libya’s clandestine programs,” noted CIA 
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director George Tenet in February 2004. He was right. In the fall of 2003, 
the CIA discovered that Pakistani scientist A. Q. Khan was planning to il- 
legally ship uranium centrifuge parts to Libya on a German merchant ship 
named the BBC China as part of a worldwide nuclear smuggling operation. 
US officials had the ship interdicted, and together with British intelligence, 
confronted Muammar Qaddafi with the evidence. US intelligence officials 
went on to play a major role in assessing whether Qaddafi’s expressed de- 
sires to give up his WMD programs and rejoin the family of nations were 
sincere. By December 2003, they successfully engineered Qaddafi’s abandon- 
ment of his nuclear ambitions and rollback of his missile program. Then in 
2011, eight years after Qaddafi came clean, the United States and its NATO 
allies became embroiled in Libya’s civil war. Qaddafi was killed, order within 
the country unraveled, and the Libyan nuclear intelligence success story 
faded in the face of subsequent policy failures." 

Intelligence successes and failures, moreover, are often hard to distinguish. 
The historical record is never complete, classification can distort what records 
are known, and vital information often comes to light only in the fullness of 
time. Was the Cuban missile crisis an intelligence success or failure? For years, 
most analysts considered it an unmitigated success. US U-2 surveillance 
planes discovered telltale signs of Soviet nuclear missile sites before they be- 
came operational, giving President John F. Kennedy time and leverage to de- 
mand their removal. Yet as time passes, we learn more about what was not 
known back in 1962, including the existence of operational tactical nuclear 
missiles on Cuba, the presence of more than 40,000 Soviet troops there, the 
predelegation of nuclear launch authority to Soviet submarine captains and 
the near-launch of a Soviet nuclear torpedo amid the crisis.” All of this newly 
discovered information suggests that had the US naval blockade failed and 
the United States invaded Cuba as planned, the risks of general nuclear war 
between the United States and Soviet Union would have been far higher than 
US intelligence officials and policymakers believed at the time. 
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Sometimes, even intelligence improvements can look like failures. In No- 
vember 2007, a National Intelligence Estimate (NIE) reversed some previous 
judgments about Iran’s nuclear activities. Earlier, the Intelligence Community 
believed Iran was “determined to develop nuclear weapons.”'? But newly col- 
lected intelligence suggested that Iran had halted its nuclear weapons design 
and weaponization activities back in 2003. The revised estimate drew fire 
from just about all sides. Some believed the Intelligence Community was 
“sabotaging” the administration as it sought a harder line, including interna- 
tional sanctions, against Iran." President George W. Bush called the language 
“eye-popping.” Others questioned why the intelligence was not known 
earlier. Some wondered if the new judgments were compensation for the mis- 
taken assessment of Iraq's WMD programs in 2002. Almost nobody consid- 
ered the possibility that analytic views had changed in light of new and better 
information. As former National Intelligence Council chairman Greg Trev- 
erton notes, “the primary findings of the 2007 NIE were neither retracted nor 
superseded, and were in fact reiterated by senior intelligence officials, includ- 
ing the director of national intelligence (DNI), many times through early 
2012.17 

All of this is to say that humility is in order. Estimating nuclear threats is 
exceptionally challenging and assessing the track record of intelligence 
agencies is far more complicated than it may seem! 


AN INTELLIGENCE AGENCY SCORECARD: WHAT ACADEMIC 
ANALYSES FIND 


For years, studies of nuclear threat intelligence have looked at individual 
cases in isolation, examining what intelligence agencies got right or wrong 
about Country X or Event Y. The 1962 Cuban Missile Crisis is the grand- 
daddy of them all, remaining the most studied event of the nuclear age. Aca- 
demics have written so much about that eyeball-to-eyeball moment, there is 
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even an article about why we should stop writing articles about it.? Over 
time, however, research has advanced scholarship significantly by moving 
beyond single cases to better assess the overall record of US nuclear threat 
analysis and to more carefully examine the underlying causes of error. In 
2006, Jeffrey Richelson was the first to offer a broader historical overview of 
US intelligence assessments, examining thirteen nuclear cases ranging from 
Nazi Germany to North Korea.” Building on that work, Montgomery and 
Mount provide the best existing assessment of how well US intelligence 
agencies assessed nuclear threats over six decades, examining seventeen 
cases where countries are known to have pursued the development of a nu- 
clear weapon—some of them successfully. Using declassified US intelligence 
estimates, other government documents, and secondary sources, they find 
that US intelligence agencies correctly identified the nature and timing of 
three cases (China in the 1950s—1960s, Pakistan in the 1970s—1980s, and Bra- 
zil’s pursuit and abandonment of its nuclear ambitions in the 1970s-1980s).”! 
US intelligence agencies underestimated nuclear programs in five cases (the 
Soviet Union, Israel, Taiwan, South Korea, and Iraq before the First Gulf War 
of 1990-91) and overestimated in nine (Germany, France, India, South Africa, 
Argentina, Libya, North Korea, Iran, and Iraq before Operation Iraqi Free- 
dom in 2003). “The U.S. intelligence agencies’ experience with foreign nu- 
clear weapons programs have been poor,” Montgomery and Mount conclude. 
“The overall patterns of estimation indicate that not only have estimations 
been generally off, but that they are biased toward overestimation.” Testing 
twelve hypotheses about the causes of estimation errors, they find the most 
consistent evidence for two: US policy toward a country can lead to collec- 
tion and analysis blind spots, and intelligence officials tend to err by misesti- 
mating the intent, motives, or resolve of the target state. 

Although an important step forward, the study defines accuracy in unre- 
alistic and problematic ways. For example, Montgomery and Mount call a 
1959 assessment of France’s nuclear test an “overestimation” because it con- 
cluded a test would “be possible” by November 1959 when the test occurred 
just three months later.” Similarly, they claim an August US intelligence 
document “underestimated” China’s atomic test which occurred on Octo- 


19. Eliot A. Cohen, “Why We Should Stop Studying the Cuban Missile Crisis,” National 
Interest, no. 2 (Winter 1985-86): 3-13. 

20. Jeffrey Richelson, Spying on the Bomb: American Nuclear Intelligence from Nazi Germany 
to Iran and North Korea (New York: W.W. Norton, 2006). 

21. Alexander H. Montgomery and Adam Mount, “Misestimation: Explaining U.S. Failures 
to Predict Nuclear Weapons Programs,” Intelligence and National Security 29, no. 3 (2014), 357- 
386, Appendix, http://people.reed.edu/~ahm/Projects/ProlifIntel/ProlifIntelAppendix.pdf. 

22. Montgomery and Mount, “Misestimation,” 383. 

23. Montgomery and Mount, “Misestimation,” 371. 


UNDERSTANDING NEW NUCLEAR THREATS 


ber 16, 1964 even though the estimate said it believed the test would prob- 
ably come after the end of 1964, or just ten weeks later than it actually 
occurred. The estimate also explicitly noted that “the possibility of . . . a det- 
onation before the end of this year cannot be ruled out.” Such exacting 
standards of pinpoint accuracy are often unhelpful and occasionally mis- 
leading. Even when intelligence assessments are accurate, other factors can 
intervene that change the timing and nature of outcomes—factors that are 
unknown to even the leaders of the target country. Consequently, intelli- 
gence estimates can look wrong in hindsight even though they were cor- 
rect at the time. In World War II, for example, General Dwight Eisenhower 
decided that the allies would land at Normandy on June 5, 1944. They did 
not because bad weather delayed the invasion for twenty-four hours. Had 
German intelligence analysts estimated that D-Day would be June 5, they 
would have been wrong, but not really. 

Cullen Nutt looks across cases and finds that intelligence agencies are 
prone to overcorrection: underestimating one nuclear threat can lead to over- 
estimating the next. The key mechanism at work is judgment. Nutt finds 
that intelligence officials and agencies adopt different standards for render- 
ing judgments based on prior experiences. Underestimation failures of the 
past can lead intelligence analysts to become “urgent judges” who reach de- 
finitive conclusions about evidence more quickly and with less evidence. 
Conversely, prior overestimation failures can lead analysts to become “skep- 
tical judges” who require higher standards of proof and more effort to dis- 
cern nuclear dangers. Nutt finds that overestimating Iraq’s nuclear weapons 
program in 2003 led US intelligence officials in 2007 to become skeptical 
judges of Syria’s nuclear program. Israeli intelligence, by contrast, veered 
from underestimating Libya’s nuclear program to adopting an “urgent judg- 
ment” approach to Syria, which led to the discovery of that Syria was se- 
cretly building a nuclear reactor.” 

In short, academic research is moving toward a better and more systematic 
understanding of how well US intelligence agencies have estimated nuclear 
dangers over time, and why. The problem is that current work is better situ- 
ated to understanding the past than the future. Although intelligence agen- 
cies are still critical players in the nuclear threat assessment landscape, they 
are no longer the only critical players. Technological advances are demo- 
cratizing the collection and analysis of intelligence, with potential far-reaching 
implications for US intelligence and the future assessment of nuclear dangers. 
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The Democratization of Intelligence 


Three trends have democratized the collection and analysis of nuclear threat 
intelligence to places and people outside of governments: Rising commercial 
satellite quantities and capabilities; the explosion of connectivity and other 
open-source information on the internet; and advances in automated analyt- 
ics like machine learning. Together these and other tools have been called 
“public technical means.” 


LOW-COST EYES IN THE SKY 


Governments of major powers used to corner the nuclear-related intelli- 
gence collection and analysis market. In the early Cold War, the United States 
deployed U-2 photoreconnaissance airplanes over the Soviet Union to ascer- 
tain how many nuclear missiles and bombers the Soviets had and where 
they were deployed.” In 1960, America’s CORONA satellite program ush- 
ered in the era of “remote sensing” from space. CORONA was essentially a 
large camera sent into orbit that photographed areas over the earth’s surface 
and returned film in a parachuting capsule that had to be captured in midair 
over the Pacific Ocean to be developed. Though the first thirteen missions 
failed, CORONA’s first success provided more coverage of the Soviet Union 
in a single mission than all previous U-2 flights combined.” Albert Wheelon, 
the CIA's first deputy director of science and technology, remarked that “it 
was as if an enormous floodlight had been turned on in a darkened ware- 
house.”” Satellite imagery quickly became the cornerstone of nuclear arms 
control verification, compensating for the lack of reliable on-the-ground in- 
telligence inside the Soviet Union.*° The Soviets soon followed, developing a 
CORONA counterpart named Zenit-2, which returned its first usable photo- 
graphs (after several failed attempts) in 1962. Like CORONA, the Soviet pro- 
gram provided leaders essential intelligence about US capabilities.*! 
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Although imagery resolution improved and the first commercial satellite 
made imagery publicly available in 1972, the United States and Soviet Union 
continued to dominate the space market, each operating a small number of 
large spy satellites that were the size of a bus, cost billions apiece to design 
and launch, used highly advanced technology, and produced classified in- 
formation.” 

It was not until the early 2000s that technological advances and commer- 
cialization opportunities converged, giving rise to a dramatic increase in 
the capabilities, quality, and number of small satellites operated by private 
firms. The first CORONA satellite had a resolution of twelve meters, which 
meant that the image could not distinguish between two adjacent objects on 
the ground unless they were at least twelve meters (or thirty-nine feet) 
apart.* In the 1990s, the first commercial satellites offered sub-ten meter 
electro-optical imagery.** In 2000 one commercial satellite offered sub-two 
meter resolution.” By 2019, there were twenty-five commercial satellites of- 
fering sub-2 meter resolutions. Most of them (nineteen of the twenty-five) 
offered resolutions under one meter. Starting in 2014, commercial satellites 
offered imagery with thirty-one centimeter resolution (or about one foot).*° 
As Pabian notes, thirty-one centimeter resolution constitutes a 900 percent 
improvement over what was available just fifteen years earlier. That level of 
resolution can enable an analyst to detect objects like manhole covers, util- 
ity lines, and building vents; identify details of equipment needed for the 
nuclear fuel cycle such as different types of cylinders in open storage, and 
details of electrical power, cooling, heating, and ventilation equipment. It 
could even enable differentiation between types of cars driving on the 
road.°” 


and Remote Sensing, 1997), 84-107; Peter A. Gorin, “Zenit: The Soviet Response to CORONA,” 
in Eye in the Sky: The Story of the CORONA Spy Satellites, ed. Dwayne A. Day, John M. Logsdon, 
and Brian Latell (Washington, DC: Smithsonian Institution Press, 1998), 157-172. 

32. Allison Puccioni, “Commercial Lift-Off,” IHS Jane’s Intelligence Review, Decem- 
ber 2015, 53. China more recently has joined that elite group. See Amy B. Zegart and Mi- 
chael Morell, “Spies, Lies, and Algorithms,” Foreign Affairs 98, no. 3, (May/June 2019): 85-96. 

33. Frank V. Pabian, “Commercial Satellite Imagery as an Evolving Open-Source Verifi- 
cation Technology,” Joint Research Centre, European Commission, 2015, 6. 

34. Pabian, “Commercial Satellite Imagery,” 10. 

35. Pabian, “Commercial Satellite Imagery,” 11. 

36. Satellites launch dates and resolution data from “Satellite Sensors,” Satellite Imaging 
Corporation, https://www.satimagingcorp.com/satellite-sensors/; Pabian, “Commercial 
Satellite Imagery,” 11. 

37. Philip Bump, “Here’s Why the Resolution of Satellite Images Never Seems to Improve,” 
Washington Post, April 21, 2017, https://www.washingtonpost.com/news/politics/wp/2017/04 
/21/heres-why-the-resolution-of-satellite-images-never-seems-to-improve/; Pabian, “Com- 
mercial Satellite Imagery,” 11. It is important to note that commercial satellite imagery resolu- 
tion is both a matter of technology and law. Satellites operated by the U.S. Intelligence 
Community produce even sharper resolutions, but the precise specifications are classified. 
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Other improvements in satellite capabilities include video, which can facili- 
tate observation of dynamic activities like vehicle movement, construction, 
and nuclear facility cooling plumes; and Synthetic Aperture Radar (SAR), 
which enables imaging even in cloudy weather, through dense vegetation, and 
at night.” SAR can also detect otherwise imperceptible micro changes of the 
earth’s surface over time, enabling better detection of hidden nuclear activities 
such as underground tunnel construction.” Although most nongovernmental 
nuclear threat organizations rely on basic, inexpensive electro-optical imagery 
which can only capture imagery in clear weather, some are starting to use 
SAR and other more advanced capabilities." 

Satellites are not just getting better. They are getting more plentiful. Ac- 
cording to then-director of National Intelligence Daniel Coats, the number of 
satellite launches more than doubled between 2016 and 2018 (see figure 4.1). 
In 2018 alone, 322 small satellites about the size of a shoebox were hurled into 
space.” The Paris-based firm Euroconsult estimates that more than 8,000 
small satellites will be launched between 2019 and 2028. Although most of 
these small satellites are used for weather and communications, the number 
of imagery satellites is growing, too. 

For nuclear-related intelligence, increasing satellite quantity has a quality all 
its own. The more commercial satellites there are, the shorter the time lag be- 
tween images of a single location on earth. And that allows more finely tuned 
before/after comparisons of suspect facilities or geographic areas, potentially 
capturing on-the-ground activity that would not otherwise be observable. 
Some companies are already moving into the “high revisit rate” market, offer- 
ing constellations of satellites that offer lower quality resolutions but higher 
frequency imaging. San Francisco startup Planet, founded by former NASA 
employees in 2010, has more than 150 satellites in orbit and offers imaging of 
any target up to two times a day, at three meters and seventy-two-centimeter 


38. Pabian, “Commercial Satellite Imagery,” 16; Allison Puccioni, “Penetrating Vision,” IHS 
Jane's Intelligence Review, May 2016; Wisconsin Project on Nuclear Arms Control, “More Eyes 
on More Data: Prospects for Restricting Iran’s Missile Program Using Open Sources,” Febru- 
ary 13, 2019. 

39. Puccioni, “Penetrating Vision,” 57. 

40. Electro-optimal imagery is inherently limited because 50 percent of the earth’s sur- 
face is cloud-covered at any given time. Puccioni, “Penetrating Vision,” 54. 

41. United States Geospatial Intelligence Foundation, 2019 State and Future of GEOINT 
Report, 2019, https://usgif.org/system/uploads/6904/original/2020-SaFoG.pdf, 8. 

42. Maxime Puteaux and Alexandre Najar, “Are Smallsats Entering the Maturity Stage?” 
Space News, August 6, 2019, https://spacenews.com/analysis-are-smallsats-entering-the 
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Figure 4.1. Countries that own the satellites and the number of satellites launched, 2013-2018. 


Source: Daniel R. Coats, "Statement for the Record: Worldwide Assessment of the US Intelligence 
Community," US Senate Select Committee on Intelligence, January 29, 2019, 17. 


resolution.*ć Seattle-based startup BlackSky has four imagery satellites in or- 
bit and plans to eventually build a sixty-satellite constellation capable of revis- 
iting the same city every ten to fifteen minutes with sub-1 meter resolution.“ 
Perhaps the most revolutionary change in satellite imagery is that just about 
anyone can use it. The costs of acquiring satellite images have plummeted, from 
nearly $4,000 per frame to as little as $10.4° Some high-resolution imagery is free; 
anyone with an internet connection can access Google Earth, which has satellite 
and airplane overhead imagery with resolutions ranging from fifteen meters to 


46. Found at planet.com, a company that provides commercial satellite imagery. See 
“Monitoring,” Plant Labs, https://www.planet.com/products/monitoring /. 

47. Caleb Henry, “BlackSky Launching Two Satellites on June Starlink Mission,” Space 
News, June 5, 2020 https://spacenews.com/blacksky-launching-two-satellites-on-june-starlink 
-mission/; “Products and Services,” BlackSky, https://www.blacksky.com/. 
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30 centimeters. Google Earth also offers applications to conduct analysis, 
including 3D building modeling of facilities in its Earth maps and historical 
satellite image comparisons dating back thirty-five years. In short, commer- 
cial satellites now offer low-cost eyes in the sky for anyone who wants them. 


CONNECTIVITY: MORE INFORMATION, MORE AVAILABLE, 
TO MORE PEOPLE 


The second major trend democratizing nuclear threat intelligence is the inter- 
net, which has powered an explosion in open-source information and the con- 
nectivity to make it widely available and sharable. In 2000, approximately 
15 percent of the world’s population was connected to the internet.” By 2022, 
more than half the world was online, and more people were estimated to have 
mobile phones than access to running water.” As Amy Zegart and Michael 
Morell note in Foreign Affairs, connectivity turns everyday citizens into intel- 
ligence collectors whether they know it or not. “Cell phones can videotape 
events and even record seismic activities, such as underground nuclear tests, 
in real time. Surveillance cameras capture much of what takes place in cities 
around the world. Social media, search engines, and online retail platforms 
expose a great deal of information about users,” they write.” In addition, 
metadata—such as the time, location, and equipment used to take a photograph 
posted online—downloadable 3D modeling applications, and community data 
sharing sites like Open Street Map, which allows users to post their GPS coordi- 
nates from their phones, all offer new clues and tools for nuclear sleuths. 

The online information ecosystem makes possible exciting new opportu- 
nities for societal verification or open crowdsourcing to assess nuclear threat 
information. But it is also making misinformation and disinformation eas- 
ier to manufacture and spread. In the new online ecosystem, information 
anywhere can go viral, regardless of its quality or credibility. 


AUTOMATED ANALYTICS: MACHINE LEARNING, 
COMPUTER MODELING, AND MORE 


Large increases in compute power and training data have spawned the 
creation of publicly available machine learning techniques that can analyze 
massive quantities of data at machine speed. Once algorithms are trained 
on a dataset to look for certain patterns, they can process thousands of im- 
ages faster than humans by orders of magnitude. For nuclear threat intelli- 
gence, machine learning techniques offer particular promise to analyze 


49. Niall McCarthy, “Giant Chart: Global Internet Usage by the Numbers,” Forbes, Au- 
gust 27, 2014, https://www.forbes.com/sites/niallmccarthy/2014/08/27/giant-chart-global 
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satellite imagery of known missile sites or facilities to detect changes over 
time.” In 2017, for example, US intelligence officials from the National 
Geospatial-Intelligence Agency asked researchers at the University of Mis- 
souri to develop machine learning tools to see how fast and accurately they 
could identify surface-to-air missile sites over a vast area in Southwest China. 
The research team developed a deep learning neural network (essentially, a 
collection of algorithms working together) and used only commercially 
available satellite imagery with one-meter resolution. The computer and the 
human team correctly identified 90 percent of the missile sites. But the com- 
puter completed the job eighty times faster than humans, taking just forty- 
two minutes to scan an area of approximately 90,000 square kilometers 
(about three-quarters the size of North Korea).*° Machine learning also holds 
promise for faster sifting of large quantities of written information—every- 
thing from trade documents that might suggest illicit financing schemes to 
the metadata of photos online—such as the date and time stamp on the pic- 
ture, the type of camera used, the software that processed the image, and 
where the camera was placed when the picture was taken.** 

In addition, computer modeling enables analysts to better understand the 
specifications and functions of structures already built. Online crowdsourc- 
ing is offering promising new avenues, too. Already, thousands of citizen sci- 
entists have successfully sifted through massive quantities of data to help a Cal 
Tech and UC Santa Cruz team identify several new exoplanets and an inter- 
national team of physicists identify new gravitational lenses.” In 2016, Me- 
lissa Hanhamat the Center for Nonproliferation Studies begana crowdsourcing 
initiative for nuclear proliferation-related imagery called Geo4Nonpro, which 
drew several hundred imagery experts together. Among its achievements was 
discovering the geolocation of North Korea's clandestine Kangson uranium 
enrichment facility.°° 
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The New Nuclear Sleuths: Who Is Who and What Is Different 


Advances in satellites, connectivity, and automated analytics have given rise 
to a cottage industry of nongovernmental nuclear intelligence collectors and 
analysts. These actors can be classified into six major categories: academic 
researchers and former government officials, commercial analysis provid- 
ers for profit, nongovernmental organizations (NGOs), journalists, advocacy 
groups, and hobbyists (see table 4.1).°” 

No publicly available study yet compares the utility of nongovernmen- 
tal nuclear threat intelligence to classified analysis. However, evidence sug- 
gests that nongovernmental open source nuclear intelligence has distinctive 
attributes, benefits, and risks compared to classified intelligence.” 


ATTRIBUTES 


Nongovernmental nuclear intelligence collectors and analysts comprise 
an ecosystem that differs from the classified world along important orga- 
nizational and technical dimensions (see table 4.2). 

In the nongovernmental ecosystem, participants’ motives run the gamut: 
informing the global public, securing nonprofit grants, selling analysis for 
profit, advancing a political objective, and having fun, to name a few. Mem- 
bership is wide open to anyone with an internet connection. Although many 
participants are experts from the United States and allied countries who take 
their responsibilities seriously, they are not alone. Analysts include amateurs 
and experts from various fields with varying incentives. Some are former 
government officials, intelligence analysts and nuclear inspectors. Others 
have limited prior background or training, and there are no formal open- 
source training programs or quality control processes in place.” Quality con- 
trol mechanisms like peer review exist, but they are informal and voluntary.” 

Members of this ecosystem can move quickly, publishing what they want, 
whenever they want, without bureaucratic approvals or required vetting. 
“The process for evaluation within the US government or international 
military-intelligence communities is vastly more standardized than it is in 
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Table 4.2 Attributes of Nongovernmental versus Government Ecosystems in Nuclear Threat 


Analysis 


Nongovernmental 


US Government 


Organizational objectives 


Membership 


Analyst backgrounds 
Analyst formal training 
Product quality control 
Quantity of technical 
collection assets 


Capability of technical 
collection assets 


Ecosystem speed 


Diverse: e.g., securing 
funding, informing 
public, pursuing hobby 
interests 


Open: anyone can join 
from anywhere 


Broader 

None 

Peer review is voluntary 
and informal 

Large 


Limited but improving 


Faster 


Focused: informing US 
government to provide 
decision advantage 


Closed: strict hiring rules 
and security clearances 
Narrower 

Extensive 

Peer review is mandatory 
and formal 

Small* 


Highly sophisticated 


Slower 


*Collection platforms owned and operated by the US government are few in number, but 
government agencies are increasingly purchasing commercial data as well. 


the open source world,” said Allison Puccioni, a former government imagery 
analyst who now works in the nongovernmental ecosystem.*! “For the most 
part, very few articles are refuted in the open source community ever.” On 
the technical side, nongovernmental actors have access to commercial sensors 
that are far more numerous but lower quality than government platforms.® 
The classified ecosystem looks different. Motives in the open-source nu- 
clear intelligence world vary, but government employees share one mission 
objective: giving US policymakers decision advantage. Participation requires 
security clearances and adherence to strict government hiring and informa- 
tion policies. Analysts come with a narrower set of backgrounds but a 
higher average skill level. Because government analysts operate in bureau- 
cracies, they receive formal, extensive training in tradecraft and must ad- 
here to standardized quality control processes like peer review—though as 
the Iraq WMD intelligence failure shows, peer review does not guarantee 


61. Author interview, July 2, 2020. 

62. Author interview, July 2, 2020. 

63. Author interviews and emails with several open-source nuclear analysts, June- 
July 2020; Zegart and Morell, “Spies, Lies, and Algorithms,” 91. 
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quality.°* Government analysts have access to the most sophisticated spy 
satellites and other collection platforms as well as commercial imagery. 
This classified environment is designed to induce caution and confidence 
in analysis, but it moves at a slower pace.°° 

In sum, one ecosystem is more open, diffuse, diverse, and fast-moving. 
The other is more closed, tailored, trained, and slow-moving. 


BENEFITS OF NONGOVERNMENTAL NUCLEAR SLEUTHS 


The nongovernmental intelligence ecosystem offers several significant ben- 
efits. Diverse backgrounds can improve analysis by bringing different per- 
spectives on problems and evidence. Some of the best organizations in this 
space—like Jeffery Lewis's team at the Center for Nonproliferation Studies, for- 
mer Los Alamos National Lab oratory director Siegfried Hecker and his team 
at Stanford’s Center for International Security and Cooperation, and David Al- 
bright at the Institute for Science and International Security—bring together 
imagery analysts, country specialists, and experts in the nuclear fuel cycle. 

These groups also provide more knowledgeable hands on deck, help intel- 
ligence officials and policymakers identify false positives and fake claims, 
verify treaty compliance, monitor ongoing nuclear-related activities, and sur- 
face clandestine developments that might not otherwise be discovered. As 
Vipin Narang notes, “Knowing the launch location for a test or one that failed 
used to be the monopoly of intelligence agencies.” That is no longer true. 

Nongovernmental intelligence collectors and analysts have played a major 
role in correcting mistakes and debunking misinformation. In 2013, a Wired 
Magazine post by someone claiming to be an ex-CIA analyst sparked a furor 


64. Puccioni and Ashdown, “Raising Standards,” 7. For an analysis of Iraq WMD analytic 
failures, see the Commission on the Intelligence Capabilities of the United States regarding 
Weapons of Mass Destruction (Silberman-Robb Commission), Report to the President, March 
31, 2005. 

65. In 2019, US intelligence agencies spent $300 million on commercial imagery and ex- 
perts expect spending to increase in the next several years. Sandra Erwin, “Analysts: NRO’s 
Commercial Imagery Purchases Could Reach $400 Million by 2023,” Space News, June 29, 
2020, https://spacenews.com/analysts-nros-commercial-imagery-purchases-could-reach 
-400-million-by-2023/; Sarah Erwin, “Satellite Imagery Startups to Challenge Maxar for Big 
Government Contracts,” Space News, June 6, 2019, https://spacenews.com/satellite-imagery 
-startups-to-challenge-maxar-for-big-government-contracts/. 

66. US laws currently restrict the resolutions of American commercial satellites, the loca- 
tions they can capture with remote sensing, and the foreign nationals allowed to purchase 
their products. Puccioni and Ashdown, “Raising Standards,” 8; Allison Puccioni, “Steady 
Gaze,” Janes Intelligence Review, December 2017, 56-57. For a dataset building on this chapter, 
see Katharine Leede, “Spies in the Public Eye: A Comparative Community Analysis of Nu- 
clear Sleuths and Government Intelligence Agencies” (undergraduate thesis, Stanford Uni- 
versity, June 2022). 

67. Zachary Dorfman, “True Detectives,” Middlebury Magazine, May 3, 2018, https:// 
middleburymagazine.com/features/true-detectives/. 
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that China may have a “mystery complex.” To stop the nonstory from going 
viral, the geospatial blogger Stefan Greens posted evidence online that the 
complex was nothing more than an industrial park. Similar efforts revealed 
that a suspected gas centrifuge facility in Syria was a cotton textile plant, a 
cylindrical foundation in Iran that could have indicated the beginnings of a 
nuclear reactor was the foundation of a hotel being built near a shopping 
mall, and an Israeli television report showing a satellite image of an Iranian 
missile launch pad big enough to send a nuclear weapon to the United States 
was just a massive elevator that resembled a rocket in a blurry image.® 
Commercial imagery is an important asset, but it is not the only one. Many 
of these analyses use a variety of data types and tools. On February 24, 2015, 
for example, an Iranian opposition group called the National Council for the 
Resistance of Iran (NCRI) tried to derail international negotiations finaliz- 
ing a nuclear freeze in Iran. NCRI claimed that a company called Matiran 
was secretly housing a nuclear facility in the basement of its Tehran office. 
NCRI's evidence of this clandestine nuclear site included satellite imagery 
of the facility as well as photographs of its hallways and a large lead-lined 
door to prevent radiation leakage. Within a week, Lewis’s team showed con- 
clusively that all of the evidence was fabricated. Lewis’s team found that 
Matiran was a real company all right; it even had employees on LinkedIn. 
But Matiran had nothing to do with nuclear enrichment. It specialized in 
making secure documents like national identification cards. Analyzing com- 
mercial satellite imagery, Lewis’s team found no unusual construction ac- 
tivity at the site during the alleged construction timeframe or obvious 
signatures of nuclear enrichment activities found at other known Iranian 
sites, such as ventilation systems or an electrical substation to power nuclear 
centrifuges. Using 3D modeling, they showed how the photos and descrip- 
tion of the claimed facility looked too small to fit the machines and infra- 
structure required. They noted that none of Iran’s known enrichment 
facilities used lead doors because they did not need them; radiation leak- 
age had never been a concern. Lewis's team also found that the lead door 
photograph had been copied from a promotional photograph used on a com- 
mercial Iranian website. Metadata from the photograph suggested the 
actual door was from a different company’s warehouse elsewhere in Iran 
that had nothing to do with any illicit nuclear activities. Finally, the team 
used crowdsourcing and social media to find someone whose self-posted 
GPS coordinates from his cell phone showed he had been to the Matiran fa- 
cility. They contacted the visitor via email and verified through social me- 
dia that he really worked in the secure documents business and was who 


68. Pabian, “Commercial Satellite Imagery,” 31-32; Lewis, “Applying New Tools to Nonpro- 
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he claimed to be. They found information about his marital status, his vol- 
unteer activities and hobbies, and even obtained his photograph. The source 
confirmed that Matiran really did make secure documents, and that many 
foreign contractors routinely visited its location, making it highly unlikely 
that Matiran would put a secret nuclear enrichment facility in the basement. 

Nongovernmental nuclear sleuths have also uncovered important new in- 
formation about clandestine nuclear activities that have aided intelligence 
agencies and influenced policy.” In 2002, NCRI, the same Iranian opposi- 
tion group that was behind the false report of a secret Iranian enrichment 
facility, publicly disclosed two actual ones—at Natanz and Arak. The re- 
searchers David Albright and Corey Hinderstein at the Institute for Science 
and International Security then followed this lead, unearthing archival sat- 
ellite imagery from Digital Globe of the Natanz site, and using other sources 
to conclude that the Natanz facility was a highly sophisticated, secret facil- 
ity that was producing enriched uranium that could be used for either nu- 
clear power reactors or nuclear weapons. Albright and Hinderstein’s analysis 
provided important new technical details about the function, size, and ca- 
pacity of the underground facility—including that it was a gas centrifuge 
facility, that it was designed to hold tens of thousands of centrifuges, and 
that it was built in ways designed to conceal its discovery.” 

In 2012, Siegfried Hecker and Frank Pabian determined the locations and 
supporting tunnels of North Korea’s first two nuclear tests using commer- 
cial imagery and publicly available seismological information—assessments 
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that proved highly accurate when North Korea revealed the test locations 
six years later.” Hecker and colleagues also utilized commercial satellite 
imagery and Google Sketchup, a 3D modeling program, to track the con- 
struction of a new nuclear reactor at North Korea’s Yongbyon complex in 
2012 and model the uranium centrifuge facility they were shown. No for- 
eigners are known to have been allowed into the Yongbyon facilities after 
Hecker and Stanford colleagues visited in November 2010. But by tracking 
the facility using overhead photography combined with what they learned 
during their visit, they concluded that the reactor was still a long way from 
operations and that North Korea must also have an undisclosed pilot cen- 
trifuge plant.” 

Finally, these nongovernmental actors offer more than just the benefits of 
information. They offer information that can be shared. Because they operate 
in the unclassified world, their findings can be publicized, alerting the general 
public and generating policy attention to an issue. Indeed, many of them al- 
ready have extensive relationship networks with senior US officials, interna- 
tional inspectors, and journalists. Just as important, their information can also 
be more easily shared across the US government, as well as with allies, inter- 
national organizations, and even adversaries—without jeopardizing classified 
intelligence sources and methods.” Particularly because nuclear threats are so 
dangerous, intelligence about them is often highly classified. And the more 
classified something becomes, the less analysis it gets, because so few people 
have access; going black runs the risk of going dark. Indeed, evidence suggests 
that US intelligence officials are well aware of these challenges, and the bene- 
fits of sharing nongovernmental unclassified intelligence. While current infor- 
mation sharing is informal and discretionary, in 2018, the Center for Strategic 
and International Studies and the National Geospatial-Intelligence Agency 
took a step toward more formalized arrangements, announcing a partnership 
to “produce unclassified reporting on issues of importance in North Korea.” 
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KEY RISKS: WHEN INFORMATION IS WRONG, 
WHEN INFORMATION IS RIGHT 


This nongovernmental ecosystem also offers substantial risks. Some arise 
when information is wrong. Others arise when information is right. 

First and most obviously, this ecosystem could inject and amplify errors 
in the policymaking world. Although the examples above highlight the best 
nongovernmental nuclear intelligence, the landscape is vast and filled with 
questionable data, shoddy analyses, pet theories, and political agendas. Skill 
levels vary considerably. Many amateur imagery analysts are well inten- 
tioned but poorly trained. As Pabian writes, there’s a common mispercep- 
tion that “anyone can look at pictures.” In truth, imagery analysis requires 
considerable skill and training to know how shapes, shadows, sizes, scales, 
textures, perspectives, and contexts can obscure or delineate different ob- 
jects seen from space, viewed from directly overhead, which is generally an 
unfamiliar vantage point.” Furthermore, different imagery technologies re- 
quire different, specialized training and experience. Interpreting electro- 
optical imagery is not the same as interpreting images taken by Synthetic 
Aperture Radar satellites.” 

Nuclear imagery analysis also requires expertise about the technical re- 
quirements of the nuclear fuel cycle so that the analyst knows what to look 
for. For example, gas centrifuge facilities like the one at Yongbyon in North 
Korea require large open halls for machinery like autoclaves and centri- 
fuges. Underground gas centrifuge facilities like both Natanz and Fordow 
in Iran require additional heating, ventilation, and air conditioning systems 
to support subsurface operations of both equipment and personnel.” With- 
out significant training, misinterpretation is easy. David Sandalow, who 
served in senior positions at the Department of Energy, Department of State, 
and the White House noted, “Without strong experience and training, it can 
be relatively easy to see proof of sinister intent in a benign image, or to miss 
details that would be conclusive to a knowledgeable photo interpreter.”*° 
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The cost of mistakes can be high. “Satellite images have the potential, if 
interpreted incorrectly, to increase tensions among nations and create con- 
fusion during periods of crisis, rather than to promote stability,” argues San- 
dalow. “This is not just a theoretical problem: in one incident, an image that 
a magazine claimed was the site of India’s 1998 nuclear test turned out to be 
a livestock pen.”*! In short, while commercial satellites are making pixels a 
commodity, analysis is not. The real value of satellite imagery comes not 
from the photograph, but from the analysis of what it means. 

In June 2018, several nuclear proliferation experts warned in an Iran 
roundtable that “open source analysis by NGOs may introduce inaccurate 
information that can be disseminated rapidly in a political environment in 
which suspicion, disinformation, and unfounded accusations flourish.”®° 
The injection of inaccurate information that became disseminated rapidly 
had already happened. In 2011, Phillip Karber, a former Pentagon strategist, 
led a group of Georgetown students in his class to study China’s vast under- 
ground tunnel system known as the “underground great wall.” Although 
the tunnel’s existence was well known—it had even been reported on Chi- 
na’s state-run television—debate swirled about its purpose. Karber’s students 
used commercial imagery, blogs, military journals, and even a fictional Chi- 
nese television drama about the military. They concluded that the tunnels 
were probably being used to hide nuclear weapons—3,000 of them, an esti- 
mate far higher than any official US government or international assessment. 
The Georgetown study produced headlines and heartburn. The Washington 
Post reported that the study had “sparked a congressional hearing and been 
circulated among top officials in the Pentagon, including the Air Force vice 
chief of staff.” As one Department of Defense official commented, “It’s not 
quite a bombshell, but those thoughts and estimates are being checked 
against what people think they know based on classified information.”® 

Experts immediately highlighted several serious analytic errors. Hui 
Zhang, a physicist and senior research associate at Harvard’s Managing the 
Atom Project, wrote that Karber’s students based their 3,000 weapon num- 
ber on a US intelligence projection from the 1960s, assumed it was accurate, 
and then kept adding weapons assuming a constant rate of growth—even 


quoted in Pabian “Commercial Satellite Imagery,” 29, and Laurie J. Schmidt, “New Tools for 
Diplomacy,” NASA, 2019, https://earthdata.nasa.gov/learn/sensing-our-planet/new-tools 
-for-diplomacy. 

81. Sandalow “Remote Sensing.” 

82. Pabian, “Commercial Satellite Imagery,” 25. 

83. Wisconsin Project on Nuclear Arms Control, “More Eyes on More Data.” 

84. William Wan, “Georgetown Students Shed Light on China’s Tunnel System for Nu- 
clear Weapons,” Washington Post, November 29, 2011, https://www.washingtonpost.com 
/world/national-security/georgetown-students-shed-light-on-chinas-tunnel-system-for 
-nuclear-weapons/2011/11/16/gIQA6AmKAO_story.html. 

85. Wan, “Georgetown.” 


113 


CHAPTER 4 


though several subsequent, declassified US intelligence estimates, as well as 
international NGO estimates, consistently forecast that China likely had 
around 200 warheads, not 3,000. Lewis notes that based on the amount of 
plutonium China was known to use in its weapons testing, the country did 
not have sufficient fissile material to produce anywhere near that many weap- 
ons. And it turns out Karber’s plutonium estimates relied on Chinese blog 
posts discussing a single anonymous 1995 Usenet post that was then plagia- 
rized by a Singapore college student. The use of this suspect source was “so 
wildly incompetent as to invite laugher,” wrote Lewis.®° So why did China 
build the tunnels? According to Hui Zhang, a more likely explanation is that 
the tunnels were designed to protect China’s vulnerable land-based missiles 
from a crippling first strike. Because China had a stated doctrine of no first 
use of nuclear weapons, survivable forces were essential for deterrence. And 
since China lacked reliable sea-based and air-based nuclear forces, the logical 
solution to ensure China retained a survivable second-strike force was to 
move its missiles deeper underground, where they could be better protect- 
ed. “Their research has value, but it also shows the danger of the Internet,” 
said Hans. M. Kristensen of the Federation of American Scientists.5* Lewis 
was more critical, writing, “Karber’s claims are utter nonsense, and [he] is 
unbelievably successful at generating unwarranted publicity.” 

Second, the nongovernmental ecosystem increases the risks of deliberate 
deception. Thanks to the rise of social media and advances in artificial in- 
telligence, spreading lies and confusing the truth have never been easier. 
Russia’s interference in the 2016 US presidential election was the first warn- 
ing sign of the coming deception revolution.»° The Kremlin’s weaponiza- 
tion of social media, which included impersonating Americans, spreading 
false narratives, inflaming political divides, and favoring one presidential 
candidate, reached more than 120 million Americans. News suggests that 
Russia’s deception playbook is not just for Russia anymore; in October 2019, 
Facebook publicly acknowledged its discovery of foreign influence cam- 
paigns on its platform waged by Iran and China.” In addition, advances in 
artificial intelligence have given rise to deepfakes, digitally manipulated 
audio, photographs, and videos which are highly realistic and difficult to 
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authenticate. Deepfake application tools online are now widely available 
and so simple to use, high school students with no coding background can 
create convincing forgeries. In May 2019, anonymous users doctored a 
video, which went viral on Facebook, to make House Speaker Nancy Pelosi 
appear drunk. When the social media giant refused to take it down after it 
went viral, two artists and a small technology start-up created a deepfake of 
Mark Zuckerberg and posted it on Instagram. In August, the Wall Street 
Journal reported the first known use of deepfake audio to impersonate a 
voice in a cyber heist. Believing he was talking to his boss, an energy exec- 
utive transferred $243,000. The voice turned out to be an Al-based imita- 
tion that was so real, it even had the boss’s slight German accent and lilt. 

It does not take much to realize the manipulative potential these technol- 
ogies for nuclear-related issues. In a world of cheap satellite imagery, deep- 
fakes, and the weaponization of social media, foreign governments, their 
proxies, and third-party organizations and individuals will all be able to in- 
ject convincing, false information and narratives into the public domain at 
speed and scale. If their goal is to confuse rather than convince, a little de- 
ception can go a long way. Imagine a deepfake video depicting a foreign 
leader secretly discussing a clandestine nuclear program with his inner cir- 
cle. Although the leader issues vehement denials, doubt lingers because 
seeing is believing and nobody can be completely sure whether the video is 
real or fake. 

In this emerging world of accidental errors and deliberate misinformation, 
US intelligence agencies will increasingly have to serve as verifiers of last 
resort. As one expert nuclear panel noted, “Only governments can satisfac- 
torily validate the results of open source analysis using classified sources 
and methods and only governments can make verification judgments.”” 
This, too, poses significant challenges for effective nuclear intelligence. The 
more time government intelligence agencies spend debunking, validating, 
or adjudicating the work of others, the less time they have to advance their 
intelligence collection and analysis priorities. One consequence is that net 
production of reliable, verified nuclear threat intelligence could go down, not 
up. In the Karber case alone, the poorly researched claims of a few George- 
town students sent several senior Pentagon officials and at least one con- 
gressional committee on a wild goose chase that took time, resources, and 
attention away from everything else. 

Third, this ecosystem can generate significant policy risks even when the 
information it uncovers is accurate. Particularly in crises and sensitive dip- 
lomatic negotiations, policymakers rely on useful fictions to buy time and 
save face, giving one or both sides a way out. After the Soviet Union invaded 
Afghanistan, the CIA began arming Afghan mujahideen. The Soviets knew 
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it, and the Americans knew the Soviets knew. But the useful fiction kept a 
proxy war from becoming a superpower war with the potential for nuclear 
escalation. As Bruce Berkowitz and Allan Goodman write, “The fact... 
covertness is sometimes no more than a fig leaf does not necessarily alter 
the fact that it is a useful fig leaf.”"* 

Even accurate information, if revealed, can make these situations more 
dangerous, by forcing action too soon and narrowing the range of political 
outcomes for each side. Imagine what would have happened during the Cu- 
ban missile crisis if nongovernmental nuclear sleuths had discovered the 
secret deal between President Kennedy and Soviet leader Khrushchev to re- 
move US Jupiter missiles from Turkey in exchange for dismantling Soviet 
nuclear weapons from Cuba. With congressional midterm elections just days 
away, Kennedy was under intense pressure to stand tough against the So- 
viets. Real-time fact-checking could have derailed that agreement, escalat- 
ing a nuclear standoff already teetering on the brink of war. 

The fourth risk is related and happens when nongovernmental organ- 
izations make public information that is already well known to the Intelli- 
gence Community. The need to generate attention, demonstrate impact, and 
attract funding creates perverse incentives for open-source nuclear sleuths 
to announce seemingly sudden discoveries and ostensible efforts to prove 
the government wrong—even when discoveries are not new and the gov- 
ernment was right all along. When this happens, intelligence officials have 
to burn up time explaining to executive branch officials and members of 
Congress “what we already know about Subject X.” 

This, too, is not a hypothetical problem. It became an actual one in Janu- 
ary 2019 when the Center for Strategic and International Studies announced 
the “discovery” of an undeclared missile site in North Korea and estimated 
that there may be nineteen more.” Even though many undeclared missile 
sites were already known, the story made New York Times and Washington 
Post headlines and national television news.” “The Intelligence Commu- 
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nity, I am sure, had to do a lot of explaining with the DC government com- 
munity,” said one former official.” The costs of distraction can be high: the 
more time intelligence officials spend going over what they already know, 
the less time they spend on what they do not. 

Fifth and finally, there is the countermeasure risk: clever nuclear sleuth- 
ing in the public domain can alert adversaries about weaknesses in their 
camouflage, concealment, and deception techniques that they did not know 
existed. Militaries are always thinking about how to overcome vulnerabili- 
ties and negate the other side’s advantage. The invention of submarines led 
to sonar, bombers led to radar, tanks led to anti-tank missiles. Evidence sug- 
gests that the advent of Google Earth has prompted new Chinese efforts to 
conceal military facilities from more frequent satellite shooting intervals, 
and Western media reports using open-source imagery led North Korea to 
conceal a hot water cooling line from one of its nuclear reactors so analysts 
could no longer use it to tell whether the reactor was making weapons-grade 
plutonium.” In 2016, Dave Schmerler, a researcher at the Center for Nonpro- 
liferation Studies, measured the size of North Korea’s first nuclear device 
(called a “disco ball”) and locate the building where it was photographed 
by using objects in the room as telltale markers. The next North Korean 
photo of a warhead was taken in a completely white room with nothing to 
measure.” Whether Schmerler’s research prompted the change is impossible 
to know. But the dynamics are well-known; any time new indicators or 
monitoring methods are revealed, countermeasures are likely to follow, 
making future monitoring even more difficult. The upshot is that short-term 
intelligence gains could unwittingly generate far greater long-term intelli- 
gence losses. 
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Conclusion 


Estimating nuclear dangers is not just for governments anymore. Thanks to 
the small satellite revolution, the rise of online information and connectivity, 
and advances in automated analytics, individuals and organizations outside 
of governments are playing new and important roles. Leading nongovern- 
mental nuclear intelligence organizations have become essential partners to 
US intelligence agencies and international nonproliferation organizations, 
enabling faster and better intelligence assessments of illicit nuclear activities 
in North Korea, Iran, and elsewhere. Nongovernmental nuclear intelligence 
organizations also play pivotal roles in monitoring treaty compliance, identi- 
fying false positives and debunking false claims. Several of these nongov- 
ernmental nuclear intelligence groups have amassed a breadth of expertise 
that rivals, and in some cases, exceeds the capabilities of the U.S. Intelligence 
Community, harnessing the talents of former international weapons inspec- 
tors, nuclear physicists, senior government officials, imagery analysts, geolo- 
cation specialists, and emerging scholars at the forefront of using advanced 
technological tools. Because their work is unclassified, it provides new ave- 
nues for information sharing both within and between governments. Their 
work also makes it more difficult for policymakers to misuse intelligence by 
cherry-picking, mischaracterizing, mistakenly interpreting, or selectively 
publicizing information that advances a particular policy position. 

But this ecosystem also brings risks, particularly as technological tools 
spread, and more individuals and organizations use them. In the unclassi- 
fied world, there is no legal or bureaucratic firewall preventing information 
from getting into the wild. Consequently, erroneous analyses can go viral 
before they can be verified, and deception can flourish. As this world evolves, 
US intelligence agencies may suffer degraded effectiveness as they spend 
more time validating the work of others rather than doing their own. Even 
good open-source information can backfire, escalating crises, derailing sen- 
sitive negotiations, and leading adversaries to take countermeasures that 
make future nuclear intelligence collection more difficult for everyone. 

These are early days. Much about the effects of open-source nuclear threat 
intelligence on US policymaking remains unknown. When, where, and how 
is open-source intelligence likely to be redundant? Additive? Clarifying? 
Confirming or disconfirming? Under what circumstances does information 
transparency help and when does it hurt? As nuclear seeking becomes more 
sophisticated and pervasive, how will nuclear hiding change? Will open- 
source nuclear threat intelligence increase costs to proliferators, adding 
more security burdens that slow their programs down? As these questions 
suggest, there is much more academic and policy work to be done. 

Looking ahead, maximizing the benefits and mitigating the risks of the 
evolving open-source nuclear intelligence landscape will be essential. That 
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process starts by recognizing that the future may not look like the present, 
and the present system has weaknesses. 

Open-source nuclear threat intelligence is dominated by the United States 
and its Western democratic allies. Many of the leading organizations in this 
space are filled with experts who are driven by a sense of responsibility to 
the nonproliferation mission, who have exacting quality standards, and who 
work closely with US and allied government officials. All of this, however, 
is informal. There is no official tasking of priorities to these organizations; 
each decides what to collect and analyze, and how, based on what individ- 
uals personally think is important or interesting or necessary to keep their 
organizations going. There is no formalized or standardized quality con- 
trol handbook for open-source nuclear threat intelligence. The standards are 
often set high; yet they are self-determined. 

This informal US-led ecosystem serves the country’s national interests 
well. But the future is likely to bring more players from more countries with 
less expertise, less responsibility, and less connectivity to US and allied in- 
telligence officials and policymakers. China already operates commercial 
satellites, and the internationalization of the commercial satellite business 
is expected to grow significantly in the next several years.” It is important 
to ask now, “What would the future look like in a more crowded, less be- 
nign open-source world?” 

Doing so suggests that finding ways to codify and institutionalize cur- 
rent best practices, norms, and networks among leading nongovernmental 
nuclear intelligence collectors and analysts is an important first step. The 
good news is that nascent efforts are underway to establish standards, de- 
velop shared norms, and improve skills.‘ In July 2019, the Stanley Founda- 
tion began a series of international stakeholder workshops to examine ethical 
challenges in the open-source community and develop recommendations 
for addressing them. The bad news is that such initiatives cut in two di- 
rections, improving standards and tradecraft for well-meaning nongovern- 
mental actors as well as potential adversaries. 
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CHAPTER 5 


How Much Is Enough? 


Revisiting Nuclear Reliability, Deterrence, and Preventive War 


Jeffrey Lewis and Ankit Panda 


Shortly after the first flight test of North Korea’s Hwasong-15 on Novem- 
ber 28, 2017, an intercontinental ballistic missile (ICBM) that could strike 
targets throughout the United States, Kim Jong Un declared that his coun- 
try had “finally realized the great historic cause of completing the state nu- 
clear force.” For Kim, the test of a missile capable of ranging the entirety of 
the US homeland with a nuclear device marked an important milestone in 
North Korea’s development as a new nuclear state. Others were less im- 
pressed. Weeks later, when Kim Jong Un boasted that he had a nuclear but- 
ton ready for use, US president Donald Trump pushed back, saying, “I too 
have a Nuclear Button, but it is a much bigger & more powerful one than 
his, and my Button works!”? Why did Kim Jong Un choose November 2017 
to be the qualitative “finish line” for his nuclear deterrent? Did subsequent 
insinuations from the US president undercut his confidence in his deterrent? 
What considerations led Kim—and other leaders of new nuclear states—to 
identify a given moment where their countries were nuclear capabilities 
were enough to deter their adversaries? And can we generalize from those 
considerations anything at all about the decisions other new nuclear states 
may make? 
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/20180104001627/https://twitter.com/realDonaldTrump/status/948355557022420992. 
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In this chapter, we interrogate the fundamentals of “enoughness” for new 
nuclear states seeking the deterrent benefits of nuclear weapons. Though the 
requirements for deterrence were exhaustively debated in the context of the 
Cold War dyad between Washington and Moscow, they are less understood 
in the context of new nuclear states like India, Pakistan, and North Korea, 
and near-nuclear states. When do political and military leaders in these 
states think they have built a nuclear force capable of sufficiently deterring 
aggression against them? When do their adversaries accept that these states 
have built such a force and acknowledge—either explicitly or tacitly—that 
some deterrence now obtains between them? Finally, what phenomena man- 
ifest when there’s a gap between these two moments? By comparatively 
examining case studies from South Asia and the Korean Peninsula, we seek 
to interrogate these questions. We find little evidence to support the con- 
ventional wisdom that new nuclear states adopt the same quantitative and 
qualitative measures that the United States did during the Cold War. At the 
same time, US analysts continue to use those measures to understand new 
nuclear states. That apparent inconsistency presents an interesting challenge 
for the stable functioning of deterrence. 


Deterrence and Enoughness 


Broadly, in asking how states think of how much is enough, qualitatively 
and quantitatively, when it comes to nuclear weapons and deterrence, we 
must first ascertain what their goals are. Identifying the specific goals that 
new nuclear states are seeking to accomplish with their nuclear weapons 
helps understand how they think about how much is enough. A state seek- 
ing to deter existential conventional attacks against its national leadership, 
like North Korea, will think about nuclear weapons and their sufficiency 
differently from one seeking to deter the use of nuclear weapons and other 
weapons of mass destruction against its territory. So, in defining enough- 
ness, the place to begin is not capabilities but objectives. More narrowly, the 
notion of enoughness can be conceptualized as a threshold and is akin to, but 
not precisely, the notion of sufficiency. In general, sufficiency is closely tied to 
concepts about qualitative and quantitative measures of capability and risk 
tolerances. It often exists as an abstract concept, isolated from any notion of 
cost. Deterrence is ultimately a political condition, not a technical one. By 
enoughness, we hope to also capture the other factors that shape the decisions 
of leaders as to when they have enough to achieve the benefits they seek from 
nuclear armaments. 

When this threshold is met or exceeded, the leader (or leaders) may enjoy 
many of the benefits of successful deterrence, viewing the marginal benefit 
of further qualitative refinement or quantitative buildup as decreasing 
sharply per unit of additional investment in a nuclear force buildup. This 
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may change, particularly as certain costs fall over time. But at least initially, 
new nuclear states usually face more acute resource constraints than the 
United States and the Soviet Union ever did while also facing normative, po- 
litical, and legal constraints to their pursuit of a nuclear weapons capability. 
For such states, this threshold should matter deeply. Defining this threshold 
is challenging, but we surmise that states will concern themselves with at- 
taining certain types of weapons and attaining a certain level of reliability. In 
general, for basic deterrence to obtain against their adversaries, states will 
seek to demonstrate a minimally credible capability to hold at risk their ad- 
versary’s population centers and major military nodes. In reasoning about 
the survivability of their forces under resource constraints, new nuclear 
states will tolerate and accept some level of risk; this level of risk acceptance 
is not fixed and can vary with systemic and domestic political developments. 

The foundational notions of what nuclear deterrence requires may not ap- 
ply to new nuclear states. For instance, the emphasis that Albert Wohlstetter 
gives to the “stringent” requirements of nuclear deterrence, for instance, may 
mislead in making sense of how new nuclear states have navigated the prob- 
lem of enoughness when it comes to their nuclear weapons capabilities.° 
Others, such as John Steinbruner, argued that US analysts vastly overstate 
the importance of details such as “relative force levels, the payloads of deliv- 
ery systems, the accuracy/yield characteristics of warheads, the aggregate 
warhead numbers, and similar widely utilized measures” matter little at the 
margin.’ For new nuclear states under acute resource constraints and facing 
international opprobrium and sanction in their pursuit of nuclear weapons, 
the propensity to favor uncertainty in force development—realizing a capa- 
bility but leaving the use of that capability or the threat that it represents to 
chance—may be most appealing. If reasoning about nuclear sufficiency var- 
ies across states, where many might converge is in the pursuit of realizing 
Thomas Schelling’s “threat that leaves something to chance.” The testing, 
development, and evaluation of nuclear weapons and delivery systems with 
this in mind would accept that even low—but nonzero—levels of credibility 
can yield significant deterrent effects, securing a state’s most critical national 
interests. 

The threshold concept may render elegant what is ultimately a deeply un- 
certain process for newer nuclear states, particularly as they go about de- 
veloping, testing, evaluating, and operating nuclear weapons and delivery 
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systems. Over the course of their nuclear development, these states will ex- 
perience constant friction. Certain technological pathways for delivery sys- 
tems, for instance, may prove to be dead-ends, requiring expensive rethinks, 
or a return to the drawing board. Nuclear tests, similarly, can fizzle or fail, 
requiring either an adjustment in plans or continued testing. Scientific and 
technical expertise in these endeavors should amass over time and prove 
largely irreversible, but nontechnical sources of friction—including from 
nuclear and nonnuclear adversaries, and international institutions and 
norms—can also render imprecise how states self-conceive of the notion of 
a large enough nuclear force. 

In answering how much is enough, we must also consider the nuclear pos- 
tures certain states envisage and factors beyond an abstract and hyper- 
rationalized conception of deterrence. For instance, as Vipin Narang explains, 
the diversity of nuclear postures adopted by regional nuclear powers may 
be an optimization response to “external security and internal domestic po- 
litical and financial constraints.”° But ultimately, a state that optimizes for 
an assured retaliation posture, for instance, will calculate its deterrence re- 
quirements differently from another optimizing for asymmetric escalation— 
down to the specific types of delivery systems and nuclear weapons that 
may be developed. Geography, too, can bear on state decision making. States 
seeking to operationalize a deterrent against a territorially contiguous ad- 
versary (such as India and Pakistan) will have a different set of requirements 
versus states seeking to exercise deterrence against both regional and inter- 
continental adversaries (such as North Korea). 

Further, just as the United States and the Soviet Union faced early uncer- 
tainties about whether nuclear deterrence was working as theorized, so too 
do new nuclear states face difficulties in verifying deterrent effects. It is of- 
ten clear when deterrence fails, but what is less clear is why a crisis does 
not escalate. Explicit statements by the adversary concerning their decision 
making or assessment of the situation can be informative, but even then we 
must wonder whether such statements are truthful. 

Empirically, there is also reason to believe that enoughness can hold sa- 
lience under conditions of nuclear latency or the existence of recessed nu- 
clear deterrents.” New nuclear states can choose—or by technical necessity 
opt for—a delayed breakout while maintaining unassembled and untested 
nuclear weapons and related facilities in good order. In South Asia, for ex- 
ample, we see evidence of India and Pakistan considering these questions of 
enoughness both before and after their weaponized nuclear tests in May 1998. 
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North Korea presents a particularly interesting case given that its Octo- 
ber 2006 inaugural nuclear test is widely regarded as a fizzle: a development 
that should have been a worst-case outcome for Pyongyang at the time. 


Threats, Reliability, and Enoughness 


Writing in 1958 on the requirements of deterrence—and the problem of 
credibility—Bernard Brodie observed that when it came to nuclear forces, 
the notion of force-sizing wasn’t as simple as counting: “What counts in ba- 
sic deterrence is not so much the size and efficiency of one’s striking force 
before it is hit as the size and condition to which the enemy thinks he can 
reduce it by a surprise attack—as well as his confidence in the correctness 
of his predictions.”* Brodie’s observation was not merely theoretical but ac- 
tively weighed on how US military planners conceived of the risks of first 
strikes, the survivability of their nuclear forces, and, consequently, force siz- 
ing and structure questions. At the core of Brodie’s observation is the idea 
that the size of a nuclear arsenal is not measured against some absolute scale, 
but rather is assessed through the perceptions by both parties: the defender 
must reason about his own force requirements based on the attacker’s of- 
fensive means. For new nuclear states, similar concerns should—and do— 
exist. Based on the empirical record, these concerns manifest in certain 
developmental decisions observable across nuclear weapons and delivery 
system development programs. 

Unlike the early nuclear states—and the United States and the Soviet 
Union/Russia, in particular—the testing and verification of certain capabili- 
ties are highly limited in the case of new nuclear states (see Table 5.1). India, 
Pakistan, and North Korea, for instance, each have conducted six nuclear 
detonations (India over two discrete test events, Pakistan with one, and 
North Korea over six). The United States conducted 1,054 nuclear tests.’ 
Even today, there remain voices within the United States who do not believe 
that the data collected from these tests is sufficient and argue that the United 
States should resume nuclear explosive testing. Other states have stock- 
piled weapons with either no explosive tests or extremely limited tests. South 
Africa, for example, stockpiled six nuclear weapons over the course of the 
1980s without testing them. South African leaders believed that a nuclear 
explosion would be an important political signal that should be withheld 
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Table 5.1 Nuclear Tests and Explosions by Country 


Nuclear Tests and Explosions by Country 


Tests Explosions 

United States (a) 1,054 1,149 
Soviet Union/Russia 715 969 
United Kingdom (b) 45 45 
France 210 

China 45 

India (c) 2 6 
Pakistan 1 6 
North Korea 6 6 
Israel (d) 

South Africa 0 0 


Countries count nuclear tests and explosions differently, with many countries counting 
simultaneous explosions as a single test. For consistency, both numbers are presented where 
available. These figures also exclude so-called hydronuclear explosions. 


(a) Excludes the two combat uses but includes twenty-eight joint US-UK nuclear explosions. 
(b) Also includes twenty-eight joint US-UK nuclear explosions. 

(c) India considers the five explosions conducted on May 11 and 13 to be a single test series. 
(d) There are allegations that Israel conducted one or more tests in the South Atlantic in 1979. 


Sources: United States Nuclear Tests, July 1945 through September 1992, DOE/NV 209 Rev 16 
(September 2015); USSR Nuclear Weapon Tests and Peaceful Nuclear Explosions: 1949 through 
1990 (Sarov: Russian Federal Nuclear Center-VNIIEF, 1996); China Today: Nuclear Industry 
(Beijing, China: China Social. Science Press, 1987). 


until that signal was needed." Similarly, Pakistan stockpiled an unknown 
number of nuclear weapons during the 1980s and 1990s, testing them at yield 
only after India’s 1998 nuclear tests created what Pakistani officials saw as 
a political imperative to respond. 

For new nuclear states, quantitative concerns on force sizing loom large. 
These include practical considerations pertaining to resource constraints— 
such as available fissile material stocks—but also nuclear strategy concerns. 
For practical and strategic reasons, however, all new nuclear states have main- 
tained relatively small and simple nuclear arsenals. Apart from the United 
States and the Soviet Union/Russia, no nuclear states have felt the need to 
develop warheads into the four- or five-digit ranges for stockpiling. Accord- 
ing to contemporary open-source estimates, the nuclear forces in India and 
Pakistan number in the mid-hundreds each, while North Korea possesses 
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scores of nuclear warheads. These states may have come to appreciate that 
“Small numbers of nuclear weapons produce dramatic effects,” and that in 
“times of crisis, they compel statesmen to act with restraint.” 

The South Asian dyad over decades and, over the last decade, the case of 
North Korea exhibit that the “dramatic effects” of even a small, unproven 
nuclear capability can very much be real. Inasmuch as raw capabilities and 
the perception thereof matter for effective deterrence, so too does the abil- 
ity for leaders and decision makers to manipulate risk in crises and actively 
shape the “curved slope” that leads to the brink, as Schelling argues.'? Her- 
man Kahn’s escalation dominance theory does not appear to greatly influ- 
ence how these states have gone about developing their early nuclear 
capabilities. These states may then be less concerned with the choices that 
the United States and the Soviet Union made in honing the reliability and 
credibility of their deterrents. It is not surprising that it is the experience of 
those states that went first to inform our ideas about which technical paths 
are feasible and which are not for nuclear breakout. Yet the US and Soviet 
experiences may also be misleading. 


South Asia 


Much of what we discuss above is richly observable in the case of the India- 
Pakistan dyad. The South Asian case is particularly useful because both 
countries not only opted for exclusively different nuclear postures at all 
times of their coexistence—including as latent nuclear states, recessed de- 
terrent nuclear states, and, finally, after 1998, as overt nuclear powers. To 
more closely examine how political, technical, and military stakeholders in 
these countries reasoned about the deterrent effects of nuclear weapons over 
time, we examine nuclear dynamics across all three areas. 


1974: THE EFFECTS OF INDIA’S “PEACEFUL NUCLEAR EXPLOSION” 


In December 1971, India and Pakistan fought an intense conflict that re- 
sulted in nothing short of a transformation of South Asia’s political map. 
Pakistan was cleaved in two, as the erstwhile exclave of East Pakistan was 
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rendered independent and became the state of Bangladesh. India, meanwhile, 
seized on the victory as a moment of arrival as a regional power in its own 
right. Concerns about national defense and self-sufficiency, in particular, 
loomed large for New Delhi in the lead-up to and the aftermath of the war." 
Despite the victory in the war, India had strategic misgivings about the ap- 
parent strategic rapprochement between the United States and China in the 
early 1970s. Perceptions of US support for Pakistan were high in New Delhi at 
the time, and India took Washington’s decision to deploy an aircraft carrier 
strike group to the Indian Ocean as a signal of the Nixon administration’s ap- 
parent hostility. It was against this background that New Delhi set in place 
the series of events that would culminate in its first-ever detonation of a nu- 
clear device. 

On May 18, 1974, at 8:05 a.m., Indian scientists oversaw what would be- 
come the first known detonation of a nuclear device by a country other than 
five permanent members of the United Nations Security Council.’ Officially 
dubbed a peaceful nuclear explosion (PNE) with the innocuous-sounding 
code name Smiling Buddha, the test was approved by India’s civilian political 
leadership—specifically, Prime Minister Indira Gandhi—after a series of in- 
ternal deliberations about the wisdom of proceeding with such a test.” These 
discussions were largely political in nature. At least three years before the 
1974 test, the basic design for the device had been prepared.'® In Septem- 
ber 1972, Gandhi had specifically sanctioned that a physical nuclear device 
be prepared and assembled for a possible test and do so “near the peak of her 
post-war popularity.” The test was overseen by civilian scientists with the 
Bhabha Atomic Research Center. 

The device was of a simple fission design and used twelve explosive 
lenses to compress a roughly 6 kilograms plutonium pit, a slightly smaller 
amount than the 6.2 kilograms used in “Fat Man.””° The physical dimensions 
of the spherical implosion device stood at 1.25 meters and 1,400 kilograms. 
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After the successful test, the Indian government claimed a yield of 12kT at the 
chosen test site at Pokhran, in the desert of Rajasthan in India’s northwest, but 
authoritative accounts suggest that the actual yield may have been smaller.” 

For a country like India in 1974, the notion of deploying a small number 
of 1,400 kilograms, 1.25 meter nuclear devices as a primitive gravity bomb 
in the service of existential deterrence through assured retaliation—less 
than thirty years after Fat Man was used against Imperial Japan—would not 
have prima facie been absurd. But this never happened. Some problems were 
technical. After diverting plutonium from apparent civil reactors for use in 
the 1974 test, India’s ability to procure additional plutonium would have 
been limited, making quantitative expansion costly. To justify this cost, New 
Delhi may have needed certain assurances on reliability and operational 
deployment that were also out of reach in 1974. For instance, scientists in- 
volved in preparing the Smiling Buddha PNE device “had trouble stabiliz- 
ing the polonium-beryllium neutron initiator.” 

To this day, Indian accounts of the purpose of the PNE largely hew to the 
narrative that the test was not demonstrative for deterrence ends, but some- 
thing akin to a prestige-bestowing scientific undertaking: a means to show 
that New Delhi, too, could enter the nuclear club. As Harsh Joshi and Yogesh 
Pant write, the nonaligned world applauded as a “Third World country had 
finally broken into the club of nuclear elites.””° India’s “insistence on using 
nuclear technology for peaceful purposes even after the test allowed her to 
sustain her moral leadership on nuclear disarmament,” they add.™ Other ana- 
lysts entertain the possibility of other motives; Gurmeet Kanwal, for instance, 
notes the test “was conducted ostensibly for civilian purposes,” leaving open 
the possibility that India benefited in other ways.” The all civilian-led 
decision-making process that led to the PNE and the fact that most prepara- 
tory work was led by civilian scientists gives this narrative some credibility. If 
India sought to communicate deterrent signals, it didn’t do so with the PNE. 

But what exactly did May 18, 1974, represent as a milestone in the then- 
nascent India-Pakistan nuclear dyad? Narang marks that date as the moment 
that India came to possess “the technical capacity to develop and deliver a 
plutonium fission weapon from its sizeable reactor capacity.” George Perkov- 
ich largely concurs, noting that the moment marked a “capacity to develop 
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nuclear weapons if security interests required it.””” In terms of deterrence and 
enoughness, there is thin evidence to suggest that India sought to explicitly 
present itself to its primary adversary, Pakistan, and the world as a nuclear 
power after the PNE. The explicit decision to describe the test as peaceful and 
the subsequent twenty-four-year gap before New Delhi's weaponized tests in 
May 1998 had real effects on deterrence. As we suggest in our framing of how 
states self-conceive of their deterrents versus how their adversaries might, 
there is little doubt in the case of the Indian 1974 demonstration that Pakistan— 
wounds fresh from its dismemberment at the hands of India’s conventional 
forces in 1971—took matters seriously. May 18 then represented a moment 
where India’s self-conception in nuclear capability diverged considerably 
from how Pakistan perceived matters. 

Days after the May 18 demonstration, it appeared that US national secu- 
rity decision makers were reasoning about possible Indian operationaliza- 
tion of a variant of the PNE device as a gravity bomb. A May 30 US National 
Security Council memorandum suggested that the Indian Air Force’s Can- 
berra medium bombers could reasonably deliver such a device.”® But just as 
the physics package’s potential neutron initiator problems would have 
likely kept Indian policymakers from pushing ahead with operationaliza- 
tion, the Canberra option would come with wrinkles: for instance, could 
New Delhi assure retaliation to adequately high confidence with a small 
number of bombs and bombers to deliver them in a shooting war? The in- 
elegance of the solutions available to India aside, Pakistan took the demon- 
stration as a dire development. The moment played a role in accelerating 
Islamabad’s then-ongoing work on nuclear weaponization, including by spe- 
cifically catalyzing a career move for Abdul Qadeer Khan to leave behind 
his work on uranium enrichment centrifuges in Europe and move to mid- 
wife Pakistan’s bomb full-time.” 

The early Pakistani public reaction described the PNE as an attempt at nu- 
clear “blackmail” by India.°° A spokesperson for the Pakistani Foreign Office 
said the PNE “cannot but be viewed with the degree of concern marching its 
magnitude by the whole world and more specifically, by India’s immediate 
neighbors.”*! Zulfikar Ali Bhutto, the Pakistani prime minister at the time, 
decried an Indian attempt to seek “hegemony over the subcontinent.”** Gan- 
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dhi, perhaps having anticipated such a response, wrote Bhutto, reiterating the 
apparent mundane motives for the PNE. Underscoring that Pakistan’s con- 
cerns did not solely vary with Indian intentions alone, Bhutto replied that “it 
is a question not only of intentions but of capabilities.” He remained explicit 
about the implications for Pakistan: “But the acquisition of a capability, which 
has direct and immediate military consequences, becomes a permanent factor 
to be reckoned with. I need hardly recall that no non-nuclear-weapon state, 
including India, considered mere declarations of intent as sufficient to ensure 
their security in the nuclear age.” 

This exchange between the two leaders underscored the perceptual gap 
that had opened up in South Asia, where the Pakistani leadership’s per- 
ception of India’s nuclear capability was likely greater in scope than India’s 
self-conception as a nuclear power. Bhutto’s view was not an outlier. As 
Bhumitra Chakma observes, the “general public, political parties, and me- 
dia in Pakistan” all shared this view, as did the Pakistani military.*4 Given 
the generally poor background conditions in 1974 for Pakistan after its de- 
feat in 1971, the PNE not only had the effect of increasing Islamabad’s re- 
solve in seeking the bomb but did so by accentuating security concerns. But, 
in the end, what India had after the PNE was not enough for its nuclear de- 
terrence requirements, but neither was Pakistan—already proven to have 
been conventionally inferior—satisfied without its own capability. 


19805-1998 IN SOUTH ASIA: RECESSED DETERRENTS 
AND ENOUGHNESS 


By the end of the 1980s, both India and Pakistan had progressed suffi- 
ciently in their indigenous nuclear weapons development efforts to the point 
that both countries had recessed nuclear deterrents; their weapons could be 
manufactured, tested, and deployed over a relatively short duration. Paki- 
stan stockpiled nuclear weapons based initially on a compact uranium im- 
plosion design provided by China, which was tested on DF-2 ballistic missile 
in 1966. The first Pakistani highly enriched uranium (HEU) devices may 
have been assembled as early as 1985. According to Feroz Khan, Pakistan 
subsequently developed a smaller version of this device largely by improv- 
ing the electronics and reducing the “jitter” among the detonators. Pakistan 
conducted a series of twenty-four “cold test” of compact devices between 
1983 and 1995. Samar Mubarakmand argued that cold tests are sufficient to 
establish confidence in nuclear weapons designs. “If you have a cold test and 
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you detect neutrons,” Mubarakmand told Feroz Khan, “you can be more 
than 100% sure that if you put enriched uranium in the same bomb, it is 
bound to give you fission.” These devices were validated in nuclear explo- 
sions in 1998 after India’s nuclear test created domestic political pressure 
within Pakistan to follow suit. The general consensus is that these devices all 
used HEU, although there is reportedly a debate within the intelligence com- 
munity about the final test.” In any case, by 1986, Pakistan’s ability to manu- 
facture a working nuclear weapon was, in the US view, effectively complete; 
one US official memorably characterized Islamabad’s technical proximity to 
the bomb as being “two screwdriver turns” away from complete.*® 

On the Indian side, the final work toward the country’s initial nuclear 
weapons was ordered by Prime Minister Rajiv Gandhi in 1988-89 as a re- 
sponse to Indian fears concerning Pakistan’s weaponization. The Indian 
Atomic Energy Commission and Defense Research & Development Organ- 
ization were charged with weaponization and are thought to have produced 
the final components necessary for a missile-deliverable weapon around this 
time. India’s indigenously developed first-generation ballistic missiles began 
flight testing by 1988. The liquid-propellant-based Prithvi-I was first tested 
in 1988, and the solid-propellant-based Agni-I was first tested in 1989. Dur- 
ing this period, India’s ability to assemble and deliver a nuclear weapon was 
thought to be achievable in seventy-two hours, allowing New Delhi to prac- 
tice deterrence by assuring retaliation. While these developments were on- 
going in both countries, nuclear signaling remained muddled. Multiple crises 
between India and Pakistan around these times—notably, the Indian capture 
of the Siachen Glacier in Operation Meghdoot (1984), the Brasstacks Crisis 
(1986-1987), and the start of the Kashmir insurgency (1988—1990)—took place 
under the shadow of recessed deterrents and weaponization. 
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The precise role of nuclear deterrence in this era between India and Paki- 
stan remains contested but, in a subjective sense, senior decision makers 
in South Asia appeared to understand that nuclear capabilities played a role in 
shaping these crises.“ After an Indian military mobilization during the 1990 
Kashmir uprising, Pakistani officials feared the prospect of a preventive In- 
dian attack against its primary uranium enrichment facility. General Mirza 
Aslam Beg, Pakistan’s chief of army staff, would later describe a set of steps 
Pakistan took to imply the possible dispersal of nuclear weapons, “not to 
precipitate a crisis but to deter.” In Beg’s telling, the signal was meant for 
Indian interpretation as much as it was for American interpretation.** Feroz 
Khan, reflecting on this episode, which was partially disputed by other 
prominent Pakistani officials, including the then foreign minister Sahabzada 
Yaqub-Khan, notes that these types of “veiled messages” were an attempt to 
deter and may have been abetted by the lack of an ability by either India or 
Pakistan to verify the other’s nuclear capabilities with any high level of con- 
fidence of precision. “Neither country had the national technical means to 
detect the exact progress of the other’s nuclear program,” Khan writes.“ In 
Pakistan’s case, Khan, citing Mubarakmand, concludes that through 1990, 
there was considerable uncertainty within Pakistan’s nuclear weapons com- 
plex about whether the devices that had been cold tested to the point were 
“deliverable with any degree of assurance or performance.”* But even if Pak- 
istan had doubts about its nuclear capability, Beg’s retelling of crises during 
this time suggests that nuclear signaling appeared to play a role. 


1998 ON: A NEW NORMAL 


The nuclear competition between India and Pakistan in the twenty-two 
years since the 1998 tests has come to resemble the more conventional nu- 
clear dyadic relationship seen between the United States and the Soviet 
Union. In techno-military terms, the two countries remain mired in a secu- 
rity dilemma, whereby Indian pursuit of improved survivability for its sec- 
ond strike and development of damage limitation capabilities has been met 
with the ongoing testing, development, and evaluation in Pakistan of a range 
of new systems, from low-yield battlefield nuclear weapons like the Hatf-IX 
Nasr and the multiple independently targetable reentry vehicle capable Aba- 
beel medium-range ballistic missile. Advances in conventional precision 
strike platforms, intelligence, surveillance, and reconnaissance capabilities 
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in India, too, stand to keep Pakistani anxieties about the survivability of its 
own deterrent—and, by proxy, the qualitative and quantitative sufficiency 
of its deterrent—high.”* Both countries have also taken steps to gradually 
develop a sea-based deterrent.” In qualitative terms, especially, the post- 
1998 era has seen a substantial technical change in the delivery systems 
available to each side. 

In technical terms, both India and Pakistan have sought to improve sur- 
vivability and nuclear force responsiveness; Pakistan, owing to its offen- 
sively oriented posture, has doctrinally moved from a minimum credible 
deterrent to “full spectrum deterrence,” enabled by longer-range delivery 
vehicles and lower-yield options, like the medium-range Shaheen-III and the 
suspected 5-12 kT yield Nasr.** In the Indian case, it is less clear that many 
of post-1998 developments were driven by unease about the credibility of 
its assured retaliation posture versus other factors, including bureaucratic 
interests in the country’s Defense Research and Development Organisation 
(DRDO) to continue developing newer delivery systems, many of which 
were tested as “technology demonstrators” without full political sanction 
for development and deployment.” Given that India has concerned itself 
not only with Pakistan but with practicing credible minimum deterrence 
against China, many developments were driven by perceived deterrence re- 
quirements vis-a-vis Beijing.” 
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India’s self-assessment of the sufficiency of its nuclear forces, early in the 
post-1998 era, did not focus on available yield packages or delivery systems 
in the Pakistan case but more on the adequacy of nuclear command and con- 
trol (NC2). K. Subrahmanyam, a prominent advocate of India’s nuclear de- 
terrent and an instrumental voice in the development of India’s 1999 draft 
nuclear doctrine, writing in 2003 emphasized that the core of India’s credi- 
bility lay in its NC2 capabilities.” “The credibility of the Indian retaliatory 
ability which would deter a sabre-rattling Islamabad depends on the explicit 
and transparent projection of such a survivable command and control sys- 
tem,” he wrote.” Subrahmanyam was primarily concerned about India’s 
ability to retaliate after a decapitation strike—the worst-case scenario in his 
view—which might have posed particular challenges in the Indian context 
given the robustness of civilian control over the nuclear enterprise. Concern 
over NC2 is not unique to India and is a natural area of focus for a new nu- 
clear state, but developments in India early in the post-1998 era underscore 
this point.” 

One of the five detonations that India conducted in 1998 during the two 
Pokhran-II test events was later revealed authoritatively to have been a fiz- 
zled thermonuclear design. K. Santhanam, the DRDO field director for 
Pokhran-II, revealed in 2009 that “not only was the yield of the second fusion 
(H-bomb) stage of the thermonuclear (TN) device tested in May 1998 was... 
far below the design prediction made by the Bhabha Atomic Research Centre 
(BARC), but that it actually failed.”** P. K. Iyengar, a former chairman of In- 
dia’s Atomic Energy Commission, concurred with that assessment.°° In the 
eleven years between Santhanam’s authoritative disclosure and the May 1998 
test, few Indian scientists, civilian leaders, or military officers grumbled 
about nuclear insufficiency. As far as anyone in a position to have influence 
in India was concerned, the country was a nuclear power, even though ru- 
mors of a thermonuclear fizzle had been apparent for years. In Septem- 
ber 1998, the US seismologist Terry C. Wallace cast doubt that the Indian 
claim of having tested a forty-three kiloton thermonuclear weapon on 
May 11—the first of the two days of the Pokhran-II tests—was likely not the 
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case.” A month later, a report noted that further analysis at Lawrence Liver- 
more National Laboratory “concluded that the second stage of a two-stage 
Indian hydrogen bomb device failed to ignite as planned.”* Indian scientists 
subsequently pushed back on these analyses, claiming a lack of specific 
knowledge about the geological qualities of the Pokhran test site had skewed 
the seismic analysis.°° 

Both Santhanam and Iyengar extended their assessments of the failed 
thermonuclear weapon test to make the case that India’s deterrent, con- 
trary to its post-1998 presentation as credible, may be lacking. “Thermo- 
nuclear weapons are crucial to a credible deterrent because they are much 
lighter than fission weapons and therefore more suitable for deployment 
on missiles,” Iyengar wrote.” Santhanam was unequivocal: “No country 
having undertaken only two weapon related tests of which the core TN 
device failed, can claim to have a [Credible Minimum Deterrent].”° But 
these exhortations largely fell on deaf ears, and India’s civilian leadership 
did not acknowledge any major deficiencies. In the aftermath of the 2005 
US-India nuclear deal, in particular, Indian prime minister Manmohan 
Singh was keen to maintain goodwill, and any suggestion that New Delhi 
could resume nuclear testing despite an earlier announced unilateral mor- 
atorium would have had significant diplomatic consequences. Despite the 
technical shortcoming of India’s apparent thermonuclear test in 1998, New 
Delhi appeared to retain confidence in the deterrent effects of its nuclear 
arsenal. 

In the immediate aftermath of India’s 1998 tests—and before Pakistan’s 
Chagai-I and Chagai-II tests later that month—it appeared that Indian of- 
ficials did not take seriously the possibility that Pakistan would demonstrate 
a nuclear capability as well. L. K. Advani, the Indian home minister at the 
time and an influential leader within the then governing Bharatiya Janata 
Party, delivered remarks in the week after the Pokhran-II tests implying that 
India’s nuclear status had decisively transformed the geopolitical status quo 
in South Asia—apparently with little expectation that New Delhi would 
have to contend with a nuclear deterrence relationship with Islamabad ina 
matter of days. The tests have “brought about a qualitatively new stage in 
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Indo-Pakistan relations,” Advani said.*' He further counseled Pakistan to 
“realize the change in the geo-strategic situation in the region and the world 
[and] roll back its anti-India policy, especially with regard to Kashmir.” 
Advani's apparent lack of concern with imminent Pakistani breakout con- 
trasts with Rajiv Gandhi's weaponization directives in the late-1980s, which 
were driven directly by well-placed Indian concern about then-ongoing Pak- 
istani weaponization activities. Days later, Advani’s attempts to leverage 
India’s nuclear monopoly in South Asia to extract concessions on Kashmir 
and other issues would appear overstated as Pakistan conducted its tests. It 
is possible instead that Advani's posturing was intended for domestic con- 
sumption since the party had retained the option to “exercise the option to 
induct nuclear weapons” in its 1998 election manifesto. 

Post-1998 crises in South Asia have explicitly contended with nuclear pres- 
sures. Although scholarly accounts of the 1999 Kargil War and major crises 
in 2001-2002, 2008, and 2019 differ on the precise intensity of nuclear esca- 
lation risks, policymakers in both countries were well aware of the possi- 
bility for escalation.** Given divergent doctrines and postures—in particular, 
India’s adoption of no first-use and massive retaliation since 2003—Pakistan 
has retained the nuclear initiative. Senior Indian decision makers have in- 
dicated openly that the prospect of Pakistani nuclear first-use has effectively 
“deterred India” in crises, including from mobilizing conventional military 
forces after the 2008 Mumbai terror attacks when Lashkar-e-Taiba terrorists 
killed approximately 166 people. The prospect of credible Pakistani nu- 
clear first-use has vexed India; however, contemporary debates in New Delhi 
have not focused overwhelmingly on the technical capacity for effective de- 
terrence but on posture and doctrine. Although some prominent Indian 
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voices have advocated for continued nuclear testing at some point in the 
future, particularly to demonstrate a successful, fully staged, high-yield ther- 
monuclear weapon capability, reliability does not appear to be a primary 
Indian concern.” 


North Korea’s Deterrent 


There are three distinct periods in North Korea’s nuclear development; each 
period is marked by the advance of North Korea’s nuclear weapons capa- 
bilities, which causes a crisis that results in an attempted diplomatic settle- 
ment that quickly gives way to another crisis. 

This structure is probably not a series of coincidences. Narushige Mich- 
ishita argues that North Korea uses force when it wants something, and 
when it believes that a use of force—married with diplomatic efforts—will 
achieve it. He calls these periods “military-diplomatic campaigns.” Issues 
such as the broad international environment or domestic politics are likely 
secondary factors and, over time, North Korea's choice in tactics has changed. 
The important idea is that the decision to explode a nuclear weapon or 
launch a ballistic missile is better understood as a political demonstration 
rather than a test. The benefit sought by North Korea from these events is 
chiefly political, not technical—even if North Korean scientists do appreci- 
ate the technical gain from testing. 

The first period began in the late 1970s, as North Korea responded to South 
Korea’s nuclear weapons program by seeking its own nuclear reactor and 
ballistic missiles. This is the period in which North Korea built the reactor 
at Yongbyon and successfully developed a series of ballistic missiles based 
on the Soviet-produced Scud short-range ballistic missile. This period con- 
cluded with a series of diplomatic efforts by the Clinton administration to 
freeze North Korea's capabilities at a latent deterrent, with North Korea pos- 
sessing all the necessary technologies for a very minimal deterrent but 
having not fashioned a force that would normally be considered sufficient 
for an operational deterrent.” These diplomatic efforts included the 1994 
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Agreed Framework as well as the effort to negotiate an agreement to address 
North Korea’s development of ballistic missiles. 

This diplomatic process unraveled over the course of about a decade. 
There is no single moment separating this first period from the one to fol- 
low. As the diplomatic agreements that marked the end of the first phase 
were collapsing, North Korea resumed the progress toward more advanced 
capabilities that would begin the next phase. As diplomacy faltered, North 
Korea resumed its advance toward nuclear weapons by developing a ura- 
nium enrichment program to offer a second path to nuclear weapons, im- 
porting expertise and technology for ballistic missile engines that use more 
advanced propellants than the Scud-based missiles, and ultimately design- 
ing and testing a nuclear warhead compact enough to fit on a ballistic mis- 
sile.”” North Korea conducted nuclear tests in 2006 and 2009. These capabilities 
allowed North Korea to move from a latent to what might be called a ru- 
dimentary and small but operational force of missile-deliverable nuclear 
warheads. This period concluded with another series of diplomatic efforts 
by the Bush and Obama administrations. Both sought to reimpose a freeze 
on North Korea’s nuclear capabilities and its development of ballistic mis- 
siles. Although both agreements—2007 Six Party Talks and 2012 Leap Day 
Deal—were presented as steps toward the elimination of North Korea’s nu- 
clear programs, each agreement was in practice a partial freeze that left in 
place North Korea’s progress from latency to a what might be called a rudi- 
mentary deterrent. 

As in the case of the transition from the latency to a rudimentary deter- 
rent, there is no single moment when diplomacy failed, and North Korea 
resumed its nuclear programs. The collapse of the Six Party and Leap Day 
agreements were each followed, in about a year’s time, with North Korea's 
second and third nuclear tests, respectively. During this period, North Korea 
worked to significantly improve its nuclear weapons designs, developing a 
more reliable compact design as well as a thermonuclear weapon. These de- 
signs made more efficient use of North Korea's growing stockpile of pluto- 
nium and HEU. North Korea advanced to a third engine design for its 
ballistic missiles, importing a Soviet-era liquid propellant engine that finally 
allowed Pyongyang to develop a credible ICBM that could threaten the 
United States. Although these capabilities are modest by the standards of 
other nuclear powers, by 2017 North Korea had a small arsenal of nuclear 
and thermonuclear weapons that could credibly threaten US forces in South 
Korea and Japan, as well as targets in the United States. As in the preceding 
periods, North Korea again froze aspects of its program while opening ne- 
gotiations with the Trump administration, including summits in Singapore, 
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Hanoi, and Panmunjom.’! What North Korea offered was, again, a freeze 
in its capabilities; although continuing the pattern of past agreements, the 
freeze was even less comprehensive than its predecessors. North Korea com- 
mitted to ending the testing of nuclear weapons and ICBMs and offered to 
close its plutonium and uranium production facilities at the Yongbyon com- 
plex, but it continued to produce fissile material for nuclear weapons and to 
develop its missile capabilities. 

As in the case of all the preceding periods, the new era in North Korea’s 
nuclear program is emerging as the old era’s diplomatic denouement unrav- 
els. It is unclear what the new era will bring, although Kim Jong Un has 
promised it will be “shocking.”” 


The Path to Latency and the 1994 Agreed Framework 


North Korea’s interest in ballistic missiles and nuclear weapons most likely 
dates to 1965; although this interest appears to have entered a much more 
serious phase in the mid-1970s. At that time, South Korea had a program to 
seek a nuclear weapons capability, including an attempted purchase of a 
nuclear reactor and a program to develop ballistic missiles. Archives from 
former Warsaw Pact states reveal North Korean officials expressing interest 
in acquiring similar capabilities and focusing on South Korea’s programs. 
One North Korean official even asserted, not convincingly, that North Korea 
had already developed missiles and nuclear weapons.” 

Kim Il Sung’s efforts to acquire these capabilities from North Korea’s tra- 
ditional patrons, the Soviet Union and China, were initially unsuccessful. 
Archival documents from former Warsaw Pact states show that North Ko- 
rean officials repeatedly asked the Soviet Union to provide a research reac- 
tor—a request that was repeatedly denied.” One 1976 meeting seems to 
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have been especially heated.” The Soviet Union supplied North Korea with 
FROG artillery rockets and Styx cruise missiles; however, Moscow appears 
to have refused to supply Scud missiles that might form the basis of a nu- 
clear force. An effort to codevelop a ballistic missile with China also fell 
through.” 

The result was that North Korea acquired these technologies from out- 
side the traditional patron channels. North Korea ultimately acquired a pair 
of Scud missiles from Egypt. Egypt had lost the Soviet Union as a supplier 
of military equipment after the Camp David Accords. The two countries ap- 
pear to have worked out a barter arrangement, in which North Korea 
would reverse engineer the missiles and then aid Egypt in maintaining and 
producing them. The origin of the gas-graphite reactor at Yongbyon is murk- 
ier. It is evidently a gas-graphite reactor modeled on the British Calder Hall 
design. The UK sold Calder Hall-type reactors to Italy and Japan. The Yong- 
byon reactors bear a much closer resemblance to the gas-graphite reactor at 
Tokai-mura in Japan than it does to the Italian reactor at Latina or the par- 
ent designs in the UK. Analysts usually observe that the information about 
such reactors was easily found in the open literature.” Much of that litera- 
ture was available in Japanese publications. North Korea has long used sym- 
pathetic Korean residents living in Japan as a source of technology. 

These two capabilities—a gas-graphite reactor at Yongbyon and a series 
of Scud-based ballistic missiles—were the capabilities around which North 
Korea built its early nuclear weapons program and that ultimately drove the 
nuclear crisis during the Clinton administration, which negotiated the 1994 
Agreed Framework to freeze North Korea’s plutonium production infra- 
structure and sought, unsuccessfully, an agreement to resolve issues aris- 
ing from North Korea’s ballistic missile program. In the early 1990s, North 
Korea’s domestic and international situation deteriorated rapidly. The col- 
lapse of the Soviet Union damaged the North Korean economy and left 
Pyongyang exposed to international pressure. North Korea had in place a 
latent deterrent—the basic elements of a nuclear weapons capability, but it 
had not yet rendered those elements into an operational force. North Korea 
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possessed around six kilograms of plutonium—enough, according to US es- 
timates, for “one, possibly two” nuclear weapons.” There was a joke at the 
time, making the rounds of the Pentagon, that captured North Korea’s vul- 
nerability: “What would you do if North Korea tested a nuclear weapon? 
Tell them to test the other one.” 

Former intelligence analysts have noted that there was a hardening of 
views inside the US intelligence community about North Korea’s determi- 
nation to develop nuclear weapons around 1991.” There had been substan- 
tial evidence prior to 1991 that North Korea was seeking nuclear weapons, 
such as implosion experiments at Yongbyon. It is not clear what changed, 
but it is possible that North Korea’s reaction to the collapse of the Soviet 
Union may have had a profound effect. North Korea’s foreign minister re- 
ported that the loss of the protection provided by Moscow compelled North 
Korea to seek nuclear weapons.*° 

The foreign minister did not elaborate on the role that North Korean lead- 
ers saw for nuclear weapons, but two defectors later described widespread 
views throughout North Korea during the Kim Jong Il era.*! One, Choi Juh- 
wal, explained that the purpose of North Korea’s nuclear forces was to tar- 
get US forces in South Korea and Japan, particularly to interdict supply 
lines. “On the military front, the North can deal a blow to the 40,000 US 
forces stationed in the South and target the US defense facilities and the 
Japanese defense facilities in Japan, thereby effectively destroying supply 
based in times of war.” Choi also argued that North Korean leaders believed 
that the casualties in such an attack would cause the United States to stop 
an invasion. “If a war breaks out in the Korean Peninsula, the North’s main 
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target will be the US forces based in the South and Japan. That is the reason 
why the North has been working furiously on its missile programs. Kim 
Jong Il believes that if North Korea creates more than 20,000 American ca- 
sualties in the region, the US will roll back and the North Korea will win 
the war.” Young-Hwan Ko, a former North Korean diplomat who also testi- 
fied at the same hearing, claimed that such views were widely shared in- 
side the North Korean government.” 

Still, North Korea agreed, in 1994, to the Agreed Framework under which 
it froze operations at Yongbyon and suspended construction at two larger 
reactors based on the same design in exchange for the promise of improved 
relations with the United States. Although this agreement held out the even- 
tual possibility of eliminating the plutonium that North Korea was sus- 
pected of having separated covertly, it was a forward-looking document that 
was designed to freeze North Korea's production of plutonium. Almost im- 
mediately, the agreement—which also called for the United States and its 
partners in South Korea and Japan to provide fuel assistance and to con- 
struct a pair of relatively proliferation-resistant light-water reactors—ran into 
severe political opposition within the United States. The Clinton administra- 
tion attempted to preserve the Agreed Framework by negotiating a series of 
supplemental agreements. Allegations that North Korea was constructing a 
covert reactor underground, which proved false, resulted in an inspection by 
US experts. North Korea’s development, and export, of ballistic missiles led 
the Clinton administration to attempt to negotiate an agreement limiting 
North Korea’s ballistic missiles. Like the Agreed Framework, the prospective 
agreement held out the possibility of addressing missiles produced in the 
past but was fundamentally a forward-looking effort to freeze production 
and export. 

While the Agreed Framework faltered in the face of congressional oppo- 
sition, North Korea opened a second route to producing nuclear weapons 
in this period, acquiring technology for the enrichment of uranium using 
gas centrifuges. North Korea imported sample centrifuges from Pakistan, 
critical components from several countries, and began constructing a series 
of facilities, including a covert enrichment site near Kangson.® At the same 
time, North Korea was attempting to shift its missile program from Scud- 
based missiles, which use relatively poor propellants, to a new generation 
of missiles that use a more energetic propellant combination. North Korea 
did this, in large part, by importing technology and expertise from post- 
Soviet Russia.** 
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THE PATH TO RUDIMENTARY DETERRENCE AND THE 2007 SIX 
PARTY AGREEMENT 


As the Clinton administration's diplomatic efforts collapsed, North Korea 
embarked on a path toward a rudimentary deterrent. The Bush administra- 
tion formally abandoned the agreement after intelligence came to light, indi- 
cating that North Korea had begun to import large numbers of aluminum 
tubes suitable for the centrifuge program that we now know existed. 

North Korea was now free to complete its withdrawal from the 1970 Nu- 
clear Nonproliferation Treaty, which it effectuated in early 2003, and har- 
vest the kilograms of plutonium that had been canned under the Agreed 
Framework. North Korea appears to have converted some amount of the ma- 
terial into a small number of nuclear weapons. 

North Korea also appears to have made a relatively surprising decision— 
the device that North Korea constructed was reportedly 1,000 kilograms— 
compact enough to arm a ballistic missile. North Korea later released an 
image that appears to show Kim Jong Il posing with such a device. US in- 
telligence assessments have consistently argued that a compact device con- 
structed without prior testing is likely to produce a disappointing yield. A 
disappointing yield was, in fact, the result when North Korea tested a nu- 
clear weapon for the first time in October 2006. The device exploded, but its 
yield was low, probably less than two kilotons. 

Why did North Korea choose a technically risky path? The failure of the 
test surprised many analysts. It seems that North Korea was particularly 
sensitive to the international cost of testing relative to the technical gain. In 
some ways, this decision is not unusual for states that acquired nuclear 
weapons after the 1964 Chinese nuclear explosion. Though the first five nu- 
clear powers all tested large “Fat Man” style implosion devices, none of the 
subsequent states to build nuclear weapons have done so. Rabinowitz has 
documented the role of US bargaining in constraining testing in second- 
wave nuclear states—Israel, South Africa, and Pakistan.® Rabinowitz ar- 
gues that the United States chose to turn a blind eye to the existence of these 
programs provided that they did not conduct tests. Although we continue 
to use the term “tests” to describe these nuclear explosions, new nuclear 
states regarded them instead as more of a demonstration. 

North Korean leaders acted as though this is how they, too, saw nuclear 
explosions. Kim Jong Il may well have believed that he could continue to 
develop nuclear weapons as Israel, South Africa, and Pakistan all did as long 
as he refrained from conducting nuclear explosions. This probably reflected 
both conversations with Chinese officials, as well as how North Korean of- 
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ficials interpreted US positions in negotiations. North Korean leaders, at least 
initially, seem to have concluded that they could develop and deploy cer- 
tain nuclear-armed ballistic missiles, while minimizing external pressure 
by refraining from tests or demonstrations. 

The decision to conduct a nuclear explosion in 2006, by contrast, appears 
to have been driven by the conclusion that the situation with the United 
States was trending in an unfavorable direction with the collapse of the 
Agreed Framework. For Michishita, the nuclear test in 2006 was a military 
part of a military-diplomatic campaign to return the United States to nego- 
tiations, one outcome of which was that the Bush administration would 
eventually remove North Korea from the list of state sponsors of terror. 
North Korean leaders also saw the test as a means to strengthen deterrence 
by demonstrating resolve. 

This pattern is also evident in North Korea’s testing of ballistic missiles. As 
part of the Clinton-era diplomacy, North Korea had accepted a moratorium 
on the launches of long-range missiles “of any kind” after its test of a space 
launch vehicle in August 1998. This moratorium lasted until July 2006. Dur- 
ing this period, North Korea developed a new intermediate-range ballistic 
missile—the Musudan—based on the Soviet SS-N-6. The missile was first 
spotted by the US intelligence community in satellite images in 2003. North 
Korea even sold a 2,500 kilometer-range variant of the missile to Iran in 2005. 
US and South Korean officials increasingly began describing the missile as 
deployed beginning in 2007. North Korea still had not, at this point, tested this 
system. Despite the absence of any flight tests, North Korea developed two 
road-mobile ICBMs that used a pair of Musudan/SS-N-6 engines clustered in 
a first stage. As with North Korea’s first nuclear weapon, when North Korea 
finally did test the Musudan in 2016, the first four tests failed. 

There is further evidence that North Korea was sensitive to the interna- 
tional costs. North Korea’s tests of missiles in the 2000s correlated strongly 
with nuclear explosions. North Korea conducted missile tests on only two 
occasions between August 1998 and February 2014—July 2006 and July 2009. 
North Korea’s first and second nuclear tests also occurred in those years. 
There is no technical reasons for these events to be correlated. North Korea 
tested missiles in periods when it was also prepared to pay a relatively high 
cost, in terms of political isolation, for testing a nuclear weapon. It was not 
willing to do so on the more frequent basis necessary to sustain a techni- 
cally driven testing program. 

At the same time, North Korea was not willing to forgo the development 
of new capabilities, including a missile-deliverable warhead and a new gen- 
eration of an intermediate-range ballistic missile. With tests held back for 
purposes of political demonstration, North Korea operationalized an unre- 
liable nuclear deterrent. At this stage, North Korea's concept of enough ap- 
pears to emphasize the fact of certain capabilities but places relatively little 
weight on the reliability of those capabilities. This choice is curious from the 
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perspective of deterrence literature. The problem of preventive war has long 
been a significant concern among scholars who believe that the spread of 
nuclear weapons will be destabilizing. As a state approaches the nuclear 
threshold, calls for preventive war should increase, particularly among mil- 
itary leaders. There is ample evidence, for example, that some military 
leaders in the United States pushed for preventive action against the Soviet 
Union in the early 1950s and, later, against China. 

A state that tests a nuclear weapon that fails should face the most severe 
threat of preventive war, having made an unambiguous declaration of its 
intent to acquire a balance-altering nuclear capability as well as an admission 
that the capability is just out of reach. North Korea’s test of a Scud-based long- 
range missile capable of reaching parts of the United States, the Taepodong-2, 
failed in 2006. And its subsequent test of a nuclear weapon also failed. North 
Korea would seem to have been in a tough spot, given the relative power of 
the United States and South Korea. Yet no invasion occurred. The Bush ad- 
ministration in 2006 was mired in unpopular wars in Iraq and Afghanistan, 
while also managing a nuclear crisis with Iran. And South Korea, a necessary 
partner in any invasion, was led by Roh Moo-hyun, who had a strong political 
preference for diplomacy. There was little appetite for disarming North Korea. 

There is another aspect, however: the effect of North Korea’s latent deter- 
rent. There does not seem to be much indication that Bush administration 
officials seriously discussed a preventive war in 2006. But this may be because 
the Bush administration had already “baked in” the assumption that North 
Korea’s latent deterrent was, in important ways, a real one. And that may 
explain the decision to allow North Korea's capabilities to grow. This is 
evident in how individuals within the Bush administration framed the de- 
cision to withdraw from the Agreed Framework, even as they were invad- 
ing Iraq for attempting to acquire precisely the same capability. When 
asked directly about North Korea’s effort to recover the plutonium from the 
spent fuel, the then-secretary of state Colin Powell argued that North Korea 
was already a nuclear power. “What are they going to do with another two 
or three nuclear weapons?” Powell asked rhetorically on Meet the Press, “We 
now believe they have a couple of nuclear weapons and have had them for 
years.” More hawkish members of the Bush administration made a simi- 
lar argument, though in favor of a different policy approach. John Bolton 
recalls arguing that “Since we judged the North had already reprocessed 
enough plutonium to make several weapons even before all this news, I 
didn’t see that even the ‘worst case reaction’ as [Assistant Secretary of State 
James] Kelly called it, would make the slightest difference.”*” An implicit 
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notion of what it means to have nuclear weapons is doing an enormous 
amount of lifting in both of these dismissals. This implicit notion is also at 
odds with the specific technical understanding of the requirements for pos- 
sessing a reliable operational force. 

The result was that this period, like the previous, ended with diplomacy. 
After the missile launch and nuclear explosion in 2006, North Korea par- 
ticipated in a new diplomatic forum, the Six Party Talks, and agreed to a 
much weaker set of limitations that required the temporary disablement of 
its declared facilities for producing plutonium. That agreement was envi- 
sioned as a step toward a more ambitious resolution; however, it ultimately 
foundered over concerns relating to verification and collapsed in 2009 as 
North Korea greeted the incoming Obama administration with a second 
nuclear test and another space launch. 

The second phase of North Korea’s nuclear program dragged on for sev- 
eral more years during the Obama administration, which largely replicated 
the approach of the Bush administration, with similar results. After a long 
period of refusal to engage with North Korea—a period described as “stra- 
tegic patience”’—the United States and North Korea reached something 
called the Leap Day Deal in 2012.°° This largely replicated the pattern of 
previous agreements, offering another freeze in North Korean nuclear ca- 
pabilities in exchange for an easing of sanctions. Rather than an agreement 
in a formal sense, the deal was codified in a pair of unilateral statements. 
The differences between the two statements were immediately obvious, as 
the North Korean statement reserved the right to conduct space launches— 
something North Korea did a few weeks later. With the Leap Day Deal dead, 
North Korea conducted another nuclear explosion in 2013. 


THE PATH TO MINIMUM DETERRENCE AND THE 2018 
SINGAPORE SUMMIT 


North Korea moved into the next phase of its nuclear development before 
the existing diplomatic process had completely ended. North Korea’s ambi- 
tions were growing. As early as 2010, there were suggestions in North Ko- 
rean statements that the country ultimately sought a thermonuclear weapon, 
and the ability to deliver it against the United States. In 2012 North Korea 
displayed the first of two mockups of a road-mobile ICBM that used a clus- 
tered pair of engines from the then-untested Musudan missile. By 2013, the 
chances of a diplomatic agreement were dead. Obama administration offi- 
cials had abandoned diplomacy, arguing that striking a deal with Iran should 
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take priority, believing a deal with Tehran would be the best way to restart 
negotiations with North Korea, while Kim Jong Un made a series of visits and 
announcements that highlighted the role of North Korea’s strategic rocket 
force. Most notably, Kim announced that he had approved a plan to target lo- 
cations in the United States. The announcement came with an image that 
showed a map of the United States, revealing four targets: Pearl Harbor, San 
Diego, Washington, DC, and Barksdale Air Force Base. 

The target map is interesting because it represents a concept of deterrence 
that is strikingly consistent with one presented by two North Korean de- 
fectors in the late 1990s. Washington is an obvious target. Barksdale was 
where President Bush went on September 11, 2001. Although that was a spur 
of the moment decision, North Korea may have concluded that this was a 
fallback location for the US president in a conflict. These targets represent the 
idea that deterrence against an effort to remove Kim Jong Un would imperil 
the president of the United States. The other two targets—Pearl Harbor and 
San Diego—are where the US Pacific fleet is based. These targets represent 
an extension of the targeting strategy that one of the defectors outlined. 
“Those missiles,” Choi explained, describing missiles to target South Korea 
and Japan, “will be used to prevent the U.S. supplies reaching the Korean 
Peninsula and, therefore, ensuring the complete victory for North Korea.” 
The inclusion of Pearl Harbor and San Diego demonstrates continuity be- 
tween the impression held by defectors in 1997 and the current regime. 

Similarly, Kim Jong Un has also posed with maps showing targets in 
South Korea, Japan, and Guam. In these instances, North Korean state me- 
dia has conveyed that the use of nuclear weapons against US forces in South 
Korea and Japan is intended to interdict invading forces and their logistics. 
North Korea has taken pains to go beyond possessing capabilities to pre- 
senting these capabilities as an operational force that is capable of carrying 
out a specific task related to a theory of victory. The notion of enough has, 
in one important way, changed. Yet, in another important way, the notion 
of enough remains similar. In 2017, North Korea developed yet another se- 
ries of missiles based on a different Soviet-era engine—the RD-250. This en- 
gine, like the Scud and Musudan before it, has been imported, reverse 
engineered, and then used in multiple missiles—the Hwasong-12 IRBM, the 
Hwasong-14 ICBM, and a clustered pair in the Hwasong-15 ICBM. Yet North 
Korea has flight tested these missiles only a handful of times—nine times 
across three missiles. The Hwasong-15, with its cluster of engines, has been 
flight tested once. A larger version with multiple warheads, the Hwasong-17, 
has not been tested at all as of February 2022. 

In 2017, North Korea also successfully tested a thermonuclear weapon 
with a yield of around 200 kilotons. Kim Jong Un posed with a mockup of 
the weapon to demonstrate that it was small enough to arm a ballistic mis- 
sile. North Korean state media also showed a short clip of the device being 
placed in a test tunnel. This device was also tested once. These are extremely 
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limited test pedigrees for a nuclear weapons capability. The United States 
and other nuclear powers have successfully tested nuclear weapons and bal- 
listic missiles, only to find problems in subsequent tests. And yet Kim Jong 
Un declared the completion of his nuclear force, apparently closed the nu- 
clear test site at Punggye-ri, and engaged in three summits with Donald 
Trump. During this time, Kim dismantled the engine test stand at Sohae and 
offered to close the nuclear facility at Yongbyon. But like previous diplomatic 
engagements, this effort, too, has collapsed. 

The parties left Hanoi empty-handed, North Korea has reassembled the 
test stand at Sohae and resumed engine testing, and statements since by 
North Korean officials indicate that new capabilities will be tested in the 
future. In the wake of the collapse, North Korean officials have given us the 
clearest hint yet as to how they think about this question of enough. Repeat- 
edly, North Korean officials described the country’s offers—to refrain from 
nuclear and missile testing, to close certain facilities, and so on—as political 
gifts to President Trump. In doing so, they have come far closer to asserting 
that they were seeking the tacit agreement outlined by Rabinowitz: that 
Washington would turn a blind eye to North Korea’s nuclear capabilities pro- 
vided that Pyongyang did not test or otherwise brandish these capabilities. 


Conclusions 


The late Tom Schelling was fond of complaining that nuclear explosions 
were described incorrectly as “tests.” In his view, they were more correctly 
viewed as demonstrations, conducted for political more than technical rea- 
sons. Evidence from India, Pakistan, and North Korea underscores this ob- 
servation and helps fill it out. New states self-determine enoughness based 
primarily on political ends more than technical benchmarks. Even before 
operationalizing minimally credible deterrents, these states have seen latent 
nuclear capabilities and rudimentary deterrence as enough for the time be- 
ing. The balancing act being performed is not political interests against tech- 
nical ones, but rather among political interests—almost exclusively, with 
technical issues treated as a detail to be dealt with otherwise. 

These states, as a result, often settle on what Schelling called uncertain 
retaliation.” They appear to eschew numerical metrics in favor of political 
judgments. In some instances, this may reflect an international political and 
legal environment that imposes a political cost on overt displays of capabil- 
ity, but in others it reflects a view that nuclear explosions, missile flight tests, 
and unit exercises can be used for political gain. Decision makers in these 
states value these political benefits and costs more than they value increased 
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reliability. After all, increased reliability must itself be understood as some- 
thing that contributes to fundamentally political ends. 

Even before North Korea had demonstrated a minimally credible inter- 
continental ballistic missile capability in 2017, it viewed nuclear testing as a 
useful means of establishing resolve and buttressing its pursuit of political 
objectives vis-a-vis the United States and other states in the region. Though 
India and Pakistan navigated periods of uncertainty about each other’s nu- 
clear capability—especially in the 1980s, as their nuclear deterrents coalesced 
into their weaponized forms—perceptual gaps between actual and imagined 
capabilities did not alter their political objectives. In the years immediately 
preceding their 1998 breakouts, both India and Pakistan had calculated that 
their recessed nuclear weapons capabilities provided enough deterrent ef- 
fects given their political objectives. Across all three countries, there is evi- 
dence that even capabilities with limited demonstration and testing were 
perceived by their possessors as creating significant political effects. 

New nuclear states appear to have internalized the dramatic effects of nu- 
clear weapons early on in their pursuit to develop and deploy them. They 
have been satisfied with even low levels of credibility, believing signifi- 
cant deterrent effects have begun to manifest and observing adversaries 
undertaking investments in their own conventional and nuclear capabili- 
ties to respond. It is in this earliest period of nuclear possession—and 
development—that a state’s conception of what is enough is most flexible. 
But over time, new nuclear states acclimate themselves to the ardors of nu- 
clear possession and face familiar struggles. India and Pakistan, for instance, 
now find themselves in the throes of a spiraling security dilemma, where 
much like the United States and the Soviet Union in the first half of the Cold 
War, both states continue to invest in nuclear and nonnuclear capabilities to 
attain advantage and assure survivability. 

North Korea continues to increase the size of its nuclear arsenal while also 
seeking newer and better delivery systems, including tactical nuclear weap- 
ons. These contemporary dynamics suggest that as new nuclear states ma- 
ture, their conception of sufficiency may shift. Although the initial 
satisfaction that new nuclear states may have with an uncertain retaliatory 
capability may seem encouraging in terms of stability, the subsequent 
twenty-plus-year history of nuclear possession by India, Pakistan, and North 
Korea suggests that, over time, new nuclear states gradually become more 
like the old ones. This may reflect any number of factors from the bureau- 
cratic influence of military-industrial interests, to the falling political costs 
as other states adjust to the reality of a state’s nuclear status, to the propen- 
sity to arms race—something evident in both the relatively symmetric India- 
Pakistan relationship and the considerably asymmetric US-North Korea 
relationship. 

There are differences among new nuclear states, especially in the earliest 
periods of nuclear possession. These differences may not reflect a state's self- 
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conception of nuclear enoughness so much as how their adversaries make 
sense of the new nuclear state’s capabilities. Where examples across our 
three cases diverge considerably, it is likely because the adversaries are so 
different. In the early 2000s, voices within the Bush administration treated 
North Korea as having something akin to a minimum deterrent long before 
North Korea itself saw its capabilities in this regard. But it was precisely this 
perception that may have allowed Pyongyang to deploy certain capabilities 
with low/no testing. In crises with Pakistan in the late-1980s, India appeared 
to have, by contrast, underrated what later became known: that Pakistan’s 
nuclear weaponization efforts have proceeded apace and that Islamabad 
likely had a fully weaponized nuclear capability by the height of the 
Brasstacks Crisis, when its fears of an Indian preemptive strike were height- 
ened. This dynamic repeated itself in May 1998, when the top leadership of 
the Bharatiya Janata Party spoke of India’s nuclear capability as if New Delhi 
was expecting an apparent nuclear monopoly. Those illusions were shat- 
tered later that same month when Pakistan conducted its first tests. New 
Delhi's apparent complacency contrasts with Pakistan’s reaction to the 1974 
Indian PNE, which Islamabad interpreted as highly threatening despite In- 
dian attempts to publicly present the event as nonthreatening. It is a puzzle 
that decision makers in the United States, where there is a high emphasis 
on testing for reliability, should regard North Korea’s capabilities as politi- 
cally significant, while Indian decision makers did not judge Pakistan’s ca- 
pabilities in the same way. 

These examples underscore the point that measures of arsenal size must 
be understood through the perception of the states themselves. And that a 
new nuclear state’s self-perception of enoughness may have little to do with 
how its adversaries reason about their capabilities. This tendency is com- 
plicated by the fact that the tendency to view tests and exercises as demon- 
strations increases the uncertainty experienced by adversaries. New nuclear 
states overwhelmingly prefer opacity about their capabilities to the benefits 
from demonstration. This tendency persists well into their possession of a 
rudimentary deterrent and after. Where some clarity emerges, it tends to be 
in the form of doctrinal statements on nuclear weapons and other forms of 
overt signaling. 

This situation stands in contrast to much of the academic writing about 
nuclear deterrence and signaling as well as how these issues are described 
in policy circles. Western opinions have largely reflected Wohlstetter’s sense 
that the balance of terror is fragile and highly sensitive to changes in the 
technical balance of power and capabilities. The experience of new nuclear 
states suggests a markedly different approach, one that finds the balance of 
terror in the political calculations of leaders rather than in the calculations 
made by analysts. 
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Survivability in the New Era 
of Counterforce 


Christopher Clary 


This chapter examines whether the ability of nuclear forces to survive first 
strikes has eroded in politically meaningful ways in the new era of counter- 
force. Do advances in the accuracy of nuclear and non-nuclear delivery sys- 
tems combine with new capabilities in remote sensing to make “the task of 
securing nuclear arsenals against attack much more challenging,” as Keir 
Lieber and Daryl Press allege?! Or do these changes fail to erode the founda- 
tion of nuclear deterrence, just as past technological advances failed to do? 

I argue that there is a continued material basis for the nuclear revolution. 
The new era of counterforce, like past eras, is likely to generate sufficient 
hope and hype to spur significant investments and even doctrinal evolution 
in an attempt by conventionally superior powers to escape the nuclear rev- 
olution’s strictures; nevertheless, it remains unlikely that leaders in a crisis 
would ever be assured of counterforce success and therefore would be un- 
likely to attempt a counterforce strike. The action portion of the action- 
reaction cycle is likely to be significant for conventionally superior powers 
interested in disarming strikes, whereas the reaction portion is likely to be 
comparatively modest because the costs of technologies and systems neces- 
sary for first strike success still remain greater at the margin than the associ- 
ated costs of technologies and systems necessary for survivability. As with 
the advent of thermonuclear weapons, spy satellites, ballistic missiles, and 
multiple independently maneuverable reentry vehicles (MIRVs), the con- 
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(Ithaca: Cornell University Press, 2020), chap. 3. 


154 


SURVIVABILITY IN THE NEW ERA OF COUNTERFORCE 


sequence of this new technological era is likely to be arms jogging and occa- 
sional arms racing that fails to erode the foundations of nuclear deterrence, 
even in asymmetric nuclear relationships. The greatest danger that these 
new technologies might unleash nuclear cataclysm is not that they cause a 
first strike but rather that reactionary steps, such as increasing the size and 
readiness of nuclear arsenals, modestly increase the danger of nuclear acci- 
dents and terrorism. 

As in other areas of nuclear competition, these effects all occur in the 
shadow of continued US efforts to maintain nuclear primacy.” US counter- 
force capabilities stimulate concerns in Russia, China, North Korea, and 
(to a considerably lesser extent) Pakistan. Their responses, in turn, have im- 
plications for India, France, and the United Kingdom. Thus, while the 
analysis that follows will take the nuclear dyad as the primary unit for as- 
sessment, especially the US-China dyad, each dyad is merely part of a larger 
cascade that starts with US moves and the countermeasures those moves 
engender, with effects that percolate through the entire nuclear system.’ 

This chapter proceeds in four parts. First, it briefly reviews recent schol- 
arship questioning the ease of constructing and maintaining a survivable 
second-strike nuclear force. Second, it assesses survivability during the old 
era of counterforce to show that states often accepted prolonged periods 
without reliable second-strike forces that were concealed or hardened against 
adversary first strike. Third, it examines each of the major technologies as- 
sociated with the new era of counterforce before turning to countermeasures 
available to targeted nuclear states. Fourth, it examines why arms racing 
might be rational even if deterrence is not fundamentally jeopardized by 
new technologies. 


New Worries about Nuclear Survivability 


Since at least the 1950s, there has been debate about how difficult it is for two 
nuclear weapons powers to deter each other. One principal line of argumen- 
tation in that debate, arguably the most important one, involved whether a 
nuclear weapons state could ever engage in a first strike that would elimi- 
nate the retaliatory second-strike forces of its adversary under any plausible 
scenario. This element contained within it a subsidiary debate about how 
much destruction would have to be visited on the adversary—and hence 


2. Keir Lieber and Daryl Press, “The Rise of U.S. Nuclear Primacy,” Foreign Affairs 85, 
no. 2 (2006): 42-54. 

3. Michael Krepon, “Missile Defense and the Asian Cascade,” in The Impact of Missile 
Defenses in Southern Asia, ed. Michael Krepon and Chris Gagné, 61-95 (Washington, DC: 
Henry L. Stimson Center, 2002). 
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how many deliverable nuclear weapons would have to survive—to deter any 
political impulse to strike first.t 

In the early years after Hiroshima and Nagasaki, the predominant West- 
ern thinking on nuclear deterrence concluded that its requirements were 
easily obtained. Though this school of thought has been most prominently 
associated with Bernard Brodie or P. M. S. Blackett, the breadth of this think- 
ing was fairly wide, encompassing dozens of prominent intellectuals. The 
counterview is closely associated with one individual, Albert Wohlstetter, 
though his views would eventually come to dominate thinking on deter- 
rence, especially within the US government.” Brodie, Blackett, and others 
were largely unconcerned with survivability and, as a consequence, nuclear 
asymmetry, but Wohlstetter argued that deterrence was “precarious” and 
the result of a “delicate balance of terror.”® This was a radical shift from 
more relaxed thinking about the requirements of deterrence. Perhaps the 
apotheosis of that earlier, pre-Wohlstetter view is captured in journalist 
Richard Rovere’s argument that “If the Russians had ten thousand warheads 
and a missile for each, and we had ten hydrogen bombs and ten obsolete 
bombers . . . aggression would still be a folly that would appeal only to an 
insane adventurer.”” (Rovere could not know at the time that Chinese nu- 
clear strategy would eventually come quite close to testing his proposition.) 
Wohlstetter, by contrast, argued that deterrence was “neither inevitable nor 
impossible but the product of sustained intelligent effort, attainable only by 
continuing hard choice.” It would require costly and complex systems that 
could survive a nuclear first strike or be able to launch while under attack. 

This had implications for thinking about nuclear proliferation, Wohlstetter 
was quick to point out. “Though a wider distribution in the ownership of 
nuclear weapons may be inevitable, or at any rate likely, it is by no means 
inevitable or even very likely that the power to deter an all-out thermonu- 
clear attack by Russia will be widespread. This is true even though a minor 
power would not need to guarantee as large a retaliation as we in order to 
deter attack on itself. Unfortunately, the minor powers have smaller re- 


4. Secretary of Defense McNamara, for instance, favored a requirement to maintain a 
capacity “to destroy, after a well-planned and executed Soviet surprise attack on our Stra- 
tegic Nuclear Forces, the Soviet Government and military controls, plus a large percentage 
of their population and economy (e.g. 30% of their population, 50% of their industrial ca- 
pacity, and 150 of their cities.” Quoted in Lawrence S. Kaplan et al., History of the Office of the 
Secretary of Defense, vol. 5, The McNamara Ascendency, 1961-1965 (Washington, DC: Depart- 
ment of Defense, 2006), 319. 

5. For an informed introduction to the debate, see Rajesh Basrur, “Nuclear Deterrence: 
The Wohlstetter-Blackett Debate Re-Visited,” RSIS Working Paper no. 271 (April 15, 2014), 
https://www.rsis.edu.sg/wp-content/uploads/rsis-pubs/WP271 pdf. 

6. Albert Wohlstetter, “The Delicate Balance of Terror,” Foreign Affairs 37 (January 1959): 
211-234. 

7. Rovere quoted in Wohlstetter, “The Delicate Balance of Terror,” 213-214. 
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sources as well as poorer strategic locations.” As a consequence, Wohlstetter 
posited, “Mere membership in the nuclear club might carry with it prestige, 
as the applicants and nominees expect, but it will be rather expensive, and in 
time it will be clear that it does not necessarily confer any of the expected 
privileges enjoyed by the two charter members.”® For a variety of reasons, 
contemporary advocates of Wohlstetter-like arguments regarding the neces- 
sity of a fairly large and diverse US nuclear arsenal also tend to be much 
more concerned about nuclear proliferation than Wohlstetter was.’ 

The question of whether a damage-limiting disarming strike was possi- 
ble did not fully go away, but the emphasis of the debate did shift in the 
public discourse in the late 1970s and 1980s. One way that a first strike might 
limit damage was not merely through the targeting of adversary forces, but 
also by targeting adversary command and control networks. The resulting 
retaliation would be disjointed, and each successful hit on a command and 
control node had, at least the potential, of having multiplicative effects far 
greater than successfully destroying a missile silo or a bomber base. Some 
argued this generated dangerous first strike incentives for adversaries, 
though they were countered by others who argued damage-limitation 
strikes worked best if the partially disarmed side could negotiate de- 
escalation to preserve what was left of their country. Targeting command 
and control networks had the principal downside of killing the counterparts 
necessary for intra-war negotiations.’ 

More recently, revisionist scholars have called into question whether as- 
sured destruction was firmly accepted by US nuclear planners and, impor- 
tantly, if US counterforce developments led to meaningful doubts within 
Soviet planners about the survivability of their nuclear forces. In an argu- 
ment most closely associated with Brendan Rittenhouse Green and Austin 
Long, these revisionists argue that there was a second Cold War arms race 
that followed the earlier race of the 1950s and 1960s. While the first race had 
been a scramble to acquire assured destruction capabilities, provoked in part 
by Wohlstetter’s intervention, this second race included investments in pre- 
cise counterforce capabilities, missile defenses, and sophisticated com- 
mand and control systems for nuclear warfighting." They suggest that the 


8. Wohlstetter, “The Delicate Balance of Terror,” 228-229. 

9. Compare Matthew Kroenig, The Logic of American Nuclear Superiority: Why Strategic 
Superiority Matters (New York: Oxford University Press, 2018) and Kroenig, A Time to At- 
tack: The Looming Iranian Nuclear Threat (New York: St. Martin’s Press, 2014). 

10. Bradley Thayer, “The Risk of Nuclear Inadvertence: A Review Essay,” Security Studies 
3, no. 3 (1994): 428-493. 

11. Brendan Rittenhouse Green, The Revolution That Failed: Nuclear Competition, Arms 
Control, and the Cold War (Cambridge: Cambridge University Press, 2020); Green and Austin 
Long, “The Geopolitical Origins of U.S. Hard-Target—Kill Counterforce Capabilities and 
MIRVs,” in The Lure and Pitfalls of MIRVs: From the First to the Second Nuclear Age, ed. Michael 
Krepon, Travis Wheeler, and Shane Mason (Washington, DC: Stimson Center, May 2016), 
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Soviet Union rationally feared these developments and responded accord- 
ingly.” Others disagree and suggest the Soviet Union only minimally re- 
acted to late Cold War developments.’ 

Green and Long’s arguments are distinct from, but related closely to, a se- 
ries of arguments by Keir Lieber and Daryl Press that the United States 
stands—or at least stood—on the verge of “attaining nuclear primacy vis-a- 
vis its plausible great power adversaries” and more recently that there was a 
broader shift toward a “new era of counterforce.” Green and Long were pri- 
marily interested in late Cold War developments, whereas Lieber and Press 
suggest post-Cold War developments may have generated even more pro- 
found shifts. Lieber and Press identify several reasons for US primacy against 
other great powers, principally improving US missile defenses, increasingly 
accurate ballistic missile delivery systems, and in later work improvement in 
sensors to locate stationary and mobile nuclear forces. 

If this new era of counterforce endangers survivability, how different is it 
from earlier eras? Has survivability largely been intact, only to be eroded 
by new technological developments? Or might this new era echo earlier pe- 
riods where second-strike nuclear forces were perhaps less secure and 
hence less assured than conventional wisdom might suggest? 


The Historically Slow Road to Survivability 


One way to consider the implications of a new era with questionable surviv- 
ability is to examine what happened during earlier periods when survivabil- 
ity was in doubt. What if we take Lieber and Press's twin requirements of 
concealment or hardening as the metric to measure when states achieved 
survivability? How quickly did nuclear weapons powers acquire forces 
that could retaliate even after a first strike? Since stationary forces, however 
well-concealed through camouflage and operational security precautions, are 
likely to be exposed over time through lapses and intelligence breakthroughs, 
I use mobility—either via land—or sea-based systems—as a proxy for con- 
cealment. By hardening, I use vertical underground silos as the standard, 
though many countries experimented with horizontal “coffin” silos, or roll- 


19-54; Long and Green, “Stalking the Secure Second Strike: Intelligence, Counterforce, and 
Nuclear Strategy,” Journal of Strategic Studies 38, nos. 1-2 (2015): 38-73. 

12. Green and Long, “The MAD Who Wasn't There: Soviet Reactions to the Late Cold 
War Nuclear Balance,” Security Studies 26, no. 4 (2017): 606-641. 

13. Pavel Podvig, “Did Star Wars Help End the Cold War? Soviet Response to the SDI 
Program,” Science and Global Security 25, no. 1 (2017): 3-27. 

14. Lieber and Press, “The New Era of Counterforce”; and Keir A. Lieber and Daryl G. 
Press, “The End of MAD? The Nuclear Dimension of U.S. Primacy,” International Security 
30, no. 4 (Spring 2006): 7—44. 
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out-to-launch, or elevate-to-launch silos before most transitioned to either mo- 
bile systems or launches from within underground, vertical silos. Table 6.1 
lays out those milestones for all nine nuclear powers. 

The superpowers initially relied on some combination of secrecy, inaccu- 
racy, and eventually large numbers to protect their nuclear forces in the first 
nuclear decade. Neither the United States nor the Soviet Union shifted to se- 
rious hardening, in the form of silo-based ballistic missiles, until the early 
1960s, in part because the intellectual antecedents of why they might need to 
do so had not been formulated. Before then both states relied either entirely 
on bombers or bombers supplemented with a limited number of missiles ar- 
rayed at soft, fixed, above-ground sites (readily identifiable from air or space 
and initially requiring cumbersome fueling procedures). Missiles at sea, dif- 
ficult to detect and mobile, were deployed on a similar timetable for the 
superpowers, though the United States had a limited carrier-based bomber 
capability within a few years of having an operational nuclear device. The 
distances involved in the superpower competition—Moscow is 7,000 kilo- 
meters from Anchorage and 8,000 kilometers from Washington, DC—meant 
that the technical advances necessary for a superpower to threaten the other 
from homeland to homeland were daunting. Although the United States 
could and did forward-base nuclear assets in Europe and the Soviet Union 
attempted to do so in the Caribbean in 1962, such forward assets were more 
vulnerable to attack. They were practically easier for the other superpower to 
reach, they might be rendered inaccessible through political changes in the 
host nation, and their destruction by the adversary might “limit” a nuclear 
war to the soil of allies rather than the superpowers themselves. Thus there 
was a ten- to fifteen-year window between when superpowers had opera- 
tional nuclear explosive devices and when they could reliably deliver them 
in a second strike from their territorial homeland. In fact, concerns about the 
survivability of the bomber leg led the United States to maintain airborne 
nuclear alerts from 1958 until 1968, when a string of accidents finally con- 
vinced US policymakers that the dangers of such an alert outweighed the 
survivability benefits. 

The next two nuclear powers—the United Kingdom and France— 
similarly experienced a lag in fielding survivable forces, even though they 
started their journeys later, meaning more intellectual and technological ele- 
ments associated with building such forces were in place. Neither US ally 
could reliably threaten their principal Soviet adversary with nuclear weap- 
ons in the immediate aftermath of nuclear weapons acquisition. For Britain, 
its geographic proximity to the Soviet Union (London is approximately 2,500 
kilometers from Moscow) combined with its political-military relationship 


15. See Wohlstetter’s long discussion on problems associated with forward basing in 
“Delicate Balance of Terror.” 
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with the United States offered it a distinct path to a survivable force com- 
pared to the two superpowers. Britain tested a nuclear explosive device by 
1952; however, it could not reliably deliver a nuclear weapon to the Soviet 
Union until it acquired a bomber with sufficient range in 1955. Britain pur- 
sued the US-origin Skybolt air-launched ballistic missile to increase the reli- 
ability of its bomber-oriented deterrent but had to shift to the US-origin 
Polaris submarine-launched ballistic missile (SLBM) following the Skybolt’s 
cancellation by the Kennedy administration. Britain did not field an opera- 
tional submarine with associated SLBM until 1968, or sixteen years after its 
first successful nuclear explosive test. 

France tested its first nuclear explosive in 1960 but did not have a bomber- 
deliverable device until 1963 or 1964. Like the superpowers, France pur- 
sued both silo-based land missiles and submarine-launched ballistic missiles 
for greater survivability, with both systems operational by 1971, eleven years 
after France’s first nuclear test. Although France's silo-based missiles were 
nominally “survivable,” in a sense they were hardened against anything but 
proximate, large nuclear blasts, the realities of the Soviet arsenal meant they 
were in practice “very vulnerable to a first strike.”!° French planners con- 
tented with the argument that their destruction would require a sufficiently 
large nuclear attack to justify any retaliatory attack from remaining French 
nuclear forces.” In other words, any Soviet attack would have to be suffi- 
ciently large that it would kill large numbers of French civilians, thus elim- 
inating any moral concerns some future French leader might have about 
using the residual French nuclear arsenal in a way that killed large num- 
bers of Soviet civilians. 

China conducted its first nuclear test in 1964 but faced considerably larger 
distances than either the United Kingdom or France to reach the territorial 
core of its principal adversaries, initially the United States (more than 8,000 
kilometers from eastern China to the US West Coast) and subsequently the 
Soviet Union (approximately 3,500 kilometers from western China to Mos- 
cow). Unlike the first four nuclear powers, China did not first acquire a 
bomber capable of reaching the territorial heartland of its principal adver- 
sary before fielding missile systems capable of doing so. Its Soviet-origin Tu- 
16 and indigenous equivalent H-6 had an approximately 2,600-kilometer 
range, and thus could only reach Soviet cities in Siberia (such as Novosibirsk) 
or the Soviet Far East (Vladivostok) or the cities of US allies in Asia (such as 
Japan). While subsequent H-6 variants had more efficient engines and could 
be aerially refueled, bringing Moscow into theoretical range, China acquired 
longer-range, liquid-fueled missiles before it had a bomber delivery capa- 


16. David Miller, The Cold War: A Military History (New York: St. Martin’s Press, 1998), 143. 
17. Robbin F. Laird, France, the Soviet Union, and the Nuclear Weapons Issue (Boulder, CO: 
Westview Press, 1985), 48. 
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bility. Even then, when the DF-4 (CSS-3) was deployed in 1975, it was ac- 
quired initially in exceptionally small numbers, and its roll-out-to-launch 
or elevate-to-launch basing modes combined with its liquid-fueling likely 
made it vulnerable to the much larger Soviet and US nuclear forces. The fol- 
low-on, longer-range DF-5 faced similar vulnerability because of its liquid 
fuel and exceptionally small numbers, even if it was silo-based.'* It was not 
until the fielding of the mobile, solid-fuel DF-31 in the late 2000s—more than 
four decades after China’s first nuclear test—that China arguably had a truly 
survivable weapon, though even then it was fielded in such small numbers 
that even a tiny failure of concealment might have endangered the force. 

Israel, primarily concerned with nearby adversaries, was able to acquire 
delivery systems, especially survivable mobile missile forces, on a faster 
timeline than the five prior nuclear weapons states, as a consequence of both 
its status as a later nuclear acquirer (benefiting from two decades of post- 
World War II developments in missile and rocket technology) and the less 
daunting ranges that it needed to traverse in order to deliver weapons onto 
its neighboring adversaries. Shorter-range missiles are easier to design with 
sufficient compactness to make them mobile, and Israel fielded the Jericho- 
I system as early as 1972, though many sources suggest its guidance system 
was unreliable for some period after its nominal operational status. 

India tested its initial nuclear explosive device in 1974. That device may 
have fizzled, was unworkably large for a weapon, and would have been of 
uncertain reliability irrespective of the delivery vector. Though India may 
have been able to deliver that device against its primary adversary, Pakistan, 
using transport aircraft on what would have essentially been a suicide mis- 
sion for the crew, it did not acquire a fighter-bomber capable of undertaking 
the mission until it acquired the Jaguar in 1981 and Mirage-2000 in 1985. 
Gaurav Kampani argues even this timeline understates how long it took In- 
dia to develop a delivery capability and argues that India did not have a 
proven bomb design integrated onto an air platform until 1996, though his 
sources seem to suggest that some sort of device might have been deliverable 
by a skilled pilot earlier.’ Around that time, India’s liquid-fueled short-range 
ballistic missile, the Prithvi-I, was operational, giving it a mobile platform for 
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use against Pakistan, though one where the problems associated with liquid 
fuel would have made the system vulnerable in practice. Even this timeline, 
of roughly two decades between the first nuclear weapons test and surviv- 
able delivery mode, is generous in assessing Indian capabilities against Paki- 
stan. India may not even today have a reliable, survivable delivery means to 
reach China’s eastern cities.” 

Unlike China and India, which had to contend with nuclear or nuclear- 
aspiring competitors in opposite directions, Islamabad only focused on deter- 
ring one adversary: India. Although Pakistan did not conduct overt nuclear 
weapons tests until May 1998, it had conducted successful “cold” tests by 1984, 
and by that same year could, in theory, deliver a nuclear payload to India via 
transport aircraft (C-130s) or fighter aircraft (Mirage-IIIs and—Vs and F-16s) 
already in its inventory.”! It did not have the capability to reach New Delhi 
with a missile with any reliability until at least January 2003, when it formally 
inducted the mobile, liquid-fueled Ghauri, a derivative of the North Korean 
Nodong missile. Though the Ghauri had been tested in April 1998, even be- 
fore Pakistan’s overt nuclear tests, there are some indications those initial 
flight tests failed.” Despite its formal induction in 2003, the Ghauri’s four ad- 
ditional flight tests between 2004 and 2006 suggest it may not have been even 
fully operational at that point.” Thus it may not have been until March 2003, 
with the induction of the Shaheen solid-fuel missile (itself reportedly a Chi- 
nese M-9 derivative) that Pakistan obtained a reliable missile delivery system. 

South Africa’s small nuclear arsenal was quite distinct from all of the 
others discussed above since it consisted of only six assembled weapons and 
seventh planned but shelved. South Africa feared proxy dangers in its neigh- 
borhood (specifically Angola) rather than direct threats from the Soviet 
Union and its Cuban ally, since South Africa's arsenal was apparently de- 
signed to provide a catalytic option to its leaders to encourage US interven- 
tion rather than to directly deter the Soviet Union or Cuba, and since South 
Africa represents arguably the only true case of nuclear reversal. South Af- 
rica had assembled weapons in 1979, though Vipin Narang observes they 
did not have a “truly aircraft-deliverable nuclear weapon” until 1982. South 
Africa’s Buccaneer bombers could reach most of southern Africa, including 
all of Angola, but South Africa had no way to directly threaten—even on a 
suicide mission—Cuba or the Soviet Union. South Africa dismantled its pro- 
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gram beginning in 1990 until that task was completed by September 1991, 
before it ever had an operational delivery system capable of reaching its prin- 
cipal adversaries. South Africa neither pursued nor developed a survivable 
system that could reasonably be expected to survive a surprise first strike.” 

Although all other nine nuclear powers developed aircraft-deliverable 
systems—though some, such as China, may never have had the ability to 
reach adversary capitals with them or others, such as Israel, may have built an 
air-deliverable option without relying on it—all available information sug- 
gests North Korea leaped directly and solely to missiles.” In theory, North 
Korea could use some of its approximately eighty Hong-5 (Il-28) light bombers 
for a nuclear delivery mission, but those aircraft could at best reach US bases 
in South Korea and Japan—and even that is doubtful since the US Central 
Intelligence Agency assessed nearly five decades ago that the bombers’ “rela- 
tively slow speed makes them highly vulnerable to interceptors and ground- 
based air defenses.’”*° Though there was speculation that North Korea's first 
announced nuclear weapons test in 2006 fizzled with substantially less than 
its designed yield, North Korea’s subsequent five tests beginning in 2009 ap- 
pear to have succeeded. Even so, North Korea likely did not have the ability to 
deliver such a weapon reliably to the US homeland until 2017. By late July of 
that year, North Korea had tested a missile that could reach major population 
centers in the western United States and, by November, it had tested a missile 
that could reach all of the United States.” Whether any of these longer-range 
systems are truly operational remains unclear as of 2021, with re-entry vehi- 
cle technology in particular identified by US intelligence officials and outside 
experts as an area where North Korea may have sufficient expertise but has 
not yet demonstrated it.” North Korea has conducted launches from subma- 
rines and submerged barges in its developmental sea-launched ballistic mis- 
sile program. At best, North Korea has demonstrated a 1,900-kilometer range 
SLBM capability, making this a questionable survivable deterrent against the 
US homeland given the capabilities of the Korean People’s Navy.” 
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To summarize, and as table 6.1 shows, the median nuclear weapons- 
possessing state took three years before it could field an operational delivery 
system (and associated deliverable weapon) following the acquisition of a 
functional nuclear explosive device, while the median nuclear weapons 
power took much longer, sixteen years, before it had a system that met the 
standards of hardening or mobility that we typically associate with surviv- 
ability. Yet humanity survived this earlier era of questionable survivability. 
This may be because, as Jeffrey Lewis and Ankit Panda observe in their 
chapter in this volume, leaders of nuclear states often hold some view of suf- 
ficiency that only requires a nonzero chance of nuclear retaliation—far less 
than the 100 percent probability of retaliation under all scenarios that mili- 
taries seem to prefer. 

How to think about this period and its dangers? This era does appear to 
be associated with some of the better known preventive war crises and nu- 
clear threats—the Soviet Union’s threat against the United Kingdom and 
France during the 1956 Suez Crisis, the Soviet attempt to base missiles in 
Cuba in 1962 (before its first silo-based missile is operational), the Soviet 
Union’s counterproliferation musings over China in 1969 coincident with 
their serious border clash, and India’s apparent contemplation of preventive 
action in 1986-1987 against Pakistan. 

The 1969 Sino-Soviet crisis involved perhaps the most serious consid- 
eration of one nuclear state of a counterproliferation strike on another 
confirmed nuclear state. Those states had a strong, growing ideological 
disagreement and jockeyed for global status. They had a preexisting terri- 
torial dispute, which had resulted in a deadly clash—albeit over territory of 
at most modest strategic value. The Soviet Union may have feared that 
the Cultural Revolution presaged a period of Chinese recklessness that 
might include unpredictable use of its small nuclear arsenal. The stakes 
were incredibly high. At the same time, the nuclear asymmetry was as 
stark as it could be with the Soviet Union having perhaps 200 warheads 
for every one Chinese warhead. Moreover, China had an incredibly limited— 
perhaps functionally nonexistent—way to deliver those warheads, since it 
possessed range-restricted, slow, vulnerable bombers, and even these could 
only reach targets in the Soviet east rather than core cities of Moscow or 
Leningrad. Although the United States expressed concern about Soviet 
feelers of nuclear escalation against China, decision makers in Moscow 
might have bet that no US leader would want to invite nuclear cataclysm by 
protecting China from Soviet aggression. The Soviet Union’s close alliance 
with China only a decade earlier meant that its intelligence had a unique 
knowledge of the location and disposition of Chinese nuclear and conven- 
tional military forces. Yet despite all this, nuclear deterrence appears to 
have held. Perhaps it was Soviet unwillingness to have to deal with a post- 
attack China, a still daunting problem given China’s size and population. 
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Perhaps it was fear of US interference. Even fifty years later, the record is 
muddled.” 

Many of these same dilemmas would exist—some much more pro- 
nouncedly—if the United States contemplated counterproliferation strikes 
against North Korea, the current most asymmetric dyad in the system. Al- 
ready North Korea likely has a greater capacity to destroy major American 
cities than China did in 1969. And the stakes of any US-North Korean con- 
frontation are almost certainly less than those that motivated the Sino-Soviet 
crisis. If the 1969 crisis did not go nuclear, and if that stark nuclear asym- 
metry did not stop the Chinese ambush that began the whole crisis, is a 
future crisis likely to have more dangerous dynamics? 

Having successfully exited this much more transparent window of vul- 
nerability without cataclysm, it seems perhaps improbable that compara- 
tively less vulnerability would generate greater risk taking in the future. 
However, to assess that claim requires a more careful examination of what 
distinguishes the new era of counterforce from the nuclear past. 


What Is New about the New Era of Counterforce? 


If prior periods of questionable survivability did not ultimately generate 
dangerous crisis instability, might this new period be different? Are the 
underlying technological changes sufficiently different to generate a differ- 
ent result? This section examines those changes before concluding that while 
hardening’s significant survivability advantages have substantially eroded, 
mobility still retains them, largely invalidating the political implications of 
the new era of counterforce. 


THE DANGER TO HARDENED TARGETS 


Lieber and Press argue, “Of the two key strategies that countries have em- 
ployed since the start of the nuclear age to keep their arsenals safe, harden- 
ing has been negated, and concealment is under great duress.”*! They are 
partially correct. Hardening appears to offer less meaningful enhancements 
to survivability, especially against the United States. In particular, decades of 
US efforts at missile accuracy were recently amplified by the US rollout of 
compensating fuzes, first for its SLBMs and perhaps for its ground-based 
missiles. These compensating fuzes have “vastly increase[d] the chances that 


30. See Lyle Goldstein, “Do Nascent WMD Arsenals Deter? The Sino-Soviet Crisis of 
1969,” Political Science Quarterly 118, no. 1 (2003): 53-80. 
31. Lieber and Press, Myth of the Nuclear Revolution, 92. 


167 


CHAPTER 6 


the target will be destroyed, even though the arriving warheads have essen- 
tially the same ballistic accuracy.”** Taking these and other developments 
into account even counterforce skeptics, such as Charles Glaser and Steve 
Fetter, conclude in their examination of the US-China nuclear competition, 
“Although there may be some residual uncertainty, reasonable Chinese plan- 
ners would have to assume that all operational silos have been or will be 
identified by the United States, and that its silo-based ICBMs are vulnerable 
to preemptive attacks.” 

The political effects of this technological shift are likely to be muted, how- 
ever, because only three nuclear states today rely on hardening, in the form 
of silos, to protect even a portion of their nuclear force in peacetime, crisis, 
and war—the United States, Russia, and China. Among those, China was 
quite skeptical historically of the utility of silos given its relatively small 
force, and there are reports that at least some Chinese weaponeers had re- 
ferred to silos as “missile tombs” as early as the 1970s.*4 The fact that China 
appears to be significantly expanding its silo construction suggests two pos- 
sibilities.*° First, they may seek to harden a portion of the force to serve as a 
secure, second strike against less capable adversaries, such as Russia or In- 
dia. Second, they may seek for the silos to serve a modest tripwire or so- 
called sponge role.*° Silos are and will remain difficult to destroy with 
purely conventional means for even the United States and may not be de- 
stroyable through conventional means by less advanced militaries. By forc- 
ing an adversary to target silos with nuclear warheads, China is able to force 
a counterforce aspirant to cross the nuclear threshold, making it more ratio- 
nal for China to respond similarly. Even for a state like the United States 
that may be able to target silos conventionally, doing so would require a 
small subset of munitions, making conventional counterforce challenging 
against silos if not impossible.” Given the difficulties of conventional coun- 
terforce, new silos—even those without nuclear-armed missiles in them— 
would require diverting US nuclear weapons toward their destruction and 
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away from use against potential mobile counterforce targets, on the margin 
increasing the survival odds for those mobile platforms. 

Even so, the slow negation of hardening might endanger not just silos but 
also bunkers, caves, or underground storage sites where mobile launchers 
or warheads are stored. Here mobility and uncertainty provided the major- 
ity of the protection to such mobile systems in any event, something dis- 
cussed in the next section. 


THE CONTINUING DIFFICULTY OF MOBILE TARGETS 


The primary strategy for concealment, the second path to survivability, 
is mobility. If most nuclear states rely primarily on mobility—be it in the 
form of submarines, ground-based mobile missiles, or dispersible aircraft— 
rather than hardening for survivability, the question, then, is whether that 
strategy is truly under “great duress.” There is a tradeoff between hardening 
and mobility since mobile targets are difficult to harden. As a consequence, 
“Tf mobile forces are discovered, they tend to be easy to destroy.”°8 

Unlike with hardening, where Lieber and Press identify a true techno- 
logical shift, concealment as a survival strategy is not under great duress 
but rather modest strain. While finders are growing cleverer and more capa- 
ble, hiders have a wide variety of tricks still available to confound them. This 
section offers two primary arguments in favor of concealment’s continued 
ability to assure survivable forces. First, even if systems are “discovered,” it 
is often necessary to have exquisite detail about their location in order for 
successful targeting. Knowing that a system might be in a small area may 
often be insufficient to find and destroy that system. Second, any process 
that might discover hiding mobile systems is also likely to generate so many 
false positives that successful targeting of true positives becomes impossi- 
ble. Scholars have examined the problem of false positives in early warning 
systems, but they have not focused as much attention on the problem of false 
positives in counterforce targeting.” In both domains—early warning and 
targets—the possibility of false positives should encourage substantial caution 
in leaders. 


The Rocky Road from Discovery to Destruction. If signals or human intelli- 
gence offers a counterforce aspirant fairly precise information about the loca- 
tion of a mobile system, how easy is it to go from that discovery to the actual 
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destruction of the mobile system? It is more difficult than it might first ap- 
pear. As an analogy to explicate that difficulty, we might examine past US 
success against mobile targets whose location was established within a very 
small area. In the aftermath of the 1991 Gulf War, the Defense Science Board 
estimated that locating a system within an area of two square kilometers 
would be sufficient to offer a veteran F-15E crew a “pretty good chance” of 
finding a mobile target.*? Nevertheless, that estimate itself likely was overly 
optimistic, despite being ostensibly based on the 1991 experience. In fact, ex- 
ercises prior to the 1991 Gulf War (Touted Gleem) demonstrated that US air- 
crews could not successfully target a mobile launcher even when they were 
given the precise coordinates of the target. Moreover, during the 1991 war US 
aircrews visually observed forty-two Scud launches, in only eight of them 
was any target attacked; and it is possible if not probable that none of those 
eight attacks was successful. Discovery is harder than it first appears. 

In 2001, the RAND Corporation considered the problem of countering mo- 
bile Chinese conventional ballistic missiles. Here the danger of repeated 
launches motivated their thought exercise, so an initial launch might serve 
as the intelligence input that then could prompt an aircraft to attempt to lo- 
cate and destroy the launcher. This exact scenario is less salient in the case 
of a nuclear-tipped missile, though multiple nuclear-armed missiles per 
launcher are still at least a theoretical possibility. Instead, the 2001 RAND 
thought exercise—where the heat signature and plume associated with a 
missile launch is the intelligence input—offers a useful analogy to think 
about the problems associated with aircraft tasking following any reason- 
ably precise and timely location information being available to a potential 
counterforce attacker. 

Consistent with the RAND analysis, we might assume that under best 
case conditions, it would take one minute from locating the transporter erec- 
tor launcher (TEL) precisely to transmit a potential launch location to 
forward-deployed aircraft. In the RAND analysis, this input comes from the 
missile launch itself, but we could also imagine satellites, ground sensors, 
spies, or drones providing the information, with varying lag times for each. 
We might further assume that a transporter-erector-launcher crew requires 
five minutes to tear down following launch and move out or hide. Here, too, 
the analogy is about the length of time the TEL is stationary, and less impor- 
tant the precise reasons that it is so. In the RAND analogy, the target was 
stationary for four minutes after the aircraft learned of its location. How 
much area can an attack aircraft cover in four minutes? At 0.8 Mach, an air- 
craft can go almost sixty kilometers in four minutes, meaning that each 
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aircraft can patrol a circular area of 11,000 square kilometers. Depending 
on transit times from bases to patrol areas, it might take four aircraft to main- 
tain continuous air patrols by just one aircraft. Thus to patrol an area the 
size of North Korea to hunt TELs immediately post-launch (or some similar 
time-sensitive input), it might require eleven aircraft on patrol and thirty- 
three in transit or on the ground, certainly doable for something like a US- 
North Korea confrontation. For more challenging targets, such as US-China 
or India-Pakistan contingencies, the ratios quickly become unworkable. 
RAND's 2001 analysis calculated several hundred US aircraft would be re- 
quired to search for ballistic and cruise missile launchers in China that could 
reach US bases calculated using the range of fielded systems at that time— 
the search area would be larger now since more longer-range Chinese sys- 
tems are now online. Alternatively, given Pakistan's large size, it might 
require eighty aircraft to be on continuous patrol, with an additional 240 on 
the ground or in transit for a similar Indian mission, or nearly half of In- 
dia’s ground attack aircraft. In practice, given the long flight times to south- 
western Pakistan, and India’s small tanker fleet, such a mission would likely 
exceed Indian capabilities even if the opportunity cost for other missions 
were ignored. In addition, all of these analyses would require a permissive 
threat environment, something that would require the defeat of counterair 
aircraft and surface-to-air missile systems, something that would likely take 
weeks to achieve in US-China scenarios and many days in US-North Korea 
or India-Pakistan scenarios, during which TELs could operate in relative 
safety.” The point of this analysis is to show how difficult it is to actually 
destroy a mobile target if it remains mobile even if exquisitely detailed in- 
telligence about its location is obtained. 


Too Many False Positives. Given these difficulties, RAND proposed an alter- 
native operational concept to discover and destroy mobile targets—one that 
would require a series of weapons still in development. Extending their analy- 
sis for this operational concept helps elucidate how daunting the problem of 
false positives is today and is likely to remain. 

The first stage of RAND’s operational concept was space- or UAV-based 
radars that could serve as ground moving target indicators (GMTI). Post- 
launch (or some similarly precise input) such sensors could then look for 
moving targets near the estimated launch coordinates. Both the GMTI and 
post-launch queuing rely on well-established technologies. But RAND fur- 
ther assumed that automatic target recognition (ATR) algorithms will work 
with a high rate of success at identifying TELs among all potential moving 
vehicles—they posit an 80 percent chance of correctly identifying a moving 
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TEL (true positive), a 20 percent chance of incorrectly identifying a moving 
truck as a TEL (false positive), and a 5 percent chance of identifying a mov- 
ing car as a TEL (false positive). It is difficult to know whether these ATR 
assumptions are plausible given contemporary imaging and processing ca- 
pabilities, but they seem useful as a notional baseline. 

These reasonably charitable assumptions yield an incredible number of 
false positives—with TELs vastly outnumbered by non-TELs. It is important 
to get a sense of the scale of false positives to understand why it is not possi- 
ble to target “everything that moves” even if there is a substantial ATR screen 
to try to find TELs. Taking RAND’s 2001 assumptions about China as a base- 
line, they offer 40 percent of trucks and 20 percent of cars operate in rural 
areas while 100 percent of TELs do. They further propose that 50 percent of 
the time trucks are moving in rural areas while 20 percent of the time cars 
are moving and only 10 percent of TELs do so. Assuming 100 TELs and plug- 
ging in 2018 data for Chinese vehicle registration data generates 1,113,600 
cars falsely identified as TELs, 331,200 trucks or buses falsely identified as 
TELs, and 8 of 10 moving TELs (with another 90 TELs stationary in this ex- 
ample) correctly identified as TELs. In other words, there are approximately 
180,000 non-TEL targets identified for every TEL. The scale of China’s vehicle 
inventory means that better identification does not quickly resolve this prob- 
lem of vastly more false positives. Even assuming trucks and cars are only 
falsely identified as TELs 1 time in 10,000 (0.01%) still generates something on 
the order of 100 false positives to every true positive. This process would be 
more tractable (though perhaps still impossibly difficult) against a country 
like North Korea with comparatively fewer vehicles, with countries like Pak- 
istan in between on the feasibility spectrum. (Pakistan in 2015 had approxi- 
mately 2.7 million cars on the road and 500,000 trucks or buses.) 

To curtail the number of false positives RAND further conceptualized that 
each potential target is imaged by a robust constellation of synthetic aper- 
ture radar (SAR) and inverse synthetic aperture radar (ISAR) sensors. They 
assume imaging a single moving target on a smooth road takes about 0.33 
seconds, but note that vehicles traveling on rough roads often creates diffi- 
culty for ISAR imaging, prolonging the time to collect the image and per- 
haps making it impossible. Even setting aside the issue of rough roads, 
though, imaging all potential targets assuming a persistent set of SAR-ISAR 
sensors could take many minutes. Using their 80/20/5 percent assumption, 
generates 1.5 million potential targets, which would take 135 hours to im- 
age. Again, the large number of false positives means this problem does not 
quickly become more tractable even if the time decreases that it takes to im- 
age any individual targets to something quite small, like 1/10th or 1/100thof 
a second. More sensors able to work in parallel rather than the series as- 
sumed in these calculations do not radically alter the basic problem. 

Note that Lieber and Press essentially do not consider this problem. They 
note that space-based SAR “can produce high-resolution images of station- 
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ary TELs and enough resolution of moving vehicles to determine that a tar- 
get is ‘truck-sized,” which they then argue might be “sufficient for a strike” 
especially given the stakes involved.** This seems to reduce the problem to 
one of rules of engagement or the laws of armed conflict. Although those 
ethical issues are substantial given the scope of false positives, even if one 
were entirely unconcerned with civilian truckers being killed in the thou- 
sands the challenge of false positives is so severe as to make the search and 
destruction of mobile targets infeasible. 

Mobile TELs will likely be accompanied in close proximity by other vehi- 
cles, to provide security, supplies, fuel, and command and control. This con- 
stellation of vehicles may generate a more unique signature that yields 
fewer false positives. Awareness of this problem likely will yield pressures 
on the potential target state to attempt to reduce these signatures, though 
many of the easiest solutions to that problem might rely on additional com- 
munications between vehicles in a missile launch unit, potentially creating 
signal emissions that might ease targeting through other intelligence means. 
Even so, as anyone who has passed a truck carrying an oversized load on 
the highway can attest, multivehicle convoys surrounding a large vehicle are 
not so rare in daily life. In addition, the presumably large number of mili- 
tary units moving around the country during any real-life crisis or war may 
additionally generate false positives quite difficult for even a very capable 
searcher to disqualify. Any overreliance on convoys and vehicle constella- 
tions for targeting decisions in turn means that isolated vehicles have a 
greater chance of survival, perhaps incentivizing states toward a mixed de- 
ployment strategy. 

Assuming some manageable number of targets is identified, RAND then 
posits that a hypersonic vehicle can be used to launch a number of Man-in- 
the-Loop, Variable-Autonomy, Anti-Armor Weapons (MILVAW) to attack 
those targets that persist past the screening process. Again, both the hyper- 
sonic vehicle and the MILVAW are hypothetical or at best early developmen- 
tal systems.** Even this would require many sorties since most of the 
MILVAWSs would be expended on false positives even in the very best-case 
scenarios. 

Much of the above discussion focuses on false positives generated from 
moving targets, but the potential for false positives from static targets is also 
present, and something that adversaries may consciously exploit through 
the use of decoys. There is an extensive debate about the efficacy of Serbian 
decoys during Operation Allied Force in 1999; yet it is apparent that the 
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NATO initial battle damage assessment of having destroyed 150 Serbian 
tanks had to be revised down to 110 and eventually 93.% Credible NATO 
military sources say the true number may have been an order of magnitude 
lower still, with one former NATO staff officer assessing the true figure may 
have been as low as twelve tanks.* The difference between destroying 150 
nuclear delivery vehicles and 110 delivery vehicles may be the difference be- 
tween a splendid first strike and a decent damage-limiting one. The differ- 
ence between destroying 150 delivery vehicles and only twelve would be 
cataclysmic for any counterforce aspirant. 


An Unfair Race between Hiders and Finders. Lieber and Press argue that in 
this game of hiders and finders, the latter have one great advantage—namely, 
counterforce aspirants typically are the stronger and better resourced in a 
nuclear dyad, since weaker nuclear states typically expend effort on main- 
taining arsenal survivability rather than denying it to their foes.” This is 
true, though arguably the relative resource advantage was more pronounced 
for the combined forces of NATO against tiny Serbia in 1999 than it is for 
any current nuclear state with any of its nuclear rivals. Moreover, the con- 
cealment, camouflage, and decoy (CCD) technology necessary to defeat sen- 
sors is often much, much less expensive than the sensor technology needed 
to defeat CCD. Serbia used the insides of tetrapak milk cartons (reduce, re- 
use, recycle) to create radar signatures and sun-heated water receptacles to 
generate heat signatures for its decoys. Advances in hyperspectral imag- 
ing may make it possible to defeat decoys, but this also produces strains on 
the overall network of sensors—perhaps requiring a SAR platform to then 
cue a hyperspectral imagery platform that can then report back to a muni- 
tions carrying platform, all amidst a very serious crisis or war.” 

Moreover, CCD tactics do not begin or end with decoys. Even something 
as simple as building multiple covered shelters for a launch system would 
multiply the number of targets that would need to be destroyed in order to 
have confidence in attack success. The United States considered fairly elab- 
orate “multiple protective shelter” schemes for the MX missile, including 
elaborate operational procedures to “preserve location uncertainty” of the 
true missile that involved missile decoys.°° John Wilson Lewis and Hua Di 
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report that China in the 1980s, apparently after studying the US schemes, 
“decided to build a large number of bogus silos. All the fake silos were shal- 
low holes disguised to look like the real thing.” North Korea has long 
been suspected of having built redundant bunkers and decoy shelters for 
its missiles, as well as a multidecade history of producing “numerous de- 
coy vehicles and missiles.” 

Hiders have other tricks to conceal ground-based mobile missiles, too. 
Sensors aboard unmanned aerial vehicles (UAV) and satellites may face re- 
stricted lines of sight if missile launchers are deployed in mountainous ter- 
rain. Such terrain consequently decreases the number of potential sensors 
that might identify a mobile missile, thus increasing the time lag between 
sensor revisit of a particular location. In addition, to the extent that space- 
or UAV-based GMTIs present a major survivability challenge, they could be 
mitigated by the application of a low-observable (stealth) covering affixed 
to the vehicle that decreases radar reflection.” Such a stealth launcher strat- 
egy might work in concert with the false positive problem since a TEL that 
appears even somewhat smaller on radar (through a reduced radar cross- 
section) might then require more actually smaller trucks and cars to be im- 
aged to distinguish stealth TELs from actual cars. This is just one concrete 
manifestation of what is likely to be a sensitivity-specificity tradeoff facing 
counterforce aspirants. The more sensitive they make algorithms to ensure 
they do not miss a true launcher, the more nonlaunchers they will find. Any- 
thing hiders do to make launchers look more like nonlaunchers, be it stealth 
coatings or more quotidian steps such as superficial exteriors to make a TEL 
look like a mobile crane or a box truck, amplifies this challenge. 

For either moving or static mobile ground-based targets, then, the problem 
of false positives is a large one—likely a prohibitive one—for the counterforce 
contemplator. This problem does not go away for aircraft-delivered weapons 
or submarine-launched ones. In many ways, aircraft-delivered weapons pre- 
sent similar challenges to mobile ground targets. Aircraft have a home base 
that may have nuclear weapons storage on site. The loading of nuclear war- 
heads on aircraft will likely not be visible to adversary states. Weapons may 
be stored underground, and aircraft can be loaded in hangars out of sight of 
pesky satellites.” In peacetime, aircraft are vulnerable at their home bases, 
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but it would take an especially ruthless and unpredictable adversary to be 
able to exploit that vulnerability. In crisis and war, those aircraft can disperse 
to other airfields, including civilian ones, and in theory they can disperse to 
highways with some practice and effort. The US and other air forces have 
explored inflatable decoys, which might complicate the identification of real 
versus fake satellite airfields.” Aircraft can maintain airborne alert, though 
many counterforce target states do not have the requisite number of aircraft 
with sufficient range (or with sufficient airborne refueling) to make airborne 
alert attractive as a survivability tool compared to dispersal. Large airbases 
with widespread hangar complexes present a similar shell game as decoy si- 
los or shelters, with the notable difference that the runways present a shared 
vulnerability for all of the hangars. Even if an aircraft remains flyable after a 
strike, it cannot takeoff without a functional runway. Though here, too, de- 
ception options are imaginable. In World War II, for instance, the British Royal 
Air Force deployed fake craters on runways to confound German battle dam- 
age assessment, something that may be harder with modern sensors.” 
Ballistic missile submarines were identified as the almost idealized sur- 
vivable basing mode in the Cold War. While that image of ultimate surviv- 
ability may have been true—and may continue to be true—for US nuclear 
missile submarines, it is less certain if the image was valid for the Soviet 
submarine fleet. Since all nine nuclear weapons states field operational nu- 
clear weapons-carrying submarines or are developing such capabilities the 
survivability of sea-based weapons may vary quite considerably from dyad 
to dyad. However, only in dyads involving the United States (US-Russia, US- 
China, and US-North Korea being the most salient) or perhaps the India- 
Pakistan dyad does it seem conceivable that a counterforce aspirant might 
obtain reasonable confidence in its ability to find and track all or most nu- 
clear missile submarines, and hence destroy them if necessary as part of a 
broader counterforce effort.” The United States has a variety of advantages 
with passive sensors that are likely to encourage adversary states to pursue 
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bastion models for their nuclear submarines. This, in turn, necessitates long 
ranges for all potential nuclear competitors; ranges that two of the three most 
likely nuclear competitors of the United States (China and North Korea) have 
not fielded in operational sea-launched ballistic missiles. Even if China or 
North Korea do field sufficiently long-range missiles at some future date, 
there are other challenges associated with implementing a bastion strategy. 
Russia (and formerly the Soviet Union) could implement a bastion model in 
the Barents Sea or the Sea of Okhotsk, where they controlled all surround- 
ing landmasses. China's comparable bodies of water—the South China Sea, 
East China Sea, or Yellow Sea—abut a chain of US allies and partners in 
Vietnam, the Philippines, Taiwan, Japan, and South Korea.” North Korea's 
situation is not more favorable. 

During the Cold War, the US Navy with roughly 100 nuclear attack sub- 
marines felt reasonably confident that it could track the majority, if not all, 
of the 10 to 20 percent of the roughly sixty-five Soviet ballistic missile sub- 
marines at sail during peacetime. The ability of the US Navy to maintain 
that capability in crisis and war was less certain, as the Soviet Union flushed 
a much larger number of ballistic missile submarines out of port and pre- 
sumably engaged in much more aggressive anti-submarine warfare tactics 
against US attack submarines. The ratio of attack submarines to ballistic 
missile-carrying targets has only improved in a more favorable direction for 
the United States, depending on how much risk the United States is willing 
to take with other competitors as it prepares for crisis with any one nuclear 
foe. Russia with ten nuclear-powered missile submarines, China with four, 
and North Korea with one developmental diesel-electric missile submarine 
would compete against a US Navy operating nearly seventy nuclear-powered 
attack submarines. Despite these advantages, would any US leader be con- 
fident that all adversary ballistic missile submarines could be destroyed be- 
fore they could launch their missiles? Each Chinese Type-094 submarine is 
outfitted with twelve JL-2 missiles—each capable of destroying a large city. 
Each Russian submarine can carry up to sixteen missiles, each of which can 
carry multiple warheads. The stakes are enormous. Could a submarine slip 
out of port in the context of concerted efforts by other elements of that state’s 
navy to draw away hunter-killer submarines? Certainly. In the process of 
targeting a missile submarine could the attacker find itself targeted and de- 
stroyed? Also, yes. Thus even underwater naval superiority—even under- 
water naval dominance—may not yield certainty. 
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RESPONSES TO THE NEW ERA OF COUNTERFORCE 


If hiders have considerable low-cost advantages over finders, then what 
are the political implications of this new era of counterforce? Do the hiders’ 
advantages nullify the effects of the technological shifts ably demonstrated 
by Lieber and Press? No, because there are very likely greater dangers to 
the nuclear forces of weaker foes in peacetime and early crisis. There are 
six likely responses to that greater danger. 

The first and second responses involve the number of nuclear eggs and 
the number of baskets, respectively, that weaker nuclear states view as suf- 
ficient for survivability. At the margin, counterforce pressures encourage 
states to have modestly more warheads (more eggs) and considerably more 
baskets (peacetime storage locations). This complicates the targeting prob- 
lem for counterforce aspirants by increasing the number of peacetime tar- 
gets. It may make sense to have more baskets than eggs. Although the 
marginal cost of producing a nuclear warhead is often relatively small, main- 
taining all of the associated personnel and equipment to support a delivery 
vehicle for that warhead can be quite expensive. Building covered storage 
sheds all around the country, and associated security arrangements, may 
be a comparatively modest expense. The more places that nuclear warheads 
may be dispersed to in peacetime and crisis, the more locations that are vul- 
nerable to insider or outsider threats. A few highly secure centralized loca- 
tions generate more signatures for finders to find, and hence more numerous, 
less secure, dispersed locations may prove beneficial, with unclear net re- 
sults for nuclear safety and security. 

The economies of scale achieved by storing several nuclear eggs in the 
same basket are nontrivial and likely to be attractive for all nuclear states in 
peacetime. The third step counterforce targets may take is to maintain higher 
readiness in peacetime so that such forces can be dispersed more quickly if 
a sudden crisis emerges. This, too, has implications for dangers associated 
with the warhead. Many nuclear states started with nuclear weapons disas- 
sembled and de-mated during peacetime, but subsequently many of those 
states concluded the benefits of enhanced readiness outweighed the safety 
and control advantages of those earlier more recessed postures. The new era 
of counterforce reinforces that tendency. 

The fourth step counterforce targets are likely to take—and largely 
already have taken—is to rely more heavily on concealment rather than 
hardening for survivability. Thus mobility—already the preferred surviv- 
ability mode for the majority of nuclear powers—will only become more at- 
tractive as silos are increasingly easy to find and destroy. 

The fifth step follows naturally from those that precede it: rapid disper- 
sal. A more ready force is in part useful because it can be dispersed more 
rapidly in a crisis, both to multiple bases not typically used in peacetime 
but also off the beaten path to locations where mobility and secrecy make it 
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hard for anyone to predict where a mobile unit is heading. More rapid dis- 
persal in wartime, though, generates dangers. Nuclear-armed missiles will 
be on the road, nuclear-armed missiles will be underway at sea, nuclear- 
armed planes will take off and land from unfamiliar airfields, increasing 
the dangers of accidents all along the way. The signatures associated with 
dispersal will be worrying for observers, and preparations for dispersal may 
generate counterforce temptations while delivery systems remain in better 
understood peacetime bases. 

The sixth possible step may not be possible for all nuclear dyads and, if 
implemented, would be among the most dangerous possible countermea- 
sures: launch-on-warning (LOW) or launch-under-attack postures. The US 
Defense Department has considered China’s interest in more silos as a sign 
of its interest in LOW. For dyads such as India and Pakistan, the traditional 
early warning indicators of radar signatures or missile launch plumes may 
not permit decision making or the initiation of retaliatory launches given the 
incredibly short missile flight times. For all nuclear adversaries confronting 
the United States, LOW is at least conceivable, if perhaps unwise, given the 
vulnerability of the early warning systems themselves to attack and the 
seemingly high rate of false alarms based on the limited accounts we have of 
the US and Soviet/Russian systems. LOW postures if adopted or even 
feigned would add to the potential risk and operational complexity confront- 
ing any counterforce contemplating state. 


Yield Not to Temptation 


The temptations of counterforce for damage limitation are real and may mo- 
tivate expensive arms procurement, especially by more powerful states, in 
peacetime. Would a leader actually authorize a shot in crisis, though? Here 
the enormous uncertainty generated by the hiders’ advantage appears to 
yield caution in deep crisis. Even if a nuclear state has exquisite intelligence 
about the nuclear operations of its adversary, it is difficult to have sufficient 
certainty in the accuracy of that intelligence to bet national survival on it. 
As Robert Jervis notes, “Deception is fairly easy and the knowledge that it is 
possible degrades the value of accurate information.”° Soviet leader Josef 
Stalin, after all, discounted information about the US nuclear weapons 
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development effort in part because he did not believe the United States 
would so easily permit the penetration of its program. 

How could any leader know that his or her nation’s forces were targeting 
all of the adversary’s? How could they be confident that misinformation had 
not been slipped into the system or that the intelligence was out of date? Set- 
ting aside whether each target could be located and destroyed in sufficient 
time, the completeness of the target set itself is difficult to know without in- 
side information from within the nuclear stewards of an enemy power. 

Although much is made of the failure of the Scud hunt, less is made of the 
fact that in the 1991 Gulf War targeting against fixed nuclear weapons-related 
infrastructure was substantially incomplete. Of twenty-one facilities identi- 
fied by UN inspectors in the month immediately after the war, only eight 
(38 percent) had been identified by US targeters by the termination of hostili- 
ties on February 28, 1991, with an additional eight (for a combined 76 percent) 
being identified shortly after. Nuclear weapons states have likely been under 
focused surveillance by their principal adversaries for some time; Iraq in 
1991 had been under intense surveillance since at least Operation Desert 
Shield in October 1990; nevertheless, those months of preparation were in- 
sufficient to identify, let alone destroy, a majority of Iraqi nuclear-related sites 
by the end of February 1991. 

This uncertainty of knowing with assuredness the size and scope of the 
adversary’s arsenal, along with other aspects associated with the fog and 
friction of war, means that the political implications of this new era will be 
muted—though not altogether absent. P. M. S. Blackett was correct in his 
skepticism of operations research style analyses because, he stressed, “how- 
ever ingenious a theoretical model might be, it could seldom resemble a 
real operation enough to give any confidence in any deductions from it.”© 

To say that arms racing will be muted is not to say that compensatory 
moves and countermeasures will be absent, nor is it to imply other sources 
of vertical proliferation do not exist. This chapter has focused on survivabil- 
ity, but survivability is only one driver of arms procurement. States that 
seek to use nuclear weapons to deter limited conventional attacks or that 
attempt to extend deterrence guarantees to their overseas allies have tougher 
tasks than merely retaining survivable second-strike weapons. Their arse- 
nals will reflect those more challenging aspirations. 

Even muted competition entails some reaction in the face of counterforce 
aspirations by an opponent. States concerned with survivability will work to 
improve readiness and dispersal and delivery systems that permit greater 
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mobility. They may, on the margin, increase warhead and delivery system 
numbers. They may invest in modestly expensive technologies to ensure re- 
sidual forces that survive a first-strike attempt can defeat missile defenses. But 
all of these efforts by the counterforce target involve comparatively modest 
expenditures. Even if the counterforce aspirant is running, the counterforce 
target likely will merely have to jog to stay competitive. This fundamental 
asymmetry of effort to maintain survivability generates considerable stability 
even in a world where the United States strives for primacy amidst a new 
technological era of counterforce. 
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The Fulcrum of Fragility 


Command and Control in Regional 
Nuclear Powers 


Giles David Arceneaux and Peter D. Feaver 


Command and control systems are the operational means by which a state 
conducts the management, deployment, and potential release of nuclear 
weapons.! These operational features of a state’s nuclear arsenal directly im- 
pact important dimensions of nuclear strategy and strategic stability, such as 
a state’s ability to survive an initial attack and retaliate with nuclear force. 
Command and control systems that are robust enough to accomplish this 
demanding mission reinforce nuclear deterrence. Command and control 
vulnerabilities, however, can present leaders with a “use them or lose them” 
dilemma that could escalate a crisis into conflict? Command and control 
systems also constitute the primary defense against the accidental or unau- 
thorized use of nuclear weapons. The structure of a state’s command and 
control arrangements underpin core concepts of nuclear strategy such as 
strategic stability and arsenal safety and security. 

Despite the importance of command and control systems for maintain- 
ing nuclear safety and stability, the causes and consequences of command 
and control in regional nuclear powers remain poorly understood. Whereas 
scholars have made significant progress in explaining other aspects of nu- 
clear strategy and proliferation, operational level outcomes such as nuclear 
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command and control systems have received far less attention in academic 
debates.’ As a result, our understanding of nuclear command and control 
has made comparatively little progress since the immediate aftermath of the 
Cold War, during which time the subject was a matter for lively debate.’ 
This chapter evaluates the operational challenges facing regional nuclear 
powers and how states develop their command and control systems to ad- 
dress these challenges. First, we present a conceptual framework for classify- 
ing command and control systems in regional nuclear powers. Second, we 
discuss how the domestic and international constraints on command and 
control in regional nuclear powers compare to the experience of the Cold 
War superpowers. Third, we empirically evaluate command and control sys- 
tems in each of the regional nuclear powers. Finally, we conclude with practi- 
cal assessments of the challenges that command and control systems pose 
for crisis stability in current and future proliferators. Ultimately, we find that 
although regional nuclear powers develop command and control systems in 
response to a different set of pressures than the Cold War superpowers, com- 
mand and control remains the “fulcrum of fragility’—a critical variable in 
determining the instability of the nuclear world, especially in crises. 


Nuclear Command and Control: Old Problems and New Challenges 


When developing command and control systems, all nuclear states face a 
fundamental problem known as the always/never dilemma: nuclear weap- 
ons should always launch when ordered, but never without proper authori- 
zation. On the one hand, nuclear weapons should be reliable. Nuclear 
forces should be resilient to preemption or decapitation efforts by an adver- 
sary and capable of responding under any circumstances.® On the other 


3. Erik Gartzke and Matthew Kroenig, “Nukes with Numbers: Empirical Research on 
the Consequences of Nuclear Weapons for International Conflict,” Annual Review of Political 
Science 19 (May 2016): 408. 

4. For key works, see Peter D. Feaver, “Command and Control in Emerging Nuclear Na- 
tions,” International Security 17, no. 3 (Winter 1992/93): 160-187; Peter D. Feaver, “Neooptimists 
and the Enduring Problem of Nuclear Proliferation,” Security Studies 6, no. 4 (Summer 1997): 
93-125; Peter D. Feaver, “Proliferation Optimism and Theories of Nuclear Operations,” Secu- 
rity Studies 2, nos. 3—4 (Spring/Summer 1993): 159-191; David J. Karl, “Proliferation Pessimism 
and Emerging Nuclear Powers,” International Security 21, no. 3 (Winter 1996/97): 87-119; Scott D. 
Sagan, “The Perils of Proliferation: Organization Theory, Deterrence Theory, and the Spread 
of Nuclear Weapons,” International Security 18, no. 4 (Spring 1994): 66-107; Scott D. Sagan and 
Kenneth N. Waltz, The Spread of Nuclear Weapons: An Enduring Debate, 3rd ed. (New York: W.W. 
Norton, 2013); Jordan Seng, “Less Is More: Command and Control Advantages of Minor Nu- 
clear States,” Security Studies 6, no. 4 (Summer 1997): 50-92. 

5. Peter D. Feaver, Guarding the Guardians: Civilian Control of Nuclear Weapons in the United 
States (Ithaca: Cornell University Press, 1992), 3-28. 

6. John D. Steinbruner, “Nuclear Decapitation,” Foreign Policy, no. 45 (Winter 1981/82): 16-28. 


183 


CHAPTER 7 


hand, the nuclear arsenal should be safe and secure. Nuclear weapons 
should not detonate accidentally due to errors in management or design, nor 
should they be used without proper political authorization.’ 

The always/never dilemma suggests that efforts to ensure the reliability 
of a nuclear arsenal can challenge the safety and security of a nuclear arse- 
nal, whereas attempts to increase arsenal safety and security very likely re- 
duce arsenal reliability. For instance, political leaders can improve arsenal 
reliability by predelegating the ability to use nuclear weapons to lower-level 
military commanders to reduce the time required to respond to an attack, 
but this arrangement requires fewer layers of authorization to use nuclear 
weapons and increases the likelihood of unwanted nuclear use. Alterna- 
tively, leaders can implement robust administrative oversight over the mo- 
bilization and employment of nuclear forces to protect against unwanted 
nuclear use, but these measures increase the time required to respond to an 
attack and the arsenal becomes more vulnerable to preemption and decapi- 
tation. Leaders can adopt a mixture of such measures, but the always/never 
dilemma ultimately forces tradeoffs between arsenal reliability, safety, and 
security in all nuclear states. 

Command and control systems represent the primary institutional means 
for addressing the always/never dilemma. Studies built on the US experi- 
ence during the Cold War identify two ideal types of command and control: 
assertive and delegative. Assertive control refers to systems where political 
leaders exercise centralized administrative control over nuclear use decisions 
and physical control of nuclear assets.’ Assertive control favors the never side 
of the always/never dilemma by increasing safeguards against accidental 
and unauthorized use; however, these measures produce slower mobilization 
and response times that make nuclear forces less reliable. In contrast, delega- 
tive control grants decision making autonomy and physical control of nuclear 
assets to lower-level commanders." Delegative control favors the always side 
of the always/never dilemma by enabling peripheral commanders to increase 
arsenal readiness. These measures improve arsenal reliability but increase 
the likelihood of accidental or unauthorized use by reducing the barriers to 
nuclear use. 


RECONCEPTUALIZING NUCLEAR COMMAND AND CONTROL 


The traditional assertive/delegative framework portrays command and 
control systems as temporally static, suggesting that states either assert po- 
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litical control over nuclear forces or delegate nuclear use capability to periph- 
eral commanders. In practice, however, lower-level military operators are 
ultimately required to deliver nuclear weapons, and all states must eventu- 
ally delegate control to conduct a nuclear strike. The appropriate question 
for classifying command and control systems is not whether states delegate 
nuclear use capability to lower levels of command but rather when such 
delegation occurs." 

The timing of delegation is most significant with respect to the onset of a 
crisis. States possess three options for when to delegate the ability to use 
nuclear weapons: during peacetime, before a crisis emerges; early in a cri- 
sis, when political tensions become severe and military forces mobilize; or 
late in a crisis, after significant conventional or even nuclear warfighting. 
Classifying command and control systems according to the timing of dele- 
gation expands the traditional assertive/delegative framework to include 
three analytically distinct arrangements: delegative, conditional, and asser- 
tive control. 

The first type, delegative control, refers to the peacetime delegation of nu- 
clear use capability. At all times, lower-level military operators possess 
physical control of the nuclear warheads and delivery platforms required 
to conduct a nuclear strike. These platforms are typically unconstrained by 
use-control technologies such as permissive action links (PALs).!* Admin- 
istratively, the military custodians of nuclear assets possess the ability to use 
nuclear weapons at any time, even if not the authority. Delegative control 
increases arsenal reliability by enabling lower-level military operators to 
launch a nuclear strike under any conditions. These systems face persistent 
threats of unwanted nuclear use, as these states almost exclusively rely on 
military professionalism to avoid accidental and unauthorized use. 

The second type, conditional control systems, delegates the ability to use 
nuclear weapons early in a crisis. During peacetime, leaders centralize ad- 
ministrative authority, physically disperse nuclear components, and often 
implement at least modest technical controls. Early in a crisis—as tensions 
begin to mount, conventional force mobilizations begin, or some other es- 
calatory measures ensue—these states rapidly assemble deliverable nuclear 
weapons and delegate nuclear use ability to lower-level military command- 
ers and the custodians of nuclear weapons. Conditional control systems 
face three challenges that are distinct from other command and control ar- 
rangements. First, the process of increasing arsenal readiness early in a cri- 
sis may signal malign intent to an adversary and increase the likelihood of 
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crisis escalation.” Second, the rapid inclusion of military influence in nuclear 
decision making weakens political oversight of nuclear operations and cre- 
ates opportunities for national policy and military operations to diverge as a 
crisis begins, which makes crisis de-escalation more difficult.“ Third, the 
transition from centralized to decentralized control occurs as actors begin to 
face pervasive uncertainty, thereby increasing the likelihood of mispercep- 
tion. Combined, these challenges for conditional control create distinct path- 
ways that increase the likelihood of conflict escalation. 

The final type, assertive control systems, delegates nuclear use capability 
late in a crisis. These states promote highly centralized administrative control 
over nuclear operations and often physically de-mate and disperse nuclear 
weapons to guarantee political control over nuclear decisions throughout the 
crisis. Assertive control systems often include technical controls such as PALs 
to separate the administrative control of nuclear forces from the physical pos- 
session of nuclear weapons, thereby allowing leaders to maintain centralized 
control deeper into a crisis. These measures make assertive command and 
control systems highly resilient against accidental and unauthorized nuclear 
use but also make a nuclear arsenal vulnerable to decapitation. 


Explanations for Nuclear Command and Control 


The United States built its command and control systems from the outset of 
its nuclear program, but it was not until late in the Cold War that scholars 
developed the foundations of the public research program on nuclear com- 
mand and control.!” After the Cold War ended, analysts extended lessons 
from the superpower experiences—especially those of the United States— 
to conceptualize and explain command and control systems in regional nu- 
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clear powers.! At that time, the literature largely broke down into two 
camps: optimists, who argued that the new nuclear powers would find ways 
of managing their nuclear arsenals at least as well as the superpowers did, 
versus pessimists, who argued that the superpower record was hardly re- 
assuring and that new nuclear powers faced constraints that would render 
their arsenals even more dangerous. Research on nuclear strategy and op- 
erations goes further, arguing that simple extrapolation from the US or So- 
viet experience and binaries such as optimism versus pessimism can obscure 
interesting variation in the behaviors of regional nuclear powers.” 

The early theories of command and control in regional nuclear pow- 
ers predicted that their systems would vary because the new nuclear powers 
would develop different strategies based on the geostrategic context, would 
face different resource and other domestic political constraints, and could 
learn from the US and Soviet experience.” We now know that is true. Dur- 
ing the Cold War, the United States and the Soviet Union adopted a range 
of postures close to the maximalist end of the escalation spectrum—such 
as massive retaliation, flexible response, and damage limitation—that relied 
on massive arsenals and first-use capabilities to deter conventional and nu- 
clear conflict.” By contrast, regional nuclear powers have adopted alterna- 
tive nuclear postures that allow for significantly smaller arsenals and 
experience a wider range of strategic pressures on command and control 
systems.” Likewise, whereas the United States and Soviet Union devel- 
oped their command and control infrastructures with “virtually unlimited 
resources,” regional nuclear powers experience financial constraints that can 
force tradeoffs between support for nuclear weapons capabilities and robust 
arsenal safety and security processes.” Finally, whereas the superpowers 
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Table 7.1 Competing Explanations for Nuclear Command and Control 


Explanation Measurement Predicted Outcome 


External threat environment Nuclear threats Arsenal and command vulner- 
abilities to nuclear attacks produce 
more delegative control 


Conventional Presence of a proximate and 
threats conventionally superior adversary 
produces more delegative control 
Strategic rationale Nuclear use First-use nuclear doctrines require 
doctrine more delegative control 
Domestic politics Civil-military Greater military organizational 
relations autonomy and political influence 
produces more delegative control 
Domestic Greater domestic instability 
instability produces more assertive control 


indigenously developed the administrative, physical, and technical means 
of nuclear command and control, regional nuclear powers can potentially 
study these Cold War models to identify and evaluate arsenal management 
practices.” 

This chapter evaluates the explanations of command and control in regional 
nuclear powers that were presented only in skeletal form three decades ago in 
light of what is now known about command and control outside of the 
United States and the Soviet Union. We focus on three categories of factors 
that may influence command and control decisions in regional nuclear pow- 
ers: (1) the state’s external threat environment, (2) the strategic rationale of the 
arsenal, and (3) the domestic political environment. Table 71 summarizes 
these alternative explanations. 


EXTERNAL THREAT ENVIRONMENT: ARSENAL VULNERABILITY 
AND CONVENTIONAL THREATS 


A state’s external threat environment might shape command and control 
systems in two ways. First, an influential security-based argument empha- 
sizes the effects of arsenal vulnerability on command and control decisions.” 
From this perspective, states with nuclear arsenals that are vulnerable to pre- 
emption or decapitation face challenges to the survivability and responsive- 
ness of their nuclear forces. States with greater arsenal vulnerability experience 
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increased time-urgency, referring to the degree to which a state believes its 
arsenal must be ready for rapid use.” Time-urgency is particularly pronounced 
in states with small arsenals, limited geographic depth, and nuclear-armed 
adversaries, as these conditions generate “use them or lose them” pressures on 
states to safeguard against an adversary’s preemptive strike.”” The arsenal vul- 
nerability factor suggests that states with more vulnerable nuclear arsenals 
will adopt more delegative command and control frameworks that bolster ar- 
senal reliability, while more secure nuclear arsenals permit more assertive 
control measures that emphasize arsenal safety and security. 

Second, severe conventional threats may shape nuclear command and con- 
trol systems in regional nuclear powers.*® Whereas the US and Soviet home- 
lands were largely safe from conventional incursion during the Cold War, 
conventional military invasions have posed threats to the survival of states 
such as Pakistan and Cold War-era France. Furthermore, fears of foreign- 
imposed regime change through conventional means are believed to power- 
fully influence North Korea's nuclear policy, suggesting that conventional 
threats to state security and regime survival are both likely to factor into nu- 
clear command and control decision making.” A conventionally superior ad- 
versary can quickly seize territory, destroy forces, sever lines of communication, 
and threaten regime change in regional nuclear powers. States facing such 
threats experience incentives to lower the nuclear threshold to deter conven- 
tional attacks. By lowering the threshold to nuclear use, regional nuclear pow- 
ers can more clearly signal to adversaries that no room exists underneath the 
nuclear umbrella for conventional conflict, as even limited conventional dis- 
putes will risk escalation to the nuclear level. As a result, severe conventional 
threats encourage more delegative patterns of command and control that al- 
low states to lower the nuclear threshold. 


STRATEGIC RATIONALE: NUCLEAR POSTURE 


Based on this threat environment and based on other aspects of the state’s 
grand strateg y—for instance, whether the state is a status quo or revisionist 
power—the state develops a strategic rationale for its nuclear arsenal, and 
this directly affects the shape of the command and control system. Regional 
nuclear powers have historically employed one of three strategic nuclear 
postures: (1) catalytic postures that seek to mobilize third-party intervention 
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on a state’s behalf during a crisis, (2) assured retaliation postures that aim 
to guarantee secure second-strike capabilities after an adversary’s nuclear 
attack, and (3) asymmetric escalation postures that envision the first use of 
nuclear weapons in a conflict.°° 

For purposes of explaining command and control systems, the key dif- 
ference between these nuclear postures is whether they rely on first-use or 
second-use nuclear strategies. First-use strategies anticipate using nuclear 
weapons first in a conflict, most likely in response to conventional attacks. 
Late-use strategies, in contrast, plan to withhold nuclear weapons until an 
adversary has conducted a nuclear strike or appears imminently likely to 
do so. States with nuclear postures that envision early-use capabilities re- 
quire the delegation of authority to peripheral commanders, whereas late- 
use doctrines permit assertive political control over the arsenal.*! 


DOMESTIC POLITICS: CIVIL-MILITARY RELATIONS 
AND DOMESTIC INSTABILITY 


Domestic politics constitutes the final basket of factors shaping command 
and control and here two dimensions are of greatest importance. First, the 
patterns of civil-military relations within a state can exert strong pressures on 
command and control decisions. This is especially true in states where mili- 
tary organizations have influence over nuclear decision making and can pro- 
mote policies that serve the military's interests. In such cases, the bureaucratic 
politics of military organizational interests and biases can have profound ef- 
fects on nuclear doctrine. Military organizations possess three core interests 
that may be pursued through political channels: (1) access to material re- 
sources, (2) autonomy over the management of internal military affairs, and 
(3) command of operational and tactical decisions regarding the use of force.” 
Military organizations also possess procedural biases that shape doctrinal 
preferences, including reliance on organizational routines designed to ad- 
dress specific tasks and issues and an emphasis on operational-level military 
issues. These interests and biases lead military organizations to systemati- 
cally prefer offensive military doctrines that increase the military's access to 
resources, enhance military autonomy, and facilitate operational coordination 
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within the military.™ In nuclear states, offensive doctrines correspond to more 
delegative patterns of command and control that provide the military with 
physical control over nuclear assets and administrative autonomy over nu- 
clear use decisions.* The civil-military relations hypothesis argues that higher 
levels of military influence in nuclear decision making will produce more del- 
egative command and control systems. 

A second domestic explanation for command and control in regional nu- 
clear powers emphasizes the importance of domestic political instability. 
Several regional nuclear powers have experienced significant periods of do- 
mestic instability while possessing nuclear forces, including China, Paki- 
stan, and apartheid-era South Africa.’ Domestic sources of instability such 
as military coups, armed rebellion, and mass protests can pose significant 
threats to the survival of political regimes and directly threaten the safety 
and security of nuclear forces.” As a result, political leaders facing severe 
domestic instability possess incentives to centralize control over nuclear 
weapons. Centralized control allows leaders to institutionally exclude and 
withhold resources from potential domestic rivals, exploit the domestic 
political value of nuclear weapons for regime support, and strengthen the 
physical safety and security of nuclear forces.’ Thus, higher levels of do- 
mestic instability should lead to more assertive patterns of command and 
control in regional nuclear powers. 


Command and Control in Regional Nuclear Powers 


In this section, we describe the command and control arrangements of each 
regional nuclear power, including the United Kingdom, France, China, Is- 
rael, apartheid-era South Africa, India, Pakistan, and North Korea, presented 
in the order in which they acquired nuclear weapons. We draw on the best 
publicly available sources, but much remains unknown or uncertain, even 
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in arsenals that are many decades old. For each case, we also identify the 
presence of key explanatory factors identified in the previous section. This 
section concludes by briefly evaluating the probative value of the compet- 
ing explanations. 


UNITED KINGDOM 


The United Kingdom has employed delegative command and control sys- 
tems throughout its nuclear history.* The UK relied on air-delivery systems 
from 1956 through 1969 for strategic deterrence after forming its V-bomber 
squadrons capable of targeting the Soviet Union.* From 1969 on, the UK has 
deployed nuclear-powered ballistic missile submarines (SSBNs) as the core 
of its nuclear arsenal, with Trident II submarine-launched ballistic missiles 
(SLBMs) currently serving as the only operational delivery platform in the 
UK's nuclear arsenal.“ 

The UK’s command and control practices over its nuclear bombers dem- 
onstrated a reliance on delegative control. Administratively, the Royal Air 
Force (RAF) possessed the means to prepare for nuclear use without civil- 
ian direction.” In practice, the chief of air staff could mobilize the RAF’s 
nuclear bomber force to conduct a nuclear strike or proceed to a holding area 
and await further instructions from Bomber Command.* Physically, the 
RAF received its first operational nuclear weapons in 1953 and maintained 
custody of the fissile cores and weapons casings required to assemble a nu- 
clear bomb." Technically, the RAF’s nuclear weapons were free from any 
electronic controls.® 

Delegative control procedures have remained in place since the UK tran- 
sitioned to sea-based strategic deterrence in 1969. Administratively, each 
prime minister writes a “letter of last resort” upon assuming office that is 
held in a safe aboard each SSBN and provides directions to SSBN command- 
ers in case communications with political leadership are severed.* These 
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letters provide SSBN crews with the administrative capability to conduct a 
nuclear strike.“ Physically, the Royal Navy possesses complete control over 
its SLBMs while on deterrent patrols. Technically, the UK’s SLBMs remain 
unconstrained by technical controls.4* Combined, these delegative com- 
mand and control systems reflect the UK’s belief that the peacetime delega- 
tion of nuclear use capability bolsters the credibility of its strategic nuclear 
deterrent.” 

External threats fail to explain the UK’s continued reliance on delegative 
control over time. Although the collapse of the Soviet Union dramatically 
reduced external threats to UK security, delegative control measures re- 
mained in place. Similarly, the strategic rationale perspective also fails to 
explain it. Although the UK currently de-targets its SLBMs during peace- 
time to promote a late-use posture that could potentially require days to 
launch, the SSBN crew still possesses the necessary targeting information 
during peacetime.” Domestic political considerations provide the most con- 
sistent explanation of delegative control over time in the UK. Specifically, 
the longstanding involvement of British military organizations in nu- 
clear decision making aligns with the UK’s delegative control systems. For 
example, the military-led Herod Committee devised arrangements that 
would place all nuclear weapons components under RAF custody before 
Britain possessed nuclear weapons.*! Over time, Britain’s military forces suc- 
cessfully resisted the implementation of technical controls such as PALs and 
guaranteed that the military custodians of nuclear forces possess unim- 
peded control over nuclear weapons, suggesting that bureaucratic inertia 
may also contribute to the persistence of long-established patterns of delega- 
tive control. 


FRANCE 


France tested its first nuclear weapon on February 13, 1960, and subsequently 
developed a complete nuclear triad before eventually eliminating land-based 
missiles after the end of the Cold War.” Unlike the United States and the 
United Kingdom—similarly advanced Western democracies and formal 
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military allies of France—details regarding French nuclear command and 
control practices remain extremely limited, especially with respect to post- 
Cold War practices.™4 

France seemed to exercise delegative control over its nuclear forces dur- 
ing the Cold War. Administratively, French presidents have historically pro- 
claimed their authority over nuclear use decisions, while some analysts 
argue that presidents can devolve administrative authority to other senior 
political leaders.” Physically, France’s tactical nuclear weapons were under 
military control during peacetime and military operators possessed full op- 
erational custody of nuclear weapons.” The First Army controlled France’s 
land-based Pluton missiles, while the Tactical Air Force (Force Aérienne Tac- 
tique) controlled France’s air-launched tactical weapons.” Technically, it is 
unclear whether tactical nuclear weapons entailed use-control technologi- 
cal constraints during the Cold War.” The French president possessed an 
enabling code that would authenticate the origins of the order to use nuclear 
weapons, but it appears that military operators could launch nuclear weap- 
ons without awaiting this authentication code.” 

France’s command and control arrangements are more difficult to discern 
in the post-Cold War environment. In 1996, France reclassified all nuclear 
weapons as strategic and deemphasized the role of tactical or prestrategic 
weapons.” The key point of disagreement between analysts relates to com- 
mand and control procedures for France’s SSBNs: some scholars suggest 
that SSBN crews possess full operational control of nuclear weapons, while 
others argue that SSBN crews cannot launch missiles without enabling codes 
from political leaders.“ Similarly, scholars disagree on whether the French 
president can unilaterally authorize nuclear use or must consult senior mil- 
itary officials to order a nuclear strike. 

Because of the paucity of data, any assessments about the causal weight 
of different constraints are necessarily provisional. That said, external 
threats—especially the conventional threat posed by the Soviet Union dur- 
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ing the Cold War—and a strategic rationale that envisioned early use both 
pushed France towards delegative control.® Similar to the United Kingdom, 
the likely persistence of delegative control after the collapse of the Soviet 
Union suggests that while external threats likely contributed to the initial 
development of delegative control measures, those threats cannot explain 
the endurance of delegative control. Furthermore, although France experi- 
enced a coup attempt that directly impinged on the nuclear arsenal, such 
domestic constraints do not appear to have produced a corresponding level 
of assertive control. 


CHINA 


China tested its first nuclear weapon on October 16, 1964, becoming the final 
legally recognized nuclear weapons state under the Treaty on the Non- 
Proliferation of Nuclear Weapons.® Land-based ballistic missiles constitute 
the main operational leg of China’s nuclear arsenal. Although recent mod- 
ernization efforts have introduced uncertainty in the nature of Chinese com- 
mand and control procedures—especially with regards to China's emerging 
submarine-based nuclear capabilities—analysts generally accept that China 
has historically exercised highly assertive control over its nuclear forces.” 

Administratively, nuclear operations occur under the authority of the 
chairman of the Central Military Commission (CMC).® China’s political 
leaders have historically prioritized political control over nuclear forces. John 
Lewis and Xue Litai note this emphasis on centralized administrative con- 
trol: “A launch will automatically be aborted if any step violates the verifi- 
cation requirements.”© Furthermore, unlike other services in the People’s 
Liberation Army (PLA), the CMC directly commands the PLA Rocket Force 
to guarantee political oversight of nuclear operations.” Physically, nuclear 
warheads are de-mated from delivery platforms and geographically dis- 
persed to guarantee that lower-level military actors cannot use nuclear 
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weapons without political approval.” A political commissar oversees nu- 
clear warheads at China’s nuclear storage facilities and only releases these 
warheads to the PLA’s missile units upon the direction of CMC and Polit- 
buro leaders.” Technical use-control devices likely exist on China’s current 
nuclear weapons and are either indigenously developed or the product of 
Russian assistance.” 

China has faced extensive periods of external threats to its nuclear arse- 
nal and command and control systems, ranging from its 1969 border con- 
flict with the Soviet Union to more recent vulnerabilities to US nuclear 
forces.” China has employed assertive control throughout its nuclear his- 
tory, thereby opposing the predictions of the external threats explanation. 
The strategic rationale argument, however, correctly anticipates that China’s 
reliance on a late-use doctrine of assured retaliation should produce asser- 
tive control. Domestic politics also correspond to China’s assertive control 
measures, with the domestic instability produced by the Cultural Revolu- 
tion leading to more assertive control early in China’s nuclear program and 
the exclusion of military organizations from nuclear decision making re- 
maining central to assertive control.” 


ISRAEL 


As a matter of policy, neither Israel nor the United States has formally de- 
clared Israel as a nuclear weapons state. In practice, however, Israeli leaders 
have cultivated the widespread belief that Israel likely possesses nuclear 
weapons. We adopt the now-standard convention among academic special- 
ists by writing as though Israel has a nuclear arsenal. 

Due to Israel’s nuclear opacity, Avner Cohen—a leading scholar on Isra- 
el’s nuclear program—notes that “Virtually nothing is publicly known about 
Israel’s nuclear command and control structure.”” To the extent that data 
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on Israeli nuclear operations are available, however, command and control 
systems appear to be assertive in nature.” Administratively, civilian elites 
retain exclusive nuclear use authority. In 1962, Prime Minister David Ben- 
Gurion chaired a meeting that resulted in an explicit decision to strictly sep- 
arate conventional military operations from nuclear planning, thereby 
allowing for strict political control over nuclear use decisions.” Exclusive 
civilian control remains a pillar of Israel’s command and control procedures 
and appears to apply during peacetime and late into conventional crises.” 
Physically, Israel maintained its nuclear weapons in a disassembled state 
during the early years of its nuclear program, with the civilian-led Israel 
Atomic Energy Commission controlling the nuclear cores and the Israel De- 
fense Forces operating the delivery platforms.®° The physical separation of 
nuclear warheads from land and air-based delivery platforms likely remain 
in effect, but it is unclear whether Israel employs any such controls over its 
submarine-based nuclear capabilities.*! Technically, Israel likely developed 
a PAL equivalent in the 1980s. 

Paradoxically, despite its history of wars and vulnerability to terrorism, 
Israel’s external threat environment today is sufficiently benign to permit 
more assertive command and control practices. The absence of a conven- 
tionally superior or nuclear-armed adversary reduces time-urgency pres- 
sures and facilitates assertive control. Israel’s assured retaliation posture 
also enables assertive control measures and offers support for the strategic 
rationale argument.** Domestic politics, in contrast, offers a poor explana- 
tion for assertive control in Israel. Specifically, despite traditionally high 
levels of military autonomy and influence in national security policymak- 
ing that should predict more delegative patterns of command and control, 
the Israel Defense Forces have been unable to shape nuclear doctrine since 
the inception of Israel’s nuclear weapons program.* This judgment is cave- 
ated by the high degree of uncertainty and opacity surrounding the Israeli 
program. 
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SOUTH AFRICA 


South Africa is the only state to indigenously develop and subsequently 
dismantle its nuclear arsenal. South Africa developed its first nuclear de- 
vice in 1979 and ultimately assembled six air-deliverable nuclear bombs in 
the 1980s. South Africa began dismantling its nuclear weapons in 1989 
and fully decommissioned all nuclear weapons by 1991.86 

South Africa managed its nuclear arsenal through highly assertive mea- 
sures. Administrative control procedures emphasized centralized political 
control over South Africa’s nuclear weapons.*’ To access, assemble, and de- 
ploy nuclear weapons, the president would issue simultaneous orders to the 
minister of defense and the minister of energy affairs, who would then re- 
lay authentication codes along a parallel chain of command that included 
representatives from the South African Defense Force, the Atomic Energy 
Corporation, and the Armaments Corporation of South Africa. This division 
of administrative oversight guaranteed that nuclear weapons remained cen- 
trally controlled. Physically, South Africa split its nuclear weapons into two 
components: one half containing the nuclear warhead and a second half con- 
taining the gun assembly and uranium missile to initiate the detonation 
process. Both halves were stored in separate vaults and separate from de- 
livery platforms. Technically, each nuclear weapon contained a mechani- 
cal lock that served as a safe-ing mechanism that blocked the uranium 
missile from initiating a nuclear reaction unless the lock was removed.” 

South Africa did not face major external threats while in possession of nu- 
clear weapons.” The employment of assertive control aligns with the predic- 
tions of the external threats explanation, which predicts that a benign security 
environment facilitates assertive control. South A frica’s late-use doctrine also 
correlates with assertive control, as predicted by the strategic rationale expla- 
nation.” Furthermore, high levels of domestic instability—especially in the 
twilight of the apartheid regime—also appear to explain the regime's intense 
centralization of political control over nuclear decision making.” 
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INDIA 


India tested a nuclear device in 1974 but did not acquire the operational 
means to air-deliver a nuclear weapon until approximately 1988.” India has 
since diversified its arsenal to include land-based ballistic missiles and 
submarine-launched ballistic missiles.” Throughout its nuclear weapons 
program, India has managed its nuclear arsenal through highly assertive 
command and control measures that only delegate nuclear use capability 
to lower levels late in a crisis.” 

India’s administrative controls strongly emphasize centralized political 
control. The 1999 draft nuclear doctrine grants the prime minister strict con- 
trol over nuclear use decisions.” India also strictly separates its chains of 
command for nuclear and conventional operations to facilitate civilian over- 
sight of nuclear operations.” Physically, India has historically disassembled 
and de-mated its nuclear weapons from delivery platforms.” At least through 
the mid-2000s, the Department of Atomic Energy maintained custody of the 
fissile pits, and the Defense Research and Development Organization man- 
aged non-fissile components, such as nuclear triggers and detonators.” Since 
then, India has increased its reliance on canisterized systems that pre-mate 
warheads to delivery platforms, suggesting that physical control may be a 
weakening pillar of assertive control.!” Technically, nuclear forces are likely 
protected by an indigenously developed PAL equivalent that requires a code 
at the final stages of deployment to arm and prepare the nuclear weapon for 
release across all platforms.'”' These codes are centrally managed to prevent 
lower-level commanders from bypassing the designated chain of command 
and to guarantee political oversight. 

External threats do not appear to have significantly shaped India’s 
command and control systems. Despite persistent border disputes with 
China and Pakistan—two nuclear-armed adversaries—India has maintained 
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assertive control over its nuclear forces. The strategic rationale argu- 
ment, in contrast, correctly anticipates that India’s late-use nuclear doc- 
trine should produce assertive control. Domestic politics also appear to 
play a significant role in India’s employment of assertive control mea- 
sures, as the purposeful and systematic exclusion of military influence in 
nuclear decision making has allowed political leaders to centralize con- 
trol over India’s nuclear forces.!% 


PAKISTAN 


Pakistan employs conditional command and control arrangements over its 
nuclear arsenal. Conditional control allows Pakistan to centralize oversight 
of nuclear use decisions during peacetime, while also enabling the rapid del- 
egation of nuclear use authority during crises to deter conventional aggres- 
sion and bolster arsenal reliability. 

Administrative control in Pakistan is centralized during peacetime. The 
prime minister officially chairs Pakistan’s National Command Authority, 
which is responsible for policy formulation and the oversight of nuclear 
forces. Although civilian leadership possesses de jure authority over nu- 
clear operations, the military-led Strategic Plans Division ultimately exercises 
de facto authority over nuclear use.” Early in crises, Pakistan’s command 
and control systems allow for the rapid devolution of nuclear use capability to 
lower-level commanders and enable field commanders to authorize nuclear 
use.” Physically, Pakistan's warheads are partially disassembled during 
peacetime, with the fissile cores and detonators separated from one another 
and dispersed across an unknown distance.!°% At a minimum, warheads are 
de-mated from delivery platforms to provide physical control during peace- 
time.’ As crises escalate, Pakistan is likely to begin assembling weapons and 
mating those weapons to delivery platforms to increase the readiness of its 
nuclear forces, and Pakistan's military can quickly prepare nuclear weapons 
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for deployment in the event of a crisis. Pakistan’s primary technical control 
over nuclear forces is a PAL-like device that aims to prevent unauthorized 
use.! These Pak-PALs are likely simple code-lock devices that lock subcom- 
ponents of the weapon or block the fusing space to prevent a nuclear detona- 
tion. Pak-PALs can be bypassed to allow for nuclear use in the absence of 
authorization codes from political authorities? The military custodians of 
nuclear forces likely include technical teams on base with the capacity to by- 
pass these locks and enable nuclear use as crises escalate.’ 

External threats appear to play a significant role in explaining Pakistan’s 
conditional control arrangements. Specifically, Pakistan's significant conven- 
tional inferiority with respect to India encourages the early delegation of nu- 
clear use ability." The strategic rationale argument also correctly predicts 
that Pakistan’s first-use nuclear posture would enable nuclear delegation early 
in a crisis." Domestic politics appear to play a significant role in Pakistan’s 
nuclear decision making as well, but with different factors creating opposing 
pressures. The Pakistan Army’s outsized political influence enables the mili- 
tary to adopt more delegative control, whereas longstanding fears of domestic 
instability and threats to arsenal safety and security promote more assertive 
control procedures. Pakistan’s employment of conditional control appears 
to be an attempt to balance the competing pressures that encourage the peace- 
time centralization of control over nuclear forces and incentives for delegation 
early in a crisis to guarantee arsenal reliability." 


NORTH KOREA 


North Korea became the most recent state to acquire deliverable nuclear 
capabilities after testing its first nuclear device in 2006.!!8 Although devel- 
opments in North Korea’s delivery platforms are observable to outside ana- 
lysts, little information is available on the country’s nuclear command and 
control capabilities. 
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The available evidence suggests that North Korea employs conditional 
command and control systems. Administratively, the chairman of the Work- 
ers’ Party exercises the final authority over nuclear use decisions. As North 
Korea’s state-run Korean Central News Agency (KCNA) reported, “nuclear 
weapons can be used only by a final order of the Supreme Commander of 
the Korean People’s Army (KPA).”"? North Korea institutionalized central- 
ized peacetime control in 2012 by creating the Strategic Rocket Forces Com- 
mand, a military body with equal status to the other KPA services that 
reports directly to the supreme leader.!”° At the same time, the KCNA em- 
phasizes that nuclear weapons must remain “on standby so as to be fired 
any moment.”!?! Given North Korea’s doctrinal emphasis on preemptive 
strikes, it appears likely that Kim Jong Un would rapidly decentralize con- 
trol early in a crisis and delegate nuclear use capability to lower-level com- 
manders.!” Physically, the Central Military Committee (CMC) of the Workers’ 
Party of Korea manages nuclear warheads during peacetime. Once the su- 
preme leader authorizes the release of nuclear weapons, military operators 
can obtain warheads from the CMC and mount the warheads to their deliv- 
ery platforms.!” Technically, no evidence exists to suggest that North Korea 
employs technical constraints on its nuclear weapons.!”4 

External threats provide strong incentives for North Korea to adopt more 
delegative command and control systems. North Korea’s conventional and 
nuclear vulnerabilities to the United States generate pressures on state se- 
curity and regime survival and correctly anticipate that North Korea should 
adopt more delegative control. The strategic rationale argument also appears 
to receive some support from the North Korea case, as indications of a first- 
use nuclear posture would also expect more delegative control.'” Neither 
external threats nor strategic rationale can explain the peacetime centraliza- 
tion of political control that is inherent to North Korea's conditional control 
arrangements. Domestic politics appear to explain such peacetime central- 
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ization of nuclear use ability, as the Kim dynasty’s enduring fears of domes- 
tic threats to the regime’s continued political rule encourage greater political 
oversight." Like Pakistan, North Korea provides an example of how states 
use conditional control arrangements to simultaneously address competing 
pressures for early—and late-crisis delegation. 


EVALUATING THE EXPLANATIONS 


The evidence presented in this section demonstrates that regional nuclear 
powers have adopted a wide range of command and control systems, with 
multiple states adopting assertive, conditional, and delegative control sys- 
tems. Furthermore, the evidence supports the chapter’s argument that re- 
gional nuclear powers require direct analysis to explain command and 
control decisions, rather than relying on deductive extensions of Cold War 
frameworks. Table 7.2 summarizes how the alternative explanations empir- 
ically perform in each regional nuclear power. 

The empirical analysis reveals two findings regarding the effects of ex- 
ternal threats on command and control arrangements. First, nuclear threats 
provide at best a weak explanation for variation in regional nuclear power 
command and control systems. For example, despite potential arsenal and 
command vulnerabilities that should produce more delegative control, states 
such as China and India employ strictly assertive control measures that un- 
dermine the nuclear threats hypothesis. Second, conventional threats to 
state security and regime survival are more pronounced and influential in 
regional nuclear powers. All regional nuclear powers that have faced severe 
conventional threats—including France during the Cold War, Pakistan, and 
North Korea—have adopted conditional or delegative control systems that 
increase arsenal readiness. Whereas nuclear threats powerfully shaped com- 
mand and control decisions in the Cold War superpowers, conventional 
threats serve as the more prevalent external threat to regional nuclear pow- 
ers and appear to powerfully shape command and control decisions. 

The strategic rationale hypothesis obtains mixed results after empirical 
analysis. On the one hand, late-use doctrines in India, China, and apartheid- 
era South Africa clearly align with highly assertive command and control 
systems. On the other hand, several cases deviate from the expectations of 
the strategic rationale hypothesis. For example, although the United King- 
dom employs a late-use doctrine that should enable assertive control, Brit- 
ish policymakers delegate nuclear use ability to military custodians of 
nuclear weapons during peacetime. Furthermore, although Pakistan and 
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Table 7.2 Empirically Evaluating Explanations for Nuclear Command and Control 


Explanation Measurement Summary of Case Outcomes 
External threat Nuclear threats Aligns with outcomes in some cases (Israel, 
environment South Africa, Pakistan) but fails to explain 


assertive control in cases where states face 
nuclear threats (China, India) and the 
persistence of delegative control after nuclear 
threats weaken (United Kingdom, France). 


Conventional Clearly influential in explaining early 

threats delegation in some cases (France during the 
Cold War, Pakistan) and assertive control in 
others (e.g., China, South Africa, India). Fails 
to explain persistence of delegative control 
after conventional threats dissipate (United 
Kingdom, France). 


Strategic rationale Nuclear use Aligns with outcomes in many cases (e.g. 
doctrine China, France, South Africa, India). Cannot 
explain why Pakistan’s first-use doctrine 
does not provide predelegation or the 
persistence of delegative control in Britain, 
despite a late-use doctrine. 


Domestic politics Civil-military Influential and important in several cases 
relations (e.g., United Kingdom, China, India), but 
fails to predict assertive control in cases with 
influential militaries (Israel, South Africa). 


Domestic Correctly predicts assertive control in 

instability countries facing domestic challenges (China 
during the Cultural Revolution, apartheid- 
era South Africa) but cannot explain the 
range of variation in domestically stable 
states (i.e., delegative control in the United 
Kingdom and assertive control in India). 


North Korea both appear to possess nuclear doctrines that envision first-use, 
both countries stop short of fully delegative control measures and employ 
conditional control systems that maintain centralized control during peace- 
time. The strategic rationale hypothesis offers some leverage for explaining 
command and control in regional nuclear powers, but an initial investiga- 
tion of the data suggests that the strategic rationale explanation is at best 
incomplete. 

The evidence presented here also shows that domestic politics affect com- 
mand and control outcomes in a wide range of regional nuclear powers. In- 
deed, the nature of civil-military relations and levels of domestic instability 
vary more widely in regional nuclear powers than the Cold War super- 
powers, and both factors yield significant findings. First, the civil-military 
relations hypothesis correctly predicts that states in which the military enjoys 
greater organizational autonomy will adopt more delegative control systems, 
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as observed in the United Kingdom and Pakistan. Conversely, states are more 
likely to adopt assertive control in countries where political leaders purpose- 
fully reduce the autonomy and influence of a military organization, such as 
India and China. The civil-military relations hypothesis, however, appears 
insufficient to explain command and control outcomes. For example, despite 
the Pakistan Army’s complete control over nuclear decision making, Paki- 
stan nevertheless employs conditional control arrangements that promote 
centralized control during peacetime. Despite the central political role of the 
South African Defense Force in apartheid-era South Africa, civilian leaders 
exercised highly assertive control that challenges the civil-military relations 
hypothesis.!”” 

Domestic instability provides a second domestic-level explanation of com- 
mand and control in regional nuclear powers. Domestic challenges to the 
apartheid regime in South Africa and China’s Cultural Revolution provide 
clear examples of domestically unstable regimes adopting highly asser- 
tive control measures, as predicted by the domestic instability hypothesis.’ 
Pakistan and North Korea provide examples of states facing severe domes- 
tic instability that have adopted conditional control arrangements. Although 
conditional control allows these states to assert control over nuclear forces 
during peacetime, the ability to rapidly delegate command early in a crisis 
shows that domestic instability alone cannot explain variation in regional 
nuclear power command and control systems. 

The empirical analysis also reveals a third potential domestic-level expla- 
nation for the cases: the inertia of bureaucratic politics from a state’s earliest 
design choices appear to persist even when the factors that drove initial com- 
mand and control decisions no longer obtain. We see evidence of this kind 
of bureaucratic politics at work in all of the country cases, but perhaps es- 
pecially Britain and France, the oldest of the regional nuclear powers. In 
these cases, delegative control arrangements remain in place despite a sig- 
nificantly more benign threat environment after the Cold War. The history 
of US nuclear command and control suggests that evolution is possible, but 
the general lack of variation in many explanatory variables and the pres- 
ence of bureaucratic inertia suggest that changes in regional nuclear power 
command and control systems will be case-specific rather than general 
trends. 

This evaluation of the alternative explanations for command and control 
in regional nuclear powers also highlights three broader takeaways. First, 
the wide range of observed variation in command and control frameworks 
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demonstrates the utility of our conceptual framework. By emphasizing the 
timing of delegation with respect to crisis onset, we are able to more pre- 
cisely differentiate between assertive, conditional, and delegative command 
and control systems in regional nuclear powers. Second, although several 
factors such as conventional threats, strategic rationale, civil-military rela- 
tions, and domestic instability appear to influence command and control de- 
cisions in regional nuclear powers, further research is needed to identify 
the conditions under which these explanations shape command and con- 
trol outcomes. Each variable appears to have a mixed record in predicting 
command and control outcomes, which suggests that further research on 
cases such as Pakistan and North Korea—both of which likely employ con- 
ditional control in response to severe external threats and domestic politi- 
cal instability—could help resolve the longstanding question of how regional 
nuclear powers will respond when facing opposing pressures on command 
and control systems.!” Third, the analysis indicates the enduring challenges 
of empirically evaluating command and control systems in regional nuclear 
powers. Although more data are currently available than when regional nu- 
clear powers began developing their arsenals, the secrecy surrounding 
nuclear command and control systems remains a barrier to empirical analy- 
sis and requires analysts to accept lower levels of confidence when devel- 
oping theories of nuclear operations in regional nuclear powers. 


Nuclear Command and Control in the Twenty-First Century 


Rather than following the Cold War superpower script, regional nuclear 
powers have instead adopted a wide array of nuclear command and con- 
trol arrangements. Regional nuclear powers face similar tradeoffs to those 
encountered by the Cold War superpowers and have drawn certain lessons 
from the US and Soviet experiences, but regional nuclear powers have mod- 
ified these lessons to suit their own purposes. This chapter illustrates these 
points by providing a new conceptual framework for command and con- 
trol systems and providing an initial empirical analysis to identify the 
factors that lead regional nuclear powers to adopt assertive, conditional, or 
delegative command and control arrangements. 

Although data limitations continue to constrain the ability of outside ana- 
lysts to evaluate nuclear command and control systems in regional nuclear 
powers—especially in inaccessible or secretive countries like North Korea and 
Israel—the practices of some recent proliferators such as India and Pakistan 
have emerged through official public statements and interviews by individual 
researchers with political and military elites in these countries. Information on 
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nuclear command and control in the Cold War superpowers was limited for 
the first three decades of the nuclear age before scholars obtained extensive 
and reliable empirical evidence. Scholars can expect a similarly gradual in- 
crease in data availability in regional nuclear powers over time and should 
continue to revise theoretical and conceptual frameworks as these new data 
become available. Other potential sources of data include recent revelations 
about how states manage other weapons of mass destruction, such as chemical 
weapons, although further research will be necessary to determine the extent 
to which the command and control of different weapons types translate into 
the nuclear realm.!*° 

The empirical record is mixed for the post-Cold War predictions of both 
proliferation optimists and pessimists. In contrast to the expectations of the 
proliferation optimism school, several regional nuclear powers have adopted 
command and control frameworks that are markedly delegative in nature, 
such as France and the United Kingdom. Other states such as Pakistan and 
likely North Korea envision first-use nuclear doctrines that delegate nuclear 
use capability to peripheral military commanders early in a crisis. These 
command and control arrangements enable lower-level commanders to use 
nuclear weapons without political approval and increase the likelihood of 
a conventional crisis escalating across the nuclear threshold. As pessimists 
feared, regional nuclear powers experience a variety of domestic and inter- 
national pressures that encourage leaders to consider command and con- 
trol systems that prioritize arsenal reliability over safety and security. 

As optimists predicted and contrary to the worst fears of pessimists, how- 
ever, regional nuclear powers have thus far managed their nuclear arsenals 
without experiencing the accidental or unauthorized use of nuclear weap- 
ons. Furthermore, political crises involving regional nuclear powers have not 
escalated out of control and across the nuclear threshold. Although the op- 
erational configuration of command and control systems in regional nuclear 
powers aligns with several expectations of the proliferation pessimism 
school, the absence of nuclear use offers support for the proliferation opti- 
mism school. 

Although nuclear optimists have thus far correctly predicted the absence of 
purposeful or inadvertent nuclear use, empirical trends in recent proliferators 
provide cause for concern. Notably, conditional control arrangements in Paki- 
stan and North Korea provide examples of new challenges to crisis stabil- 
ity, as these arrangements create avenues to unwanted escalation during 
crises. Furthermore, Pakistan and North Korea also face significant challenges 


130. As an example, Saddam Hussein appears to have predelegated the ability to use 
chemical weapons in the event of a decapitation attack on his regime. Benjamin Buch and 
Scott D. Sagan, “Our Red Lines and Theirs,” Foreign Policy, December 13, 2013, https:// 
foreignpolicy.com/2013/12/13/our-red-lines-and-theirs/. 
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regarding long-term domestic political stability that could threaten to throw 
nuclear-armed countries into domestic political turmoil. In short, despite the 
good fortune that the world has received to avoid nuclear use, significant rea- 
sons for concern remain. To paraphrase Winston Churchill, perhaps both op- 
timists and pessimists have something about which to be modest. 

Improving our understanding of the causes of variation in regional nu- 
clear power command and control systems also provides the foundations 
for anticipating the effects of command and control systems on important 
outcomes in international security. In particular, this chapter’s theoretical 
and empirical discussion of conditional control arrangements reveals two 
emerging challenges for nuclear security. First, conditional control systems 
provide pathways to inadvertent nuclear escalation that are not captured by 
the traditional binary measurement of assertive and delegative control. For 
instance, the process of decentralizing the ability to use nuclear weapons 
early in a crisis may signal malign intent to an adversary.'*! An adversary 
would likely view actions such as mating warheads to delivery platforms 
and dispersing nuclear assets as offensive in nature and could choose to es- 
calate an ongoing crisis to preempt a nuclear attack. Furthermore, the rapid 
delegation of nuclear use capability from centralized political authorities to 
military operators would weaken political oversight of nuclear decision 
making and increase the likelihood of divergence between political goals 
and military actions as political leaders attempt to reduce tensions while the 
military prepares for conducting nuclear operations.” Second, the empiri- 
cal analysis in this chapter shows that conditional control arrangements are 
now a prominent form of command and control in regional nuclear pow- 
ers. Pakistan and North Korea—the two most recent states to develop nu- 
clear weapons—seemingly employ conditional control arrangements that 
have the potential to foster crisis escalation and have engaged in numerous 
crises with nuclear adversaries.! These cases show that the challenges pre- 
sented by conditional command and control systems are likely to persist 
and deserve greater attention within the scholarly and policy communities 
to foster strategic stability in future crises. 


131. Blair, “Alerting in Crisis and Conventional War,” 75-78. 

132. Blair, “Alerting in Crisis and Conventional War,” 113-119. 

133. For instance, Pakistan and India were mired in the Balakot crisis in 2019, and North 
Korea engaged in a series of escalating threats with the United States in 2017. Williams and 
Narang, “Thermonuclear Twitter?” 
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The Limits of Nuclear Learning 
in the New Nuclear Age 


Mark S. Bell and Nicholas L. Miller 


The idea of nuclear learning offers a powerful reason for optimism about 
the future nuclear landscape. According to the nuclear learning argument, 
new nuclear-armed states learn over time that nuclear weapons are good 
for deterring invasion or nuclear attack but not much else. In Kenneth Waltz’s 
words, “the slow spread of nuclear weapons gives states time to learn to live 
with them... and to understand the limits they place on behavior.”! Others 
acknowledge that learning takes time and may even require states to learn 
from potentially dangerous crises, but still retain the optimistic view that 
states learn stabilizing (and normatively pleasing) lessons over time.” In- 
deed, nuclear learning is merely one application of a broader literature that 
suggests states can learn—a “descriptive term for identifying any new in- 
ference drawn by an individual based on observation, experience, or 
mentoring”—and craft smarter foreign policies as a result.’ 


1. Kenneth N. Waltz, “The Spread of Nuclear Weapons: More May Be Better,” Adelphi 
Papers 21, no. 171 (1981): 26. 

2. Joseph S. Nye Jr., “Nuclear Learning and U.S.-Soviet Security Regimes,” International 
Organization 41, no. 3 (1987): 371-402; Michael C. Horowitz, “The Spread of Nuclear Weap- 
ons and International Conflict: Does Experience Matter?,” Journal of Conflict Resolution 53, 
no. 2 (2009): 234-257; Michael D. Cohen, When Proliferation Causes Peace: The Psychology of 
Nuclear Crises (Washington, DC: Georgetown University Press, 2017). 

3. We take this definition from Jeffrey W. Knopf, “The Concept of Nuclear Learning,” Non- 
proliferation Review 19, no. 1 (2012): 85. For example, George W. Breslauer, “Ideology and Learn- 
ing in Soviet Third World Policy,” World Politics 39, no. 3 (1987): 429-448; Jack Levy, “Learning 
and Foreign Policy: Sweeping a Conceptual Minefield,” International Organization 48, no. 2 
(1994): 279-312; Janice Gross Stein, “Deterrence and Learning in an Enduring Rivalry: Egypt 
and Israel, 1948-73,” Security Studies 6, no. 1 (1996): 104-152; Daniel Sobelman, “Learning to 
Deter: Deterrence Failure and Success in the Israel-Hezbollah Conflict, 2006-16,” International 
Security 41, no. 3 (2016/2017): 151-196. 
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The question of whether nuclear learning can allow states to settle into 
stable patterns of deterrence is theoretical but has important policy impli- 
cations in the new nuclear era. For example, advocates of nuclear learning 
argue that the policy challenges associated with new nuclear-armed states 
such as North Korea are a short- or medium-term problem rather than a 
long-term one. If the international community can get through an initial pe- 
riod of instability, stable patterns of deterrence will then emerge as both 
sides learn. Michael Cohen’s argument is representative: “Leaders in Pyong- 
yang and Tehran may develop nuclear weapons and authorize assertive for- 
eign policies in the short term, [but] this behavior is unlikely to continue over 
the long run,” with leaders subsequently “authorizling] restrained foreign 
policies.”* Similarly, Michael Horowitz argues that “new nuclear states ap- 
pear the most ‘risky.’”° Experienced nuclear states, and future relations 
among established nuclear-armed states, by contrast, should not be objects of 
substantial concern. 

Despite the prominence of the nuclear learning argument and its impor- 
tance to policy debates, it has rarely been subjected to direct critique.° In this 
chapter, we argue that the nuclear learning argument is built on weak theo- 
retical and empirical foundations. Moreover, in the new nuclear era, nuclear 
learning is even less likely than in the past. We show that there are theo- 
retical reasons to believe nuclear learning should occur rarely, if at all, and 
is particularly unlikely in the new nuclear era. We also show that the nu- 
clear learning argument fails to make sense of the historical record by 
briefly examining the US-Soviet case as well as the more recent cases of In- 
dia and Pakistan. The evidence suggests that while these states may some- 
times have learned lessons about nuclear weapons, they were not generally 
the stabilizing ones anticipated by nuclear learning advocates. 


4. Cohen, When Proliferation Causes Peace, 24. 

5. Horowitz, “The Spread of Nuclear Weapons and International Conflict,” 250. 

6. For examples of partial or implicit critiques of nuclear learning, see Scott D. Sagan, The 
Limits of Safety: Organizations, Accidents, and Nuclear Weapons (Princeton: Princeton University 
Press, 1993), chap. 5, which finds limited learning with respect to preventing nuclear accidents; 
and Peter D. Feaver, “Command and Control in Emerging Nuclear Nations,” International Se- 
curity 17, no. 3 (1992/1993): 160-187, which argues that learning does not appear to explain the 
evolution of states’ nuclear command and control arrangements. For more direct critiques of 
nuclear learning that focus on the specific cases of India and the Cuban Missile Crisis, respec- 
tively, see Frank O’Donnell, “India’s Nuclear Counter-Revolution: Nuclear Learning and the 
Future of Deterrence,” Nonproliferation Review 26, no. 5—6 (2019): 407-426 and Benoit Pelopidas, 
“The Unbearable Lightness of Luck: Three Sources of Overconfidence in the Manageability of 
Nuclear Crises,” European Journal of International Security 2, no. 2 (2017): 240-262. Even some 
advocates of nuclear learning identify areas where learning was limited. For example, Nye 
finds little learning between the United States and the Soviet Union when it comes to achiev- 
ing arms race stability or converging on stabilizing nuclear force structures. 
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The Nuclear Learning Argument 


Scholars offer different interpretations of the nuclear learning argument, but 
several core features are common across the various arguments. First, the 
behavior of nuclear-armed states changes; as Horowitz argues, “the length 
of time countries have nuclear weapons may influence both the way they 
think about how to use their nuclear arsenal and the way they are perceived 
by adversaries.”” Second, those changes are in the direction of stability; the 
behavior of nuclear-armed states moderates over time, allowing stable pat- 
terns of interstate relations to emerge. More specifically, nuclear learning ad- 
vocates suggest that states learn that nuclear weapons are primarily useful 
for deterrence, take steps to reduce the risk of accidents and miscalculation, 
adopt nuclear postures emphasizing retaliation, and accept mutual vulner- 
ability instead of pursuing costly arms races. In short, nuclear learning has a 
progressive character to it, which suggests that the arc of state policy bends 
toward wise, careful, and restrained policies. In contrast to the value-neutral 
definition of learning offered above, the nuclear learning literature (implic- 
itly or explicitly) adopts a more normative view of learning, anticipating 
(and, indeed, requiring) that particular lessons be learned.’ Third, those 
changes in behavior are attributable to learning; it is the development of 
“new beliefs, skills, or procedures” occurring due to “observation and in- 
terpretation of experience” that drive changes rather than other factors.” 
The nuclear learning argument is consistent with broader understandings 
of nuclear weapons that emphasize the transformative political effects that 
follow from the technological properties of nuclear weapons." Such argu- 
ments rely on assumptions that nuclear learning occurs because they require 
leaders to realize the merits of—and pursue—the particular policies and 
postures that nuclear weapons demand. 

Beyond these core features, important differences exist between different 
accounts of nuclear learning. For example, different scholars identify differ- 
ent mechanisms driving the process of learning: Cohen identifies leaders’ 
psychological reactions to nuclear crises, Nye emphasizes individuals at all 
levels of government collectively coming to understand the appropriate pol- 
icies to pursue in the nuclear realm, while Horowitz’s account emphasizes 


7. Horowitz, “The Spread of Nuclear Weapons and International Conflict,” 235. 
8. On the distinction between normative and value-neutral views of learning, see 
Knopf, “The Concept of Nuclear Learning.” 
9. This definition of learning is from Levy, “Learning and Foreign Policy,” 283. 
10. See, for example, Bernard Brodie, ed., The Absolute Weapon: Atomic Power and World 
Order (New York: Harcourt Brace, 1946); Robert Jervis, The Meaning of the Nuclear Revolution: 
Statecraft and the Prospects of Armageddon (Ithaca: Cornell University Press, 1989). 
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rational states learning the uses and limits of nuclear weapons through trial 
and error." Similarly, scholars disagree about whether states can learn vi- 
cariously from the experiences of others or whether they can only learn from 
their own experiences." 


The Rarity of Nuclear Learning 


Despite the prominence of the nuclear learning argument, there are strong 
theoretical reasons to expect nuclear learning to occur only rarely. First, 
states are generally poor at learning lessons, and we should expect learn- 
ing lessons about nuclear weapons to be particularly difficult. Second, there 
are many lessons that states might learn from nuclear weapons and little 
reason to expect states to learn the particular lessons that lead to stability. 
Third, as long as some states deviate from learning stabilizing lessons, other 
states face weaker incentives to do so. Further, all of these arguments are 
particularly applicable in the new nuclear era. 


OBSTACLES TO NUCLEAR LEARNING 


Large government bureaucracies are not humans and, as Jack Snyder ar- 
gues, “do not literally learn in the same sense that individuals do.” Al- 
though this is widely understood in the literature on organizational learning, 
it poses particular challenges for states and for learning in the nuclear realm. 
States may well face incentives to learn. As Waltz argued, states should be 
socialized to the behaviors demanded by an international system in which 
they must provide for their own security. However, whether nuclear-armed 
states feel these incentives is more questionable. Nuclear-armed great pow- 
ers face the weakest incentives for learning; their power allows them to make 
mistakes and still survive. Advocates of nuclear learning argue that nuclear 
weapons have the very effects—deterring major attacks and securing a state’s 
core interests—that should most weaken the pressures to socialize and learn. 


11. Cohen, When Proliferation Causes Peace; Nye, “Nuclear Learning”; Horowitz, “The 
Spread of Nuclear Weapons and International Conflict.” 

12. On the possibility of vicarious learning, see Feaver, “Command and Control in 
Emerging Nuclear Nations.” 

13. Jack Levy, “Learning and Foreign Policy,” International Organization 48, no. 2 (1994): 287. 

14. Kenneth N. Waltz, Theory of International Politics (Long Grove, IL: Waveland Press, 
1979), 74-77. 

15. Jonathan Kirshner, “The Economic Sins of Modern IR Theory and the Classical Real- 
ist Alternative,” World Politics 67, no. 1 (2015): 160; Randall L. Schweller, “Entropy and the 
Trajectory of World Politics: Why Polarity has become Less Meaningful,” Cambridge Review 
of International Affairs 23, no. 1 (2010): 146-147. 
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More broadly, since 1945, the threat of state death—the most powerful force 
incentivizing socialization—has largely disappeared." 

Even if pressures to learn remain, states possess a number of features that 
make them poor learners.” And we should expect states would be particu- 
larly poor learners in the nuclear realm.’ First, although all government bu- 
reaucracies exhibit tendencies that inhibit learning, the military and technical 
bureaucracies that often control nuclear weapons are particularly suscep- 
tible to biases, groupthink, and resisting the evaluation needed to promote 
learning.” More substantively, the particular biases that militaries typically 
exhibit—notably, toward favoring offensively oriented strategies—will gen- 
erally push in the opposite direction to what advocates of nuclear learning 
would recommend. In theory, robust civilian control of nuclear weapons 
could ameliorate these tendencies, but nuclear-armed states often grant—or 
feel strategic pressures to grant—their militaries substantial autonomy with 
respect to nuclear weapons.”” 

Second, nuclear strategy, procurement, and, in some cases, the very exis- 
tence of nuclear weapons is subject to high levels of secrecy. Secrecy does 
not preclude learning, but it makes it harder; learning is inhibited when 
much relevant information is highly classified. Further, many of those who 
do possess the clearances and access to relevant information will be from 
the military and thus subject to the biases identified above that push against 
learning of the sort that the nuclear learning argument demands. The se- 
crecy associated with nuclear weapons thus interacts with the biases of the 
military to make nuclear learning unlikely.”! 

Third, nuclear weapons operate in the background of international politics. 
They are rarely brandished explicitly and even more rarely used directly. As a 


16. Tanisha M. Fazal, State Death: The Politics and Geography of Conquest, Occupation, and 
Annexation (Princeton: Princeton University Press, 2007). 

17. On the dynamics inhibiting learning within organizations, and an application to 
states, see, respectively, Aaron Wildavsky, “The Self-Evaluating Organization,” Public Ad- 
ministration Review 32, no. 5 (1972): 509-520; Stephen Van Evera, “Why States Believe Foolish 
Ideas: Non-Self-Evaluation by States and Societies,” in Perspectives on Structural Realism, ed. 
Andrew K. Hanami (Palgrave Macmillan, 2003). 

18. These mechanisms are discussed in more detail in Mark S. Bell, “Explaining the Stabil- 
ity of U.S. Nuclear Thinking: Grand Strategy, Nuclear Weapons, and Policy Change,” paper 
presented at the Nuclear Studies Research Initiative conference, Hamburg, Germany, Decem- 
ber 2019. 

19. For example, Barry R. Posen, The Sources of Military Doctrine: France, Britain, and Ger- 
many between the World Wars (Ithaca: Cornell University Press, 1984); Jack Snyder, “Civil- 
Military Relations and the Cult of the Offensive, 1914 and 1984,” International Security 9, no. 1 
(1984): 108-146. 

20. Feaver, “Command and Control in Emerging Nuclear Nations;” Vipin Narang, Nu- 
clear Strategy in the Modern Era: Regional Powers and International Conflict (Princeton: Prince- 
ton University Press, 2014). 

21. On the influence of secrecy on learning, see Sagan, Limits of Safety, 209-210. 
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result, their role in particular events is often highly ambiguous. Consider, for 
example, the continued debate about whether nuclear weapons caused Japa- 
nese surrender at the end of World War II, the only occasion on which nuclear 
weapons have been directly used against an adversary.” This ambiguity 
makes nuclear weapons an unusually tricky subject for learning, especially 
since nuclear learning does not simply require “factual learning” about tech- 
nological or physical features of nuclear weapons or their effects.” The nu- 
clear learning argument requires states to make much more challenging 
judgments about the utility of nuclear weapons in different crises, the politi- 
cal effects of different nuclear postures, the circumstances in which it is ap- 
propriate to threaten or use nuclear weapons, and so on—what Levy describes 
as “causal learning.””4 Horowitz, for example, argues that states learn from 
“nuclearized interactions that helps leaders effectively identify the situations 
in which their nuclear arsenals are likely to make a difference.”* To expect 
leaders to come to reasonable conclusions about such matters seems optimis- 
tic given the ambiguity of the historical record, especially given well- 
established tendencies for individuals both to filter information to fit their 
pre-existing beliefs and to avoid acknowledging the limits of their ability to 
control dangerous events.” 


LEARNING THE WRONG LESSONS 


Second, even if states face incentives to learn, will they learn the particular 
lessons that lead to stability? The nuclear learning argument implicitly adopts 
a normative rather than value-neutral view of learning and thus argues that 
nuclear learning is a stabilizing process. However, there is no a priori reason 
that learning necessarily results in normatively attractive lessons being 
learned, especially in contested domestic and geopolitical environments in 
which hardliners may advocate for policies at odds with those the nuclear 
learning argument requires. As Joseph Nye acknowledges, “negative, as well 
as positive, learning can occur.” Similarly, lessons learned can be subse- 
quently unlearned or revised by political entrepreneurs or new leaders. 


22. For example, Ward Wilson, “The Winning Weapon? Rethinking Nuclear Weapons in 
Light of Hiroshima,” International Security 31, no. 4 (2007): 162-179. 

23. The term “factual learning” comes from Knopf, “The Concept of Nuclear Learning,” 81. 

24. Levy, “Learning and Foreign Policy,” 285. 

25. Horowitz, “The Spread of Nuclear Weapons and International Conflict,” 239. 

26. See, e.g., Pelopidas, “The Unbearable Lightness of Luck.” See also the discussion of 
the evolution of Robert McNamara’s thinking about the Cuban Missile Crisis in Richard 
Ned Lebow and Benoit Pelopidas, “Facing Nuclear War: Luck, Learning and the Cuban 
Missile Crisis,” in The Oxford Handbook of History and International Relations, ed. Mlada Bu- 
kovansky, Edward Keene, Maja Spanu, and Christian Reus-Smit (Oxford: Oxford Univer- 
sity Press, forthcoming). 

27. Nye, “Nuclear Learning and U.S.-Soviet Security Regimes,” 379-380. 
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With respect to nuclear weapons, there is “a vast range of things that one 
might learn,” not all of which would lead to more stable relations among 
nuclear-armed powers.” North Korea might reasonably have learned that 
in addition to deterring attack, nuclear weapons have coerced the United 
States into diplomatic concessions and weakened the US-South Korea alli- 
ance.” The United States might reasonably have learned from the Cold War 
that intense nuclear competition, arms racing, and an aggressive nuclear 
posture help it prevail over geopolitical rivals.” And Pakistan appears to 
have learned that nuclear weapons limit the risk of retaliation and thus fa- 
cilitate revisionist aggression against an adversary. 

By arguing that states should learn the stabilizing lessons of nuclear weap- 
ons over the destabilizing ones, the nuclear learning argument assumes 
that states are inherently inclined toward pursuing policies that promote sta- 
bility and thus will learn particular lessons over others. Although some 
nuclear-armed states may prize stability in their relationships, it is not clear 
that all (or even most) do, or that they are willing to prioritize stability at 
any cost. Powerful states such as the United States prize their freedom of 
action, and the stability that nuclear learning theorists expect to emerge may 
often be directly inimical to US interests.’ More broadly, states use nuclear 
weapons to facilitate a wide range of foreign policies, many of which seek 
to revise aspects of the status quo.” The intensity of geopolitical competi- 
tion between nuclear powers could play a key role, too; periods of détente 
could facilitate learning positive, stabilizing lessons, while periods of height- 
ened hostility could incentivize states to overturn the status quo using ag- 
gressive nuclear policies. If so, states (or, at least, segments of political actors 
within states) may actively resist learning stabilizing lessons and learn other 
lessons instead or actively seek to unlearn. Thus, even if we accept the pos- 
sibility of nuclear learning, we should not expect such learning to necessar- 
ily lead to more stable relations among nuclear-armed states. 


THE DIFFICULTY OF CROSS-NATIONAL LEARNING 


Third, even if individual states have the capacity to learn important les- 
sons about nuclear weapons, and they correctly learn the stabilizing lessons 


28. Jeffrey Knopf, “The Concept of Nuclear Learning,” 81. 

29. See, e.g., Mark S. Bell, “North Korea Benefits from Nuclear Weapons. Get Used to It,” 
War on the Rocks, October 2, 2017, https://warontherocks.com/2017/10/north-korea-benefits 
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30. Brendan Rittenhouse Green, The Revolution that Failed: Nuclear Competition, Arms Con- 
trol, and the Cold War (Cambridge: Cambridge University Press, 2020). 

31. Matthew Kroenig, Exporting the Bomb: Technology Transfer and the Spread of Nuclear 
Weapons (Ithaca: Cornell University Press, 2011). 

32. Mark S. Bell, Nuclear Reactions: How Nuclear-Armed States Behave (Ithaca: Cornell Uni- 
versity Press, 2021). 
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that the nuclear learning argument requires, it does not follow that nuclear 
learning will be a reliable feature of an international system in which nuclear- 
armed states interact strategically.” First, if powerful states seek to teach other 
states the lessons that the nuclear learning argument requires, they may trig- 
ger resistance from states skeptical of their intentions. For example, the United 
States might seek to teach North Korea or Pakistan about the benefits of rigor- 
ous safety and command and control systems, but both countries might rea- 
sonably view such lessons as a thinly veiled effort to render their arsenals less 
easily deployed in a crisis and more vulnerable to preemption. In addition, 
powerful states may not wish to provide any sort of help for fear of legitimiz- 
ing new nuclear states and undermining broader nonproliferation efforts. 
This is reinforced by Article I of the Nuclear Non-Proliferation Treaty (NPT), 
which bars nuclear weapon states from assisting others in acquiring or pro- 
ducing nuclear weapons—a clause the United States interpreted as prevent- 
ing them from helping countries such as Pakistan learn about security features 
like permissive actions links (PALs).*° Second, and more broadly, nuclear 
learning is not necessarily self-reinforcing across states. When one state learns 
the lessons advocated by the nuclear learning argument, other states do not 
necessarily face incentives to themselves learn the same lessons. In fact, the 
opposite may be true: adversaries may have incentives to exploit states who 
restrain their behavior in the way that nuclear learning advocates suggest. The 
policies of India and Pakistan offer an example of these dynamics. India ini- 
tially adopted policies close to those anticipated by the nuclear learning argu- 
ment. Pakistan has used nuclear weapons differently: to facilitate aggression. 
This asymmetric learning, in turn, places India under pressure to unlearn the 
lessons that previously moderated its nuclear posture. We discuss this case 
further below. 


THE PARTICULAR CHALLENGES OF LEARNING 
IN THE NEW NUCLEAR ERA 


The above arguments are particularly applicable in the new nuclear era in 
comparison to the Cold War. First, the bilateral relationship between the 


33. For an additional argument emphasizing the importance of “international learning,” 
see Jeffrey W. Knopf, “The Importance of International Learning,” Review of International 
Studies 29, no 2 (2003): 185-207. 

34. Feaver, “Command and Control in Emerging Nuclear Nations,” 184; Peter Feaver and 
Emerson Niou, “Managing Nuclear Proliferation: Condemn, Strike, or Assist?,” International 
Studies Quarterly 40, no. 2 (1996), 209-233; and Nicholas L. Miller, “North Korea and the Prob- 
lem of Managing Emerging Nuclear Powers,” Lawfare, March 25, 2018, https://www.law 
fareblog.com/north-korea-and-problem-managing-emerging-nuclear-powers. 

35. See, for example, David Sanger and William Broad, “U.S. Secretly Aids Pakistan in 
Guarding Nuclear Arms,” New York Times, November 18, 2007, https://www.nytimes.com 
/2007/11/18/washington/18nuke.html. 
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United States and the Soviet Union offered a certain simplicity that should 
have facilitated nuclear learning. For example, the geographic distance be- 
tween the two countries; the relative domestic political stability in each coun- 
try; and the extensive avenues for communication between the two countries, 
should all have been conducive both to nuclear learning and to the stabilizing 
policies that the nuclear learning argument recommends. By contrast, the 
current nuclear era is characterized a greater number of nuclear powers, 
many of which interact with multiple other nuclear-armed adversaries in 
close geographic proximity, have weak domestic institutions, and contentious 
civil-military relations. The complexity of the new nuclear era should be ex- 
pected to make nuclear learning particularly challenging. Second, technolog- 
ical change may increasingly facilitate aggressive, counterforce-oriented 
nuclear postures.* In such a world, states with smaller arsenals may be par- 
ticularly vulnerable to states which reject the lessons that nuclear learning 
advocates propose. An equilibrium in which nuclear-armed states learn to 
exist in stable relationships may be less plausible than one in which states 
actively seek to undermine the lessons that nuclear learning advocates 
hope that states will learn. Third, the greater disparities in the nuclear arse- 
nals of plausible adversaries in the new nuclear era (such as between the 
United States and North Korea, or the United States and China) increase 
incentives for first nuclear use and for the aggressive nuclear policies that 
make first use credible.” This further reduces the likelihood of states learn- 
ing the merits of purely retaliatory forces. Fourth, new nuclear powers are 
by definition illegitimate under the NPT, which makes them more likely to 
embrace secrecy in their nuclear arsenal and strategy.*® 


Nuclear Learning in Practice 


The sections above demonstrate the theoretical obstacles that stand in the 
way of nuclear learning. It is possible, of course, that states have nonethe- 
less overcome these obstacles. We use the US-Soviet and India-Pakistan 
cases to evaluate this possibility. These cases involve hostile relationships 
in which we might expect learning to be difficult, but these are also cases 
that scholars have pointed to as being ones in which learning has occurred, 
and in which it is most important that nuclear learning occur if it is to offer 


36. Keir A. Lieber and Daryl G. Press, “The New Era of Counterforce: Technological 
Change and the Future of Deterrence,” International Security 41, no. 4 (2017): 9-49. 

37. Mark S. Bell and Julia Macdonald, “How to Think about Nuclear Crises,” Texas Na- 
tional Security Review 2, no. 2 (2019): 40-65. 

38. See Avner Cohen and Benjamin Frankel, “Opaque Nuclear Proliferation,” Journal of 
Strategic Studies 13, no. 3 (1990): 14—44. 
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a reliable pathway to the reduction of nuclear risks.°° We focus on whether 
these states learned that nuclear weapons are only useful for deterrence, that 
steps should be taken to reduce the risk of accidents and miscalculation, and 
that mutual vulnerability should be accepted in lieu of costly arms racing. 
We show that they mostly did not. In the case of India-Pakistan, the trends 
have pointed in the opposite direction, with both countries adopting increas- 
ingly aggressive and risky nuclear policies over time. Many of the theoreti- 
cal mechanisms outlined above have played a role in this process. For 
example, secrecy inhibited Pakistan’s learning process; Pakistan learning the 
wrong lessons put pressure on India to adopt more aggressive policies; and 
crises between the two countries have led them to double down on aggres- 
sive nuclear policies rather than converge on more stabilizing policies. 


THE US-SOVIET CASE 


Did the United States and the Soviet Union learn the lessons that the nu- 
clear learning argument expects? 

First, if the nuclear learning argument were correct, the United States and 
the Soviet Union should have learned that nuclear weapons are only useful 
for deterrence and should not be used or brandished except in the most ex- 
treme circumstances. For example, Nye points to US and Soviet leaders be- 
coming less inclined to use nuclear weapons for political or coercive effect 
over time, a claim consistent with some datasets and analyses that suggest 
the limited effectiveness of nuclear threats.*! However, a reduction in the 
frequency of nuclear crises is not necessarily evidence of learning and can 
be just as easily explained by the resolution of core political disputes that 
drove US-Soviet tensions in the 1950s and early 1960s.** Once that political 
agreement began to fragment, US-Soviet tensions rose again in the “second 
Cold War” of the 1980s. More broadly, high-level consideration of the use of 
nuclear weapons and coercive nuclear signaling and risk taking has oc- 
curred regularly since the 1960s. President Richard Nixon considered using 
nuclear weapons in Vietnam on multiple occasions and alerted US nuclear 
forces to send coercive signals in October 1969 and during the 1973 Arab- 


39. Nye, “Nuclear Learning,” and Cohen, When Proliferation Causes Peace. 

40. These correspond to the areas discussed by Nye and also encompass the arguments 
made by Cohen and Horowitz. Nye also examines learning in the area of nonproliferation 
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Israeli War. The Carter administration reportedly mulled using tactical 
nuclear weapons in the event of a Soviet invasion of Iran, and after the Cold 
War, the United States issued threats of nuclear use to relatively weak non- 
nuclear adversaries, including Iraq and Iran.“ 

Second, did the superpowers learn the importance of secure second-strike 
forces and accepting nuclear parity rather than pursuing primacy? In this 
area, it is clear that little learning occurred. Both the United States and the 
Soviet Union retained postures designed for first nuclear use throughout the 
Cold War. Indeed, to the extent there was a trend over the course of the Cold 
War, it was toward developing more limited—and more usable—options for 
first nuclear use.® Like the United States, the Soviet Union initially envi- 
sioned massive use of nuclear weapons and gradually shifted toward limited 
nuclear options as the Cold War progressed.“ Further, neither the United 
States nor the Soviet Union fully abandoned the idea of achieving superi- 
ority.“ The United States, especially, has never fully accepted mutual vul- 
nerability and continually sought nuclear superiority through counterforce, 
missile defense, and damage limitation capabilities.“ 

Third, did the superpowers learn about the potential for nuclear accidents 
and miscalculations and move to adopt stronger mechanisms of control over 
weapons and crisis management practices? There is some evidence of such 
learning: for example, the installation of PALs to reduce the risk of unau- 
thorized use, establishing a hotline for high-level crisis communication, and 
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agreements intended to reduce the dangers of accidental nuclear war and 
incidents at sea.” At least on the US side, there appears to have been a 
reduced rate of accidents involving nuclear weapons, from nineteen in the 
1950s to twelve in the 1960s, and only one between 1970 and 1980.°° There is 
less evidence on Soviet accidents with nuclear weapons, but it appears that 
they continued to experience problems until the end of the Cold War. For 
instance, there were three separate cases of Soviet submarines exploding or 
catching fire in the 1980s alone, at least two of which were nuclear-armed at 
the time.” Beyond accidents, dangerous miscalculations and near-misses 
occurred regularly in the second half of the Cold War. In 1979, the acciden- 
tal insertion of a training tape into a computer led the North American Aero- 
space Defense Command to conclude a large-scale Soviet nuclear attack 
was incoming, with national security adviser Zbigniew Brzezinski only a 
few minutes from waking President Jimmy Carter to discuss launching 
a nuclear response when the mistake was discovered.” The following year, a 
series of computer chip malfunctions again led to false alarms of a nuclear 
attack.” Scott Sagan concludes from these events that although some learn- 
ing took place, “the learning process was severely constrained,” while Ben- 
oit Pelopidas concludes that even the most dangerous event of the Cold 
War—the Cuban Missile Crisis—did not lead to meaningful learning about 
the limits of controllability in nuclear crises.*4 On the Soviet side, the 1980s 
saw multiple dangerous false alarms. In 1983, Soviet satellites detected what 
appeared to be incoming US nuclear missiles, and the officer receiving this 
information elected to ignore standard operating procedures rather than 
alert Soviet decision makers.” A few months later, the Able Archer NATO 
military exercise led Soviet officials to seriously consider whether the United 
States was preparing to launch a nuclear first strike.” In the aftermath of 
the Cold War, the United States and Russia cooperated extensively on nu- 
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clear security; however, this cooperation broke down as geopolitical tensions 
resurged following Russia’s annexation of Crimea.” 

The US-Soviet relationship was not characterized by unstinting hostility or 
by consistently escalatory policies. For example, US-Soviet cooperation on pre- 
venting proliferation, the Reagan-Gorbachev statement that “a nuclear war 
cannot be won and must never be fought,” and the periodic pursuit of arms 
control all tempered the trends we identify above. Nonetheless, overall, the 
US-Soviet case offers only limited support for the nuclear learning argument. 


INDIA 


After testing a crude nuclear device in 1974 and assembling nuclear weap- 
ons for the first time in the late 1980s, India initially adopted nuclear policies 
that conformed to the expectations of nuclear learning advocates. India main- 
tained a small arsenal and adopted a posture optimized for retaliation rather 
than first use, storing its nuclear weapons in separate components at different 
locations and under centralized civilian control, thus reducing the odds of 
unauthorized use." After India tested a series of nuclear devices in May 1998, 
leading Pakistan to respond in kind, the BJP government led by Prime Minis- 
ter Atal Vajpayee appears to have concluded that overt nuclearization would 
stabilize its relationship with Pakistan and prevent major conflict, exactly the 
sort of lesson advocates of nuclear learning arguments expect. As Vajpayee 
put it in 1999, “Now both India and Pakistan are in possession of nuclear 
weapons. There is no alternative to but to live in mutual harmony. The nuclear 
weapon is not an offensive weapon. It is a weapon of self-defense. It is the 
kind of weapon that helps in preserving the peace.”® Consistent with this 
perspective, in February 1999 India and Pakistan agreed to the Lahore Decla- 
ration, which called for a series of confidence building measures and other 
steps to reduce the risk of conflict. The declaration noted that “the nuclear di- 
mension of the security environment of the two countries adds to their re- 
sponsibility for avoidance of conflict” and committed Indian and Pakistani 
leaders to dialogue on nuclear doctrine, a moratorium on nuclear tests, and 
measures to reduce the risk of nuclear accidents and miscalculation.© 
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The Kargil conflict, which broke out a few months later, began the pro- 
cess of changing Indian views on its nuclear weapons.°! Shortly after the 
war concluded, India released a draft nuclear doctrine that formalized its 
no-first-use policy and declared, “the fundamental purpose of Indian nu- 
clear weapons is to deter the use and threat of use of nuclear weapons.” 
However, this obscured the rethinking about the utility of nuclear weap- 
ons that was occurring within the Indian government. Indian leaders con- 
cluded from the Kargil conflict that Pakistan was using its nuclear arsenal 
for aggressive purposes, using it as a shield to provide cover for conventional 
and sub-conventional operations while limiting India’s ability to retaliate.© 
The conflict demonstrated that limited war was possible under the nuclear 
shadow, that India could prevail in such a conflict, and pushed Indian offi- 
cials to develop a doctrine of limited war and conclude that its nuclear weap- 
ons might be useful for compellence in addition to deterrence. After a 
terrorist attack on the Indian parliament in December 2001, India launched 
a massive military mobilization, demanded Pakistan take steps to crack 
down on terrorists on its territory, tested nuclear-capable ballistic missiles, 
and made threats to destroy Pakistan if it used nuclear weapons. Paki- 
stan’s concessions were mostly cosmetic, reinforcing India’s belief that it 
needed to increase its capability to escalate and coerce Pakistan under the 
nuclear shadow.® 

Shortly thereafter, in early 2003, India updated its nuclear doctrine, prom- 
ising “massive” as opposed to “punitive” retaliation, permitting first use of 
nuclear weapons in response to biological or chemical attacks, and clarify- 
ing that it would use nuclear weapons in response to a nuclear attack on 
Indian forces even if they were operating outside Indian territory. This 
latter change, as Sagan observes, implies that India’s nuclear weapons could 
support an offensive operation inside Pakistani territory, convincing Paki- 
stan that if it resorted to nuclear use—even on its own territory—it would 
face a devastating response.” These doctrinal changes were driven not just 
by Pakistan's aggressive behavior, but also the models provided by more es- 
tablished nuclear powers like the United States, which also reserved the 
option of using nuclear weapons in a wide variety of circumstances, includ- 
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ing in response to a chemical or biological attack. This change was fol- 
lowed by the adoption of a more aggressive conventional doctrine, which 
was designed to allow India to swiftly retaliate against Pakistani provoca- 
tions. Collectively, these policy shifts demonstrate the fragility of nuclear 
learning when one state in a dyad learns the wrong lessons; Pakistan’s use 
of nuclear weapons to facilitate conventional aggression created incentives 
for India to adjust its own policies in a more aggressive direction. 

These trends have continued since the mid-2000s. After the Pakistani- 
backed 2008 terrorist attack in Mumbai, India considered retaliatory re- 
sponses but ultimately was deterred by the possibility of Pakistani nuclear 
use. As Clary and Narang document, this experience, coupled with previous 
Pakistani-backed attacks, has led Indian officials to increasingly flirt with a 
counterforce nuclear strategy and possible first use against Pakistan’s long- 
range nuclear assets. As they put it, “If India could convince Pakistan that its 
ability to launch a disarming strike were credible, this might nullify Pakistani 
nuclear threats, permitting punitive conventional attacks that could restore 
Indian deterrence of Pakistani sub-conventional attacks.” This has involved a 
range of changes to India’s nuclear force structure, including storing a portion 
of its arsenal fully assembled and at a higher state of readiness, increasing the 
accuracy of its missiles, enhancing its surveillance capacity, working on mul- 
tiple independently targetable reentry vehicles, and investing in missile de- 
fense systems to protect against Pakistani nuclear attack. Though intended to 
create a more effective deterrent against Pakistan, this evolving nuclear pos- 
ture entails serious risks, including giving Pakistan stronger incentives to 
strike first in a crisis and increasing pressures for arms racing.” 

As of 2016, India has deployed a nuclear-armed submarine, Arihant. In the- 
ory this could help stabilize the nuclear balance by offering a secure second 
strike. However, it could also increase the risk of accidents, erode civilian con- 
trol over India’s nuclear arsenal, and create incentives for pre-delegation.”! 
India’s arsenal has also grown substantially in numbers over the last few de- 
cades, from between 25 and 40 in 2000 to about 150 today.” Although India 
initially prided itself on avoiding the arms racing, aggressive nuclear doc- 
trines, and hair-trigger alert levels adopted by the superpowers during the 
Cold War, it has increasingly moved in that direction—driven by Pakistan's 
resistance to learning the lessons expected by nuclear learning theorists. 
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Meanwhile, in the conventional realm, India has shown more willingness 
to take risks, backed by nuclear threats to deter Pakistani escalation. In 2016, 
in retaliation for an insurgent attack on Indian troops in Kashmir, the In- 
dian military crossed the Line of Control and conducted a so-called surgi- 
cal strike against Pakistani forces and militants near the border—a line they 
notably had not crossed during the Kargil War.” Even more dramatically, 
in the Balakot crisis of 2019, India launched air strikes against a militant 
camp in Pakistan in response to a suicide attack against Indian police offi- 
cers in Pulwalma, Kashmir. During the crisis India alerted its nuclear forces, 
began to track Pakistani naval assets, and considered launching missiles 
against Pakistani targets.“ A few months later, Indian prime minister Nar- 
endra Modi bragged about his actions, arguing that “Pakistan and its sup- 
porters have been threatening us for long with its nuclear capability but the 
IAF [Indian Air Force] called its bluff with its strikes. Those days are gone 
when India would give in to threats.”” To the extent that India appears to 
be learning from these crises, it is that it can—and, indeed, that it should— 
take the initiative in crises, that escalation even at high levels can be controlled, 
and that risk-taking can help it to achieve its political goals despite the as- 
sociated risks of nuclear use. 


PAKISTAN 


Like India, Pakistan’s view on the political utility of nuclear weapons has 
changed over time—but not in the direction expected by nuclear learning 
arguments. When it initially acquired a small, covert arsenal in the late 1980s, 
Pakistan adopted a strategy aimed at drawing in US intervention to defuse 
crises with India. According to Narang, “this nuclear posture calls for the use 
of nuclear weapons—first-use if necessary—only as a last resort in the event 
of a mortal conventional or nuclear threat to the state’s existence,” the narrow 
set of circumstances that nuclear learning arguments suggest nuclear-armed 
states should eventually converge on.” Like India, Pakistan stored its nuclear 
weapons disassembled in separate components (though under military cus- 
tody), reducing the risk of unauthorized or hasty use.’” 
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After losing US patronage following the Soviet withdrawal from Afghan- 
istan in 1989, Pakistan concluded it could no longer rely on third parties to 
protect it from Indian conventional superiority, shifting toward a more ag- 
gressive nuclear posture, which sought to deter Indian attack by threaten- 
ing the first use of nuclear weapons. This shift was cemented by India’s 
nuclear tests in May 1998, which gave Pakistani leaders the political cover 
to conduct tests and demonstrate the country’s nuclear capabilities.” In or- 
der to make this posture credible, Pakistan has developed a diverse array 
of missile systems for delivering tactical warheads.” It has also moved 
toward a delegative approach to controlling its arsenal, seeking to ensure 
that nuclear weapons can be readied, transported, and used quickly in a cri- 
sis, potentially without an order from political authorities. This increases 
the risk of accidents, unauthorized use, and the theft of nuclear weapons.°° 

If Pakistan utilized this posture simply to deter large-scale Indian aggres- 
sion, it would be partly consistent with the nuclear learning argument— 
that states should learn to only threaten to use nuclear weapons under the 
most extreme circumstances. Instead, Pakistan has concluded that its nu- 
clear arsenal provides it with a shield that enables aggressive operations 
against India—both directly and indirectly through proxies. It has also re- 
peatedly demonstrated a willingness to threaten nuclear use before conflicts 
reach high levels of escalation. Shortly after shifting its nuclear posture in 
1998, Pakistan initiated the Kargil conflict, briefly discussed above. Islam- 
abad had already been supporting an insurgency in Kashmir, in part based 
on the notion that its nuclear arsenal could limit the Indian response, but 
the Kargil operation represented the most aggressive operation against In- 
dia since 1965.5! Scholars have concluded that Pakistan’s nuclear weapons 
were at least one factor convincing Pakistani leaders to go forward with the 
operation. According to Timothy Hoyt, Pakistani leaders “most likely cal- 
culated that India would be slower to respond, in part, because of its per- 
ception of the effects of nuclear weapons on the military rivalry.”® Russell 
Leng concurs, arguing that Pakistan believed India “would be restrained 
by fear of triggering a full-scale conventional war, which, in turn, could es- 
calate to nuclear war.”® S. Paul Kapur reaches a similar conclusion, based 
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on the statements of Pakistani officials and analysts.* In the course of the 
conflict, Pakistani leaders made veiled nuclear threats, for example, that Pak- 
istan would “not hesitate to use any weapon in [its] arsenal to defend [its] 
territorial integrity.”*° Despite the fact that it lost the conflict and was forced 
to withdraw from the positions it had seized in Kargil, Pakistan did not 
conclude that using its nuclear arsenal as a shield for aggression was in- 
effective, as nuclear learning arguments would expect. Instead, “Pakistan 
publicized its new command and control arrangements, ensuring that nu- 
clear weapons would be closely controlled and readily available to military 
commanders in a crisis . . . Pakistan sought to negate India’s efforts at esca- 
lation dominance by lowering the nuclear threshold and increasing nuclear 
risks.”86 

Learning from the Kargil conflict may have been inhibited in Pakistan by 
the government-enforced secrecy surrounding the conflict, in particular the 
desire to maintain the fiction that it was insurgents rather than Pakistani 
forces that had started the conflict. As Hasan-Askari Rizvi notes, the civil- 
ian government led by Nawaz Sharif “did not institute any official or semi- 
official inquiry of the Kargil operation largely because it feared opposition 
from the military.”*” More broadly, secrecy hampered the development of 
Pakistani nuclear doctrine. As Naeem Salik puts it, the desire to keep Paki- 
stan’s nuclear program covert meant that “issues related to prospective nu- 
clear doctrine and strategy, command and control, and safety and security 
could not be discussed in public. This emphasis on secrecy even discour- 
aged in-house deliberations on these issues in the military as well as civil- 
ian institutions.”*° “Indeed, though Pakistan had the advantage of hindsight 
and a whole body of literature available especially on the development of US 
and NATO nuclear doctrines its doctrinal development lagged far behind 
its weapons development.”*? 

Two years later, Pakistan-backed terrorists attacked the Indian parliament, 
and Pakistani leaders explicitly threatened nuclear use if India responded 
by entering Pakistani territory.” Pakistan carried out three tests of nuclear- 
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capable missiles, and at the height of the crisis, Pakistani president Pervez 
Musharraf reportedly believed an Indian attack was imminent.”! While the 
two nations stood on the brink of war, Lt. General Khalid Kidwai, the head 
of Pakistan’s Strategic Plans Division that oversees the country’s nuclear ar- 
senal, outlined a broad set of scenarios under which Pakistan would use 
nuclear weapons, including if (1) India took significant portions of Paki- 
stani territory, (2) destroyed major portions of the Pakistani military, (3) 
undertook “economic strangulation” of Pakistan, or (4) caused major inter- 
nal unrest in Pakistan.” Contrary to the expectations of nuclear learning 
arguments, Pakistan relied on nuclear weapons not only to provide a cover 
for aggressive operations but also to deter Indian actions far short of major 
invasion. 

Pakistan has continued to provide backing for insurgent and terrorist at- 
tacks against Indian targets, including the 2008 Mumbai attack that killed 
more than 150 people. After the 2019 Pulwama attack, as a crisis simmered 
with India, Pakistani prime minister Imran Khan issued a veiled nuclear 
threat, warning, “with the weapons you have and the weapons we have, can 
we afford miscalculation? Shouldn’t we think that if this escalates, what will 
it lead to?”” After the Indian government revoked the autonomy of the por- 
tion of Kashmir under its control in late 2019 and began a repressive crack- 
down, Khan again raised the specter of nuclear war, publishing an op-ed 
in the New York Times calling for international opposition to India’s move 
and cautioning of the “consequences for the whole world as two nuclear- 
armed states get ever closer to a direct military confrontation ... World 
War II happened because of appeasement at Munich. A similar threat looms 
over the world again, but this time under the nuclear shadow.” 

Meanwhile, the Pakistani arsenal has grown substantially. By 2011, it 
boasted “the world’s fastest growing nuclear stockpile.” The Pakistani ar- 
senal increased from between 15 and 20 warheads in 2000 to around 160 in 
2020."° Qualitatively, Pakistan has continued to advance its delivery capabili- 
ties, including developing a nuclear-armed submarine force, which could 
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increase the risk of unauthorized use and inadvertent escalation were India 
to attack a submarine it wrongly believed was conventionally armed.” 

Like India, Pakistan’s nuclear policies have tended in the opposite direc- 
tion to that predicted by nuclear learning arguments. Pakistan may have 
learned lessons about the impact of nuclear weapons, but they are not the 
stabilizing ones expected by advocates of nuclear learning. This, in turn, has 
caused India to follow suit and adopt more aggressive and risk-acceptant 
policies. As a 2020 Stimson Center report on South Asia crisis dynamics put 
it, learning in the region over the past twenty years has been “inconsistent,” 
“highly uneven in scope and quality,” and has “sometimes incentivized bel- 
ligerence over restraint.”°° 


Conclusion 


The nuclear learning argument appears overly optimistic. The theoretical 
barriers to nuclear learning are substantial, and those barriers appear par- 
ticularly relevant in the new nuclear era. Empirically, the nuclear learning 
argument also appears weak. The progressive lessons expected by nuclear 
learning arguments were not generally learned in the US-Soviet case. And 
in the case of India and Pakistan, trends have moved in the opposite direc- 
tion to that expected by theorists of nuclear learning. To the extent that the 
four countries seem to have learned common lessons, it is that policies that 
increase nuclear risks can be useful for deterrence and compellence, and that 
competitive arms racing is central to effective geopolitical competition. 
Looking ahead, there is little reason for optimism about the future of nu- 
clear learning. If the public statements of North Korean officials are to be 
believed, they learned from witnessing the fate of Saddam Hussein and 
Muammar Qaddafi that nuclear weapons would protect them while disar- 
mament could spell their doom.” This is consistent with the expectation 
of nuclear learning arguments, which hold that nuclear weapons are effec- 
tive at deterring invasion. Beyond this lesson, though, North Korea has 
strong strategic reasons to adopt a nuclear posture that looks quite differ- 
ent from what nuclear learning theorists expect. Because of the disparity in 
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arsenal size with the United States, conventional force imbalances, and past 
US talk about a preventive war, North Korea is likely to optimize its nuclear 
forces for first use rather than retaliation, which would involve delegating 
authority under certain conditions, thereby increasing the risks of accident, 
theft, miscalculation, or unauthorized use. Beyond North Korea, the 
United States has withdrawn from or undermined a range of arms control 
treaties that have played a role in restraining the arms races that nuclear 
learning advocates counsel against. Finally, under the pressure of potent US 
counterforce capabilities, China—a country that has historically pursued a 
nuclear posture close to that which nuclear advocates reeommend—appears 
to be investing in substantial additional nuclear forces and investing in more 
accurate, shorter-range, and nuclear warfighting-oriented capabilities such 
as the DF-26 missile.!” 

Our argument does not rule out the possibility that nuclear-armed states 
can exist in relationships characterized by stable deterrence. However, nu- 
clear learning should not be viewed as an automatic (or even particularly 
likely) route to such relationships. The inherent optimism of the nuclear 
learning argument offers a false promise to those hoping that the new nu- 
clear era will be characterized by greater stability and fewer dangers than 
the Cold War. 
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The Dangerous Nuclear Future 


Vipin Narang and Scott D. Sagan 


It is often said that every child is born into a different family. Similarly, every 
nuclear weapons state is born into a different nuclear world. Each new nuclear 
state adds to the complexity of nuclear balances, the range of real and poten- 
tial rivalries, the risks of normal accidents, and the pressures for existing nu- 
clear states to act against emerging threats. Since the end of the Cold War, the 
nuclear weapons club has grown by “only” three members: India, Pakistan, 
and North Korea. However, this obscures that other states—Iraq, Libya, Syria, 
and Iran—tried to acquire nuclear weapons, and efforts to thwart their nu- 
clear programs created significant turbulence, and a generation-defining war, 
in the international system. And new nuclear aspirants remain on the horizon 
as the risk of nuclear contagion grows, increasing the likelihood of the spread 
of nuclear weapons. Iran’s nuclear journey seems far from over, and its mere 
retention of a potential nuclear weapons program appears to be incentivizing 
neighbors such as Saudi Arabia and Turkey to at least contemplate acquiring 
their own nuclear weapons options. Meanwhile, concerns over the reliability 
of the US’ extended deterrence commitments, after the Trump administra- 
tion’s testy relations with alliance partners, may generate motivations for in- 
dependent nuclear weapons programs among US allies such as Japan, South 
Korea, or even Germany. Russia’s invasion of Ukraine in February 2022 and 
the subsequent war further increased the risk of nuclear proliferation, both 
among NATO states threatened by Russia and among potential proliferators 
elsewhere, who have witnessed three states give up nuclear weapons pro- 
grams or weapons—lIraq, Libya, and at least nominally Ukraine—only to 
later suffer a devastating attack. 

What are the risks in this emerging nuclear era? Some are novel risks as 
the system structure, information environment, leadership characteristics, 
and technologies change; some are enduring risks—such as nuclear acci- 
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dents and preemptive war incentives—intensified by the growing number 
of nuclear states, ongoing military conflicts with rivals, and asymmetries be- 
tween them. Put together, these challenges significantly reduce confidence 
that deterrence and luck will continue to spare the world its first deliberate 
or accidental use of nuclear weapons since August 1945. This volume has 
assembled a distinguished set of scholars to analyze the dynamics of this 
emerging nuclear era. The conclusions are worrying. 


Declining Confidence in Deterrence 


The arguments and evidence presented by different authors in this volume, 
especially when assessed together, substantially erode our confidence that 
classical deterrence theory—premised on rational actors behaving on the ba- 
sis of cost-benefit calculations—will apply and lead to stability in the emerg- 
ing nuclear era. Consider the following factors: the growing prevalence of 
personalist dictatorships driven by pathology and incomplete or incorrect 
information; many states facing multiple nuclear adversaries and operating 
in a novel information environment where misinformation can be maliciously 
planted or otherwise spread rampantly; and each state possessing small nu- 
clear arsenals which they fear may not be reliable or survivable or over which 
they may not retain firm command and control. Each of these factors alone, 
and especially in combination, generate risks that our standard strategies of 
nuclear deterrence are simply unequipped to manage or address. 


NEW DETERRENCE CHALLENGES IN THE NEW NUCLEAR ERA 


Some of the chapters have highlighted novel challenges as a growing num- 
ber of nuclear states, particularly smaller powers sometimes with volatile do- 
mestic politics and often with intense local rivalries, appear on the nuclear 
landscape. Talmadge highlighted the difficulty of navigating multipolar nu- 
clear interactions, both as the structure of the system trends to multipolarity 
at the great power level with arms competition between the United States, 
Russia, and China, but also as new nuclear states emerge in regional subsys- 
tems, often driven to nuclear weapons due to the presence of an intense re- 
gional rivalry. Although the presence of nuclear weapons may reduce the risk 
that state leaders will plan to initiate a major war with a nuclear rival, the 
growing number of nuclear powers increases the risk that they may stumble 
into a war. 

The case of the 2019 Balakot crisis between India and Pakistan highlights 
this risk. The crisis illustrates that new nuclear states may increasingly 
attempt to push the line with how far they can go against their nuclear ad- 
versaries. This crisis was the first use of Indian military airpower against 
mainland Pakistan in almost half a century and the first time a nuclear 
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weapons state has bombed the undisputed territory of another nuclear 
weapons state. Although both nations believe that they were able to care- 
fully control escalation, if any one of a number of incidents had gone slightly 
awry—if the captured Indian Air Force pilot had been killed, if the Paki- 
stan Air Force had accidentally hit a civilian target in its retaliation, if India 
had fired surface-to-surface missiles, if India’s ballistic nuclear submarine 
on patrol had had an accident—there could have been a sharp increase in 
the risk of escalation and potentially advertent or inadvertent nuclear weap- 
ons use. Then in 2020, India was locked in an intense standoff with China, 
another nuclear power, on the Line of Actual Control, and over twenty In- 
dian soldiers were killed by the People’s Liberation Army for the first time 
in almost half a century. Intense conflict between three nuclear powers si- 
multaneously is no longer a remote possibility. 

The fragility of deterrence in the new nuclear era is also illustrated by one 
unfortunately realistic scenario. In January 2018, the Hawaii emergency man- 
agement system issued an incoming missile warning alert adding, “this is not 
a drill.” US political and military leaders did not react precipitously because 
redundant warning systems did not confirm the missile attack, professional 
operators in Hawaii promptly acknowledged the mistake, and no one in 
Washington expected a North Korean missile attack on Hawaii. But imagine 
that this incident occurred in North Korea rather than the United States. None 
of the three mitigating factors would apply. North Korea relies on an unreli- 
able radar system for warnings of attack, with no redundant satellite-based 
missile warning system. North Korean officials would be less likely to acknowl- 
edge operational failures because you can get killed, not just fired, for making 
mistakes in the DPRK. And finally, the North Koreans did fear a possible US 
first strike in 2017 and 2018, in part because President Trump was threatening 
“fire and fury” if North Korean nuclear and missile tests continued. 

Moreover, any conflict on the Korean Peninsula would now bring three 
nuclear powers into close contact—the United States, China, and North 
Korea. Would China stand idly by as its only formal ally, North Korea, was 
potentially facing—or in the midst of—being disarmed of its nuclear weap- 
ons by the United States in a counterforce strike? Our theories and expecta- 
tions of risk from the Cold War are ill-equipped for this new nuclear era, 
where the hypothesized stabilizing effect of survivable nuclear forces may 
be offset by more vulnerable forces and a growing risk of an advertent or 
inadvertent nuclear use. Just at the structural level alone, we should expect 
higher frequency, complexity, and intensity of interactions between nuclear 
states. 

Then, on top of the sheer increase in frequency and intensity of interaction 
between multiple nuclear states in multipolar environments, a number of new 
nuclear powers and nuclear aspirants—from Kim Jong Un’s North Korea to 
Saddam’s Iraq, to Assad’s Syria to Qaddafi’s Libya—are, or were, led by per- 
sonalist dictators whose risk profile, as McDermott shows us, is fundamen- 
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tally different from the picture of the “rational actor model” assumed to be 
present in both superpowers in the Cold War. Other personalist leaders— 
Turkey’s Erdogan and Saudi Arabia’s Mohammed Bin Salman—are sus- 
pected of seeking nuclear weapons or at least a nuclear option.! These types 
of leaders often suffer from pathologies such as megalomania, narcissism, 
and paranoia that may make their behavior unpredictable in a crisis. Not only 
are such leaders more likely to misperceive innocuous information as per- 
sonal challenges or threats to them, but they may be more likely to escalate a 
crisis if they believe they have been challenged or humiliated. Vladimir Putin 
is such a personalist authoritarian, and his living ina bubble of deception and 
delusion, surrounded by “yes men,” may have been a major factor leading to 
his disastrous decision to invade Ukraine in February 2022.7 

These risks are unfortunately not limited to personalist dictatorships, as 
a growing trend of what could be called “aspiring personalist strongmen” 
in major power nuclear states—including Trump’s United States to Modi’s 
India—suggests that leaders in even mature nuclear states can make deci- 
sions on a whim and engage in risky nuclear behavior. These types of lead- 
ers fundamentally challenge notions of rational deterrence. Traditional 
cost-benefit calculations may not drive behavior when emotion, revenge, 
and narcissism dominate leadership calculations. These were concerns 
during the Cold War, but even Mao and Stalin had large party and military 
bureaucracies under them that somewhat tempered their tendencies to make 
rash decisions. 

President Trump’s alarmingly rash and vengeful decision-making tenden- 
cies highlighted that there are dangers in a policy of sole authority for the 
use of nuclear weapons, even in the United States. In the days before the 
January 6, 2021, insurrection on Capitol Hill, concerns about Trump’s poten- 
tial use of military force, including nuclear weapons, grew so large that 
General Mark Milley, the chairman of the Joint Chiefs of Staff, summoned 
senior officers to review the procedures for launching nuclear weapons. Mil- 
ley reportedly acknowledged that the president had the legal authority to 
order the use of nuclear weapons but insisted that commanders contact him 
before following any such orders.? It is not clear what Milley intended to do 
if Trump ordered a nuclear strike—encourage officers to disobey orders, 
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seek to reverse a presidential decision, or call for initiation of the Twenty- 
Fifth Amendment—but his concern about a potentially unhinged president 
is clear. 

The future may bring more nuclear states being led by personalist (over- 
whelmingly male) leaders and more states operating in a novel information 
environment, which can both spark crises and act as a catalyst in one. Na- 
rang and Williams unpack the new social media and media environment 
in which misinformation and disinformation, and hysteria, can spread vi- 
rally and put pressure on leaders and governments to escalate. Social me- 
dia is not a monolithic phenomenon, but a variety of open and closed 
platforms that spread information and misinformation—which can be ma- 
liciously manipulated and which then cross-pollinate more mainstream me- 
dia outlets—are novel phenomena with which governments must now 
contend in crises. Some closed social media platforms, like chat tools, make 
it easy for governments to propagate face-saving lies easier, while more open 
platforms such as Twitter make it more difficult to sustain those lies. And 
all of this is flying around every second, all day, during and after crises and 
can spin up virulent nationalism that may make it difficult for governments 
to easily de-escalate crises or provide justifications for personalist dictators 
to escalate if they want to. In addition, social media is increasingly being 
used by leaders to communicate with the public or signal to each other. A 
July 2020 Twitter breach in which hackers had the ability to take over and 
tweet from almost any account was a terrifying reminder of the power of 
these tools. Luckily, the hackers just wanted cryptocurrency. But what if they 
wanted to start a war? They could have taken over President Trump’s infa- 
mous Twitter account and tweeted, “It’s over for Kim Jong Un.” With few 
alternative avenues for intelligence and information and fearing a surprise 
US attack that could threaten his regime and nuclear forces, it is reasonable 
to fear that Kim Jong Un might launch a thermonuclear-armed interconti- 
nental ballistic missile (ICBM), thinking it was his last act of revenge against 
the United States.* 

How good has the United States, in particular, been in predicting which 
new states will populate the current and emerging nuclear landscape? Ze- 
gart points out that the rise of open-source intelligence (OSINT) outside of 
traditional government channels complicates traditional proliferation pre- 
diction and intelligence and produces both advantages and disadvantages 
over past government monopolies of intelligence. On the one hand, the rise 
of OSINT sleuths has increased the chance that a “hider” might be discov- 
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ered, adding to the collection capabilities of national intelligence agencies.’ 
The more eyes there are on a state and a program, the less likely it will be 
able to hide any potential proliferation activities, especially as the red lights 
start flashing brighter as the nuclear weapons program makes progress. This 
has been successful in the cases of North Korea and even Iran. The 2021 pub- 
lic disclosure and discovery of China’s massive potential silo expansion was 
also accelerated by OSINT researchers, bringing into the public domain what 
government officials had only been able to previously hint at cryptically. 

On the other hand, OSINT tools are imperfect as well, and may even back- 
fire, producing more, not fewer, proliferation intelligence failures and dan- 
gerous crises. First, hiders may still be able to hide. In 2007 Syria was able 
to hide the construction of a nuclear reactor—a replica of North Korea’s 
Yongbyon reactor built with North Korean assistance—from private sources 
and US intelligence agencies alike. Syria made the cube look like an old Cru- 
sader’s fort, not defending it or even placing a security perimeter around 
it—nothing to tip satellites off that there was anything worth defending 
there. It took a fortuitous Mossad operation in Vienna, breaking into the 
head of the Syrian Atomic Energy Agency’s laptop where they discovered 
selfies with North Korean scientists—what were North Koreans doing in 
northern Syria?—and pictures of the reactor hall and core. 

Second, while OSINT tools may increase the chance that such hiders will 
be caught, hiders learn as well, and it will be a constant cat and mouse game. 
Zegart provides worrisome examples of proliferating states becoming bet- 
ter at hiding their activities after private proliferation watchers revealed their 
intelligence. Some emerging nuclear states may therefore benefit from the 
OSINT revolution by learning how to adapt and improve their clandestine 
activities. 

Third, the growth in OSINT transparency has a further downside. It may 
make it difficult for governments to sustain convenient fictions that enable 
de-escalation, as OSINT sleuths expose facts that undermine claims, embar- 
rass governments, or otherwise undermine victory narratives. For example, 
in the 2019 Balakot crisis, foreign imagery analysts cast significant doubts on 
India’s claim that it killed hundreds of terrorists at Balakot—it appears that 
India’s missiles may have entirely missed the structure—and on India’s claim 
that it shot down a Pakistan Air Force F-16, both of which India’s government 
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sold as substantial retaliation for the Pulwama terrorist attack. OSINT ana- 
lysts have consistently found evidence that North Korea's nuclear and missile 
program is progressing, contrary to the claims of President Trump, who 
tweeted, “There is no longer a nuclear threat from North Korea,” after the 
2017 Singapore summit. In some cases, convenient fictions sustain diplomacy 
and de-escalation, and OSINT tools have the potential to undermine this. 
Imagine if there had been OSINT analysts and tools during the Cuban Missile 
Crisis—would exposing the extent of the Soviet deployment have raised pres- 
sure for US preventive action, or would evidence that the United States re- 
moved Jupiter missiles from Turkey as a quid pro quo have undermined the 
perception of Kennedy’s handling of the crisis? 

All of these novel features, in isolation, would pose a challenge to our clas- 
sical notions of deterrence: two rational players, with full information, who 
keenly observe and calculate the cost-benefit of every action for their nation 
and act accordingly. But what happens when there are more than two 
players—some of whom we may be able to identify, but some not—who are 
not rational in the traditional sense because the ends they seek are driven by 
personal psychology and emotion and not national interest, and where infor- 
mation is manipulated or incorrect? This is the nuclear era we are entering. 


ENDURING DETERRENCE CHALLENGES WITH NEW TWISTS 


In addition to the novel features of the emerging nuclear era, the volume 
has highlighted some enduring features which will continue to complicate 
and challenge the notion of stable deterrence among nuclear weapons pow- 
ers with new twists. Some are technological, and some are structural. 

For any nuclear state, but particularly for new nuclear states, the imme- 
diate technological question is “how much is enough” to achieve a nuclear 
weapons capability that can achieve a state’s deterrent goals? Lewis and 
Panda show that what one government thinks is enough may differ from 
what its adversary thinks is enough, and when and where there are discrep- 
ancies, crisis dynamics can be very complicated. Contrary to what is widely 
assumed in the literature, deterrence stability does not require both rivals 
to have secure second-strike capabilities. Instead, it requires both rivals to 
believe, with high confidence, that both they and their rivals have such capa- 
bilities. And those beliefs must be widespread within the governments, 
otherwise some senior decision-makers may advocate for preventive war 
and others for caution. 

Lewis and Panda examine the empirical record of Indian and Pakistani 
nuclearization, and North Korea's nuclear weapons development, and show 
that periods where there was a gap in perceptions of enoughness can lead 
to dangerous crisis dynamics. After 1974, Pakistan had to account for the 
possibility that India was effectively a nuclear weapons capable state, but 
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Indian leaders knew that it was not. India was, therefore, potentially able to 
reap some deterrent benefits against Pakistan well before it actually had a 
deliverable nuclear weapon. At the same time, and more dangerously, In- 
dia did not believe Pakistan had enough nuclear weapons capability to de- 
ter in the late 1980s. This may have led India to be much more aggressive 
toward Pakistan during the Brasstacks Crisis, when some Indian officials 
may have contemplated baiting Pakistan into a conflict in order to preven- 
tively strike the Kahuta enrichment facility, mistakenly believing that Pak- 
istan was not yet a nuclear weapons capable state, even though it was.” 

A similar dynamic may exist with the North Korean leadership, which 
claims it has completed its deterrent but about which some in the United 
States harbor doubts, especially on the reliability of the weapons, reentry 
vehicle technology, and ICBM. The question of enoughness is not new, but 
the current incarnation is: because of norms and regimes that largely pro- 
scribe nuclear and missile testing, new and emerging nuclear weapons pow- 
ers have to demonstrate enoughness with fewer—or maybe zero—tests. 
Long gone are the days when China and France could announce a new ca- 
pability to the world by detonating a weapon above ground at Lop Nur or 
on a Pacific island. The challenge of proving to themselves and others that 
new and emerging nuclear states have enough to deter is sharper in the new 
nuclear era, with the attendant deterrence challenges when there are per- 
ceptual discrepancies between nuclear states and their adversaries on this 
question. 

The dynamics analyzed by Lewis and Panda also raise important con- 
cerns about nuclear weapons operational safety and reliability. If new nu- 
clear states feel compelled to deploy military capabilities, before they have 
been fully tested or incorporated into safe organizational procedures for the 
sake of deterrence, they are sacrificing a degree of protection against nuclear 
accidents. This problem existed during the Cold War—for example, when 
the United States rushed ICBMs into operational readiness during the Cu- 
ban Missile Crisis—but it appears to be a more common risk accepted by 
new nuclear states who lack the resources and time to make their arsenals 
have higher margins of safety.® 

Once a state has developed its initial nuclear forces, the next challenge, 
as Clary illuminates, is how to develop survivable nuclear forces in the so- 
called new era of counterforce as intelligence platforms and precision strike 
capabilities—conventional, cyber, and nuclear—have put pressure on the 
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survivability of new and emerging nuclear states’ forces. These forces are 
often initially small and may lack diverse and survivable basing modes. 
Clary casts significant doubt on the ability of the new era of counterforce 
technologies to fully deliver on their promise because, as proponents of the 
theory of the nuclear revolution argued decades ago, survivability may still 
be easier and cheaper to obtain and maintain than it is to threaten. How- 
ever, that does not mean that the pursuit of counterforce and damage limi- 
tation strategies—perhaps not through standard hard kill targeting but also 
through conventional or cyber capabilities that may seek to render an arse- 
nal impotent—is not real, and the siren song of counterforce may be diffus- 
ing beyond the United States to smaller nuclear powers such as India. 

What does this mean? In peacetime, it will put pressure on the smaller 
nuclear powers—including those that may have underlying domestic vola- 
tility, such as Pakistan and North Korea—to build up and diversify their 
nuclear forces and quickly close their windows of vulnerability. It may force 
them to undertake riskier deployment patterns that involve moving nuclear 
weapons around during peacetime, so they cannot be targeted or force them 
to go to sea quicker than they are ready to seek more survivable platforms 
than on land, with significant risks of accidents or unauthorized use. More 
nuclear weapons on more varied platforms in countries that may face do- 
mestic political uncertainty or terrorism can be incredibly worrisome, put- 
ting pressure on these states to securely manage their nuclear growth in the 
search for survivability. In crises, states worried about survivability can have 
itchy trigger fingers. Even if they may objectively be able to survive a first 
strike—though with North Korea that may be an open question—the un- 
certainty alone may lead them to much riskier crisis behavior and use them 
or lose them fears. And this particular risk may be amplified with the types 
of leaders McDermott identifies. In the new nuclear era, survivability is less 
automatic than it may have been in the past, and this can lead to concern- 
ing peacetime and crisis behaviors. 

This leads directly to the Arceneaux and Feaver chapter on command and 
control, or how new nuclear states think about managing and controlling 
their nuclear forces. Particularly for states with small forces and rudimen- 
tary command and control architectures, worried about survivability, what 
are the kinds of arrangements and procedures that they may erect? The key 
insight of this chapter is that the classic assertive/delegative dichotomy is too 
static. All states ultimately delegate the ability to use nuclear forces at some 
point in a conflict; the question is when. States worried about internal threats, 
such as perhaps Pakistan and North Korea, may adopt highly assertive com- 
mand and control structures during what they perceive to be peacetime. But 
because they may worry about the survivability of both their command and 
control structures—which might be the first things blinded in a war—and 
nuclear forces, they may flex out their nuclear force quickly and delegate 
early in a crisis to end-users and thereafter lose negative control. 
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It is this transformation of the command and control and the nuclear force 
in a crisis, particularly in states that are not accustomed to it, that might run 
exceptional risks. First, there may no longer be one threshold for use but 
twenty, as any commander in control of a nuclear weapon can use it if he 
fears the end is coming. Second, these transformations are exceedingly rare 
and would occur under precisely the scenario under which you would not 
want to be practicing for the very first time: under the psychological stress 
of a potential war. The concerns about survivability highlighted in Clary’s 
chapter increase the likelihood that new nuclear states will adopt risky com- 
mand and control procedures in crises to ensure the force does not fail im- 
potent. This is one more reason to worry that new and emerging nuclear 
weapons states will present significant risks of inadvertent nuclear use. 

But surely new and emerging nuclear states will be socialized into the te- 
nets of the theory of the nuclear revolution and learn to manage these risks 
and behave like stereotypically rational states over time, right? Bell and 
Miller pour cold water on that hope and show that states rarely learn the 
right lessons from crises or previous experiences. In an important chapter, 
they show that nuclear states are just as immune to learning the right 
lessons—how to reduce risk and avoid escalation risks—as any other type 
of states. India and Pakistan have had a series of significant crises but seem 
to draw conclusions that suit their narratives—often that escalation is pos- 
sible and good—rather than internalizing accurate assessments of the risks 
that they have just run. Although history may not repeat itself between nu- 
clear weapons powers and rivals, it tends to rhyme. 

The biggest concern highlighted by Bell and Miller is that new nuclear 
states may not seek to avoid crises but to win them. This suggests that there 
is no reason to expect the frequency or intensity of crises to fall over time in 
many nuclear rivalries. And, over time, that frequency may one day lead to 
a catastrophic outcome. If one reruns the Balakot crisis ten times, for exam- 
ple, a majority of the time one might expect a bloodier outcome. But states 
tend to believe that they walk away from crises only slightly bruised due to 
skill, not luck. One day, however, that luck may run out given the likely in- 
crease in the frequency and intensity of crises in the new nuclear era. 

In the Cold War, Thomas Schelling famously identified a solution to the 
problem of how to make nuclear threats credible given the danger of esca- 
lation, calling for “the threat that leaves something to chance.” The prob- 
lem, of course, is that the threat that leaves something to chance leaves 
something to chance. Do we want to face a future with such risks hanging 
over us? Do we have a choice? 
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Mitigating Risks in the New Nuclear Age 


We have no choice but to recognize these emerging nuclear risks and do 
what we can to reduce them when possible and manage them when neces- 
sary. Fortunately, mitigation measures exist that may help reduce the grow- 
ing risk of deliberate and accidental or advertent nuclear use in this more 
complicated, more dangerous nuclear age. Some, such as crisis management 
efforts and arms control, are aimed at reducing the risk that existing nuclear 
powers intentionally escalate or inadvertently stumble into nuclear use. 
Others are aimed at slowing the expansion of the nuclear weapons club: re- 
doubling efforts on nonproliferation and, where necessary, leaving open 
the option of targeted counterproliferation, which serves as a potential 
deterrent to proliferators as well as retains limited force options to delay or 
terminate their programs. Finally, if the nuclear states renew their commit- 
ment, under Article VI of the Nonproliferation Treaty (NPT), to work in 
“good faith” toward the goal of nuclear disarmament, more non-nuclear 
states could be encouraged to cooperate in nonproliferation policies. 


CRISIS MANAGEMENT AND OPERATIONAL ARMS CONTROL 


The frequency, intensity, and unpredictability of nuclear crises are likely to 
increase in the new nuclear age. The growing number of nuclear actors with 
ongoing hostile rivalries, the propensity for personalist leaders to be more 
risk-acceptant or volatile than previous nuclear leaders, information asym- 
metries, uncertainty and deliberate misinformation in the new media envi- 
ronment, and the fear that small arsenals may be threatened in a conflict may 
lead some nuclear states to have itchier trigger fingers than in the past where 
nuclear weapons may have induced caution. Obviously, crisis prevention is 
ideal. But there will inevitably be crises between nuclear powers, where the 
risk of advertent or inadvertent nuclear use may lurk—perhaps early—in the 
course of the crisis. What are some steps to help manage nuclear crises when 
they inevitably break out? 

First, one important lesson from the 1960s has been forgotten and needs to 
be highlighted. After the Cuban Missile Crisis, the United States submitted 
an important working paper to the Eighteen Nation Disarmament Commit- 
tee on December 12, 1962 outlining a series of crisis management recommen- 
dations, which are worth revisiting today for all existing and new nuclear 
powers.” The introduction to the report remains highly relevant today: “The 
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technology and techniques of modern warfare are such that much reliance is 
inevitably placed on the ability to respond rapidly and effectively to hostile 
military action. Events which may occur in connexion [sic] with the efforts of 
one state to maintain its readiness to respond to such action may, in varying 
degrees and with varying consequences, be misconstrued by another. The 
initiating state may have underestimated the ambiguity of such events and 
may have miscalculated the response they would call forth. The observing 
state may misinterpret them and feel compelled to act.” The report recom- 
mended advance notification of military movements with verification proto- 
cols, the establishment of working hotlines between adversaries so that 
information and signals can be conveyed directly in real-time rather than 
through telegram (in the 1960s) or Twitter (today). These remain important 
tools, and emphasis should particularly be placed on reliable and authenti- 
cated modes of communication between potential nuclear adversaries to re- 
duce the risks of misperception or miscalculation, which might force states 
to assume the worst at the worst possible moment in a crisis. 

This is more difficult than it sounds. For example, despite the existence 
of a hotline between India and Pakistan, at the height of the 2008 attack on 
Mumbai, someone spoofed a call from Indian foreign minister Pranab 
Mukherjee to Pakistani president Asif Zardari threatening a major Indian 
attack, sending Zardari into a panic and nearly spinning the crisis to war.” 
US secretary of state Condoleezza Rice called Mukherjee and berated him. 
Except, it turns out, Mukherjee had not made the call. Similarly, there is no 
evidence that the United States has the ability to communicate with North 
Korea’s Kim Jong Un in real time, in extremis, other than perhaps Twitter, 
which is a risky platform on which to rest the future of the world. If Wash- 
ington was conducting a routine exercise but detected nuclear movements 
in North Korea, which it feared could be due to misperception, would there 
be a way to reassure Kim of benign US intentions before it was too late? Ad- 
vance notification and verification protocols and ensuring reliable and au- 
thentic modes of communication to enable potential nuclear adversaries to 
manage crises in real-time and avoid misperceptions and miscalculations 
will become increasingly important in the coming decades. This may mean 
considering more careful and considered use of Twitter in crises, due both 
to its vulnerability to direct hacking and to malicious actors using it to spread 
misinformation that may risk escalation. 


Documents on Disarmament 1962 (Washington, DC: United States Printing Office, 1963), 
1214-1225, http://unoda-web.s3-accelerate.amazonaws.com/wp-content/uploads/assets/pub 
lications/documents_on_disarmament/1962_V_II/DoD_1962%20VOL_II-pdf. 

11. “Reduction of the Risk of War,” 1214. 

12. See Saeed Shah, “Mysterious Phone Call Brought Nuclear Rivals to the Brink in 
Mumbai,” Guardian, December 7, 2008, https://www.theguardian.com/world/2008/dec/08 
/india-pakistan-mystery-telephone-call. 


241 


CONCLUSION 


Second, the United States could reengage in military-to-military talks, 

negotiated agreements, and even joint exercises, when feasible, to reduce 
the risk that dangerous military interactions could lead to unintended es- 
calation with adversaries in crises. During the Cold War, for example, the 
United States and the Soviet Union negotiated the 1972 Agreement on the 
Prevention of Incidents on and over the High Seas and the 1987 Agreement 
on the Prevention of Dangerous Military Activities.’ Not only should the 
United States seek to establish “rules of the road” for exercises, surveillance 
at sea, and procedures to follow if accidental overflights over with North 
Korea, but it should also encourage other states (such as South Korea and 
North Korea and India and Pakistan) to engage in such “operational arms 
control” measures. 
Third, as a critical third party in many potential nuclear crises, the 
United States, in particular, should take care not to green light escalation. 
In the Balakot crisis between India and Pakistan, prior to India’s historic 
strike on Pakistan’s mainland territory at Balakot, President Trump stated 
almost approvingly that “India is looking at something very strong,” and 
National Security Adviser John Bolton reportedly told his counterpart, Ajit 
Doval, that he supported India’s right to self-defense, which Indian officials 
interpreted as a green light for retaliation. This was a departure from pre- 
vious administrations, which universally cautioned Indian restraint after a 
perceived Pakistan-backed provocation and would send high level officials 
to the region as a deterrent to escalation by putting skin in the game. Had 
the Trump administration urged Indian restraint, it is still likely that India 
may have retaliated. But it is possible that the target would have been con- 
fined to the disputed territory of Pakistan-held Kashmir, generating less 
pressure for escalation. The United States is the world’s most important 
crisis broker, and as the new nuclear age unfolds, it will have to be much 
more careful and calibrated in how its extension of support to states may be 
interpreted as a green light for escalation, which can increasingly run risks 
of nuclear mobilization or use. 


13. See Sean M. Lynn-Jones, “A Quiet Success for Arms Control: Preventing Incidents at 
Sea,” International Security 9, no. 4 (Spring 1985): 154-184; and Kurt M. Campbell, “The U.S.- 
Soviet Agreement on the Prevention of Dangerous Military Activities,” Security Studies 1, 
no. 1 (1991): 109-131. 

14. See P. R. Chari, “CBMS in Post-Cold War South Asia,” Regional Center for Strategic 
Studies, Colombo, Sri Lanka, reprinted for Stimson Center, June 14, 2012, https://www 
.stimson.org /2012/cbms-in-post-cold-war-south-asia/. 

15. See Joshua T. White, “The Other Nuclear Threat: America Can't Escape Its Role in the 
Conflict between India and Pakistan,” Atlantic, March 5, 2019, https://www.theatlantic.com 
/ideas/archive/2019/03/americas-role-india-pakistan-nuclear-flashpoint/584113/. 


242 


THE DANGEROUS NUCLEAR FUTURE 


NUCLEAR ARMS CONTROL, DOCTRINE, 
AND DISARMAMENT STEPS 


In addition to reducing the risk that nuclear weapons are accidentally or 
intentionally used in a crisis, another mitigation strategy is to reduce the 
number and types of nuclear platforms that existing nuclear weapons powers 
possess. This has two benefits. First, it reduces the chance of accidents and 
inadvertent use by reducing the number of nuclear weapons in a state's inven- 
tory. Second, and relatedly, minimal survivable forces are easier to securely 
manage from a command and control perspective. With leaner, but neverthe- 
less effective, nuclear force structures, there is a lower chance of accidents and 
for loss of negative control in a crisis—that is, ensuring that a nuclear weapon 
is not employed when the appointed authority does not intend it to be. 

With new nuclear states, such as North Korea, Washington is often reluc- 
tant to discuss arms control for fear of being accused of de facto accepting 
its status as a nuclear weapons state. Nevertheless, there are nontrivial peace- 
time and crisis benefits to shifting the discussion from the elimination of the 
North Korean arsenal to arms control. As with India and Pakistan after 
their 1998 nuclear tests, the United States continues to insist on a cap, roll- 
back, and eliminate approach with North Korea. Given the continued growth 
and improvement of North Korea's nuclear and missile arsenal and concerns 
over the disposition of that arsenal in a crisis or if Kim were to ever lose 
power, it is even more reasonable to start with the goal of slowing the growth 
of the arsenal before seeking caps and reductions.!° 

One enduring but growing problem for existing and new nuclear states is 
the extensive reliance on dual-use delivery capabilities, which have both con- 
ventional and nuclear roles. On the one hand, using the same attack aircraft 
or missile for conventional and nuclear missions is cost effective, especially 
for resource-strapped regional states. And some states have convinced them- 
selves that ambiguity about platforms, when moved, can enhance crisis de- 
terrence by suggesting a threat that leaves something to chance. But the price 
of that ambiguity is potentially unintentional escalation as the adversary has 
no choice but to assume that nuclear assets may be being moved, and be 
forced to reciprocate, generating additional risk. In the new nuclear era, 
the perceived deterrence benefits of ambiguity will likely be swamped by 
the additional risks of this so-called discrimination problem—the adversary 
may not be able to discriminate whether the dual-use missile is tipped with 
a conventional or a nuclear warhead, but it cannot afford to guess wrong and 
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may therefore have no choice but to assume the latter. One confidence- 
building measure is for nuclear powers to clearly and solely assign nuclear 
delivery systems for nuclear missions and to convey those assignments to 
adversaries to avoid misperceptions. 

At the major power level, a renewed commitment to great power arms 
control, such as a further extended or successor to the New START treaty 
with Russia and perhaps some trilateral arms control arrangement including 
China, would both help limit and verify great power nuclear deployments as 
well as establish a model for smaller nuclear states. In addition, it is impor- 
tant for the major nuclear powers to adhere to a nuclear testing moratorium, 
even in the absence of a Comprehensive Test Ban Treaty in force. Periodic 
discussions in US administrations about a resumption of yield-producing 
nuclear tests are concerning, as tests are both technically unnecessary and 
would be counterproductive, opening the floodgates for other nations to test 
and disproportionately advance their nuclear programs.” North Korea re- 
mains the only state to conduct detectable-yield nuclear tests in the twenty- 
first century. Maintaining the major power testing moratorium norm is an 
important mitigation strategy to slow the progress of nuclear aspirants, but 
also to slow the pace of nuclear modernization in existing nuclear weapons 
powers, particularly more compact warhead designs for MIRVed missiles. 

Furthermore, the existing nuclear powers could usefully commit to reduce 
the role of nuclear weapons in their military doctrines and to follow the laws 
of armed conflict in nuclear targeting plans.'® In an important, but not well- 
remembered speech, the then vice president Joseph Biden announced in 
January 2017 that “it’s hard to imagine a plausible scenario in which the first 
use of nuclear weapons by the United States would be necessary—or make 
sense. President Obama and I are confident we can deter—and defend our- 
selves, and our Allies, against—non-nuclear threats through other means.” 
This was as close to a no-first-use commitment as any US administration 
has ever given, though it still fell short of one. 

The Trump administration’s 2018 Nuclear Posture Review (NPR), by con- 
trast, expanded the kinds of scenarios in which nuclear weapons might be 
used, including hints of nuclear responses to large-scale non-nuclear strate- 
gic attacks, including cyber-attacks, that killed large numbers of US or allied 
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civilians.” Although the Trump NPR did recommit the United States, as first 
announced by the Obama administration in 2013, to follow the laws of armed 
conflict in all nuclear targeting and employment plans, the legality of using 
nuclear weapons to retaliate against civilian populations in belligerent repri- 
sal has been disputed.” Other nuclear weapons states, such as Russia and 
China, who ratified the 1977 Additional Protocol of the Geneva Conventions 
without reservations, could usefully be challenged to address the legality of 
their nuclear doctrine in future NPT Review Conferences or other interna- 
tional forums. 

Finally, when they ratified the NPT, the United States (along with the UK, 
Russia, France, and China) states committed to “pursue negotiations in good 
faith on effective measures relating to cessation of the nuclear arms race at 
an early date and to nuclear disarmament.””” During the Obama adminis- 
tration, many non-nuclear weapons states grew impatient with the slow pace 
of disarmament and became increasingly alarmed by calls for new nuclear 
weapons systems after Trump’s election in 2016. These concerns accelerated 
the negotiation of the Treaty on the Prohibition of Nuclear Weapons, mak- 
ing possession and use of nuclear weapons illegal by signatories, which was 
approved by 122 states in the UN General Assembly in 2017.” 

None of the nuclear weapons states nor any allies covered by nuclear se- 
curity guarantees have signed this nuclear ban treaty. Nor do they intend 
to do so in the future. The new danger is that with a nuclear ban treaty in 
place, the non-nuclear weapons states may feel less incentive to bargain with 
the nuclear weapons states in future NPT review conferences, that is, accept- 
ing improved inspections on nonproliferation steps for additional steps in 
the direction of nuclear disarmament. This is exactly what happened dur- 
ing the 2010 NPT Review Conference.” The United States could reduce this 
risk by recommitting to a step-by-step approach to nuclear disarmament and 
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working with other nuclear states to negotiate multilateral approaches 
toward that long-term goal. Commitments by the non-NPT member nuclear 
states to negotiations toward step-by-step nuclear disarmament—including 
North Korea—could also help dispel the criticism that the United States is 
rewarding Pyongyang by accepting its current status as a nuclear state for 
its past failure to comply with NPT commitments. 


NONPROLIFERATION 


In addition to managing the arsenals of and crises between existing nu- 
clear powers, preventing new entrants into the nuclear club—both US adver- 
saries as well as its allies—remains a critical mitigation strategy to reducing 
the systemic risk of nuclear use in the new nuclear age. Traditional diplo- 
matic vehicles such as the Nuclear Nonproliferation Treaty (NPT) and the 
International Atomic Energy Agency’s (IAEA) additional protocol mecha- 
nisms, which commit a state to stringent monitoring and verification, are 
crucial to disincentivizing states from pursuing nuclear weapons in contra- 
vention of their international legal obligations. However, after North Korea 
cheated and withdrew from the NPT before acquiring nuclear weapons, it is 
unclear whether the NPT can survive any more future cheaters and with- 
drawers who successfully acquire nuclear weapons—and, by definition, any 
state that acquires nuclear weapons in the future will have been a member of 
the NPT who either cheated or withdrew or both. Any future nuclear weap- 
ons states will therefore pose a challenge to the very regime that is designed 
to prevent additional members of the club. 

As such, other diplomatic initiatives such as the 2015 Joint Comprehen- 
sive Plan of Action (JCPOA) with Iran may become more valuable in the 
emerging nuclear era, bringing a cheater back off the path to nuclear weap- 
ons with a bespoke agreement that incentivizes a state to suspend, and roll- 
back, its pursuit of nuclear weapons despite its past activities.” All of these 
diplomatic initiatives are backed by an important and increasingly sophis- 
ticated enforcement tool: unilateral and multilateral sanctions.” The coer- 
cive threat of sanctions may deter many states from attempting to pursue 
nuclear weapons in the first place, but the remaining states, which never- 
theless persist, have likely priced in the cost of sanctions, making them the 
toughest cases. Maintaining an effective sanctions regime over time and 
space without facing defection from other actors—often Russia and China— 
is difficult. This enhances the value of initiatives such as the JCPOA, which 
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can verifiably push back a state’s nuclear program—extending the so-called 
breakout time or time required to acquire enough fissile material for a nu- 
clear weapon—in exchange for sanctions relief. In the future, the combina- 
tion of intelligence to detect potential proliferators, as Zegart’s chapter shows, 
plus the threat of sanctions and subsequent diplomatic and economic in- 
ducements may be the most viable nonmilitary template to keep adversar- 
ies from acquiring the bomb. 

Another crucial but often underappreciated US nonproliferation tool to 
keep its allies non-nuclear is credible extended deterrence guarantees. This 
has so far been an important constraint on German, South Korean, and po- 
tentially Japanese nuclear weapons pursuit. Although allied appetite for re- 
assurance is often infinite, the Trump administration’s insistence on greater 
burden sharing and its threats to remove US troops from Germany and the 
Korean Peninsula in 2020 raised questions about the sustained credibility of 
US extended deterrence commitments. Although Japan and Germany would 
face significant domestic political hurdles on a path to an independent nu- 
clear weapons capability, a majority of the South Korean public, for example, 
has supported, and continues to support, an independent nuclear deterrent.”” 
Despite some US advocates of, for example, an independent South Korean 
nuclear capability, maintaining credible commitments to its formal allies is 
an important nonproliferation tool for the United States, and one that will 
need reinforcing and repairing after the Trump administration.” Keeping 
adversaries and allies alike disincentivized to try to pursue nuclear weapons 
should remain a high foreign policy priority for the United States. Each ad- 
ditional nuclear state in the system—even if it is an ally—adds complexity to 
an already risky and complex dynamic. 


COUNTERPROLIFERATION 


In cases where nonproliferation efforts fail to prevent a state from pursu- 
ing nuclear weapons, the United States and its partners will have to consider 
counterproliferation efforts to delay or terminate a state’s nuclear weapons 
program. These can range from sabotage efforts to slow or delay a program, 
as with the Stuxnet cyberattack on Iran, to limited military strikes that de- 
stroy a state’s nuclear infrastructure, such as the Israeli surgical strike on the 
al-Kibar reactor in September 2007 perhaps just weeks before it may have 
become operational, to more comprehensive strikes against multiple nuclear 


27. Lauren Sukin, “Credible Nuclear Security Commitments Can Backfire: Explaining 
Domestic Support for Nuclear Weapons Acquisition in South Korea,” Journal of Conflict 
Resolution 20, no. 2, (2019): 1-32. 

28. Jennifer Lind and Daryl G. Press, “Should South Korea Build Its Own Nuclear Bomb?,” 
Washington Post, October 7, 2021, https://www.washingtonpost.com/outlook/should-south 
-korea-go-nuclear/2021/10/07/a40bb400-2628-11ec-8d53-67cfb452aa60_story.html. 


241 


CONCLUSION 


facilities.” A case like Libya, where Qaddafi’s scientists could not find the 
keys to an off-the-shelf turnkey centrifuge program and thus surrendered its 
capabilities before its centrifuges could even be unpacked, is exceptionally 
rare and unlikely to recur.*° Future cases where military action may need to 
be considered may look more like the cases of Syria and Iran. 

In Syria, the United States and Israel had noted a building in Syria’s north- 
eastern hinterland near the Euphrates in early 2007 but were not overly 
concerned—it seemed like any one of a number of neglected buildings, with 
no signatures or indicators that there was anything worth defending there. 
In March 2007, Israel was stunned to discover in a Mossad operation that 
this nondescript cube was a superstructure that was concealing an above- 
ground nuclear reactor in plain sight, a replica of North Korea’s Yongbyon 
reactor being constructed with North Korean assistance. With no obvious 
connection to the Syrian electrical grid, both the United States and Israeli 
intelligence concluded that the reactor had only one purpose: to produce plu- 
tonium for a nuclear weapons program.*! But now that they knew what 
Syria was doing, what could the United States and Israel do about it? 

Wary from the Iraq war, President Bush had little interest in a military 
operation that might risk a war with Syria. But he did not stop Israeli prime 
minister Ehud Olmert, who decided to take no chances. On September 6, 
four Israeli F-15s and four F-16s screamed low over the Syrian desert and 
leveled the building, which the IAEA later concluded was a graphite- 
moderated nuclear reactor that Syria was concealing. Israel risked major 
escalation with Syria—which, caught red-handed, simply remained quiet 
after the Israeli strike—but successfully destroyed the reactor, likely weeks 
before fuel was to be added, after which a military strike could have caused 
tremendous environmental damage. Had Israel not struck the al-Kibar re- 
actor, it is likely the world would have had to contend with a potential Syr- 
ian nuclear weapons program for years. The tragedy of the Syrian civil war 
would be heightened by the possible use of nuclear weapons against the reb- 
els, ISIS forces, or civilian populations. 

Although the operation against al-Kibar was successful, few future pro- 
liferators may be as brazen and daring as Assad, who tried to conceal a sin- 
gle above-ground nuclear reactor—and nearly got away with it. Instead, 
the blueprint for a determined nuclear proliferator may be Iran, which dis- 
persed, buried, and hardened uranium enrichment facilities and had an ac- 
tive nuclear weapons program until 2003, under the AMAD Plan.” Against 
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such a state, a single surgical strike as was conducted against Syria may be 
infeasible. But many options have been pursued to slow and delay the Ira- 
nian program, including cyber capabilities under the Olympic Games pro- 
gram authorized under President Bush and accelerated by President 
Obama, as well as an alleged Israeli effort to assassinate Iranian nuclear sci- 
entists.°> These did not eliminate Iran’s capability, but it may have helped 
buy time. Indeed, Stuxnet may have slowed Iran’s enrichment capability 
enough to allow moderates led by Rouhani to replace the hardline President 
Ahmadinejad and set the stage for the JCPOA. As the JCPOA risks crum- 
bling with the Trump administration’s withdrawal and with Iran nibbling 
away at its restrictions, there may come a day when the United States and 
its partners may have to consider military options to set back Iran’s nuclear 
program and perhaps others like it. 

Although prevention and counterproliferation became dirty words after 
the 2003 Iraq war—and without relitigating its causes or being apologists for 
it—it is possible to consider narrow counterproliferation military objectives 
that stop well short of wholesale regime change. In extremis, military options 
that restrict themselves to solely attacking nuclear infrastructure to set back a 
nuclear program, even if it cannot permanently destroy it, may be necessary 
to put on the table or execute. The North Korean case illustrates that such op- 
tions become nearly impossible if they are not executed prior to acquisition. If 
all else fails, a variety of counterproliferation tools, from sabotage to limited 
military strikes, could continue to be developed and considered not only as a 
deterrent to pursuit but also to slow down a nuclear aspirant if necessary. 
These are not without risks of blowback or backfiring; they can harden a pro- 
liferator’s resolve and drive a program further underground or accelerate it. 
But the growing dangers of the new nuclear age illustrate the need to redou- 
ble efforts to prevent new proliferators from reaching the finish line. 


Conclusion 


Our previous understanding of nuclear deterrence and nuclear risks is 
largely derived from a Cold War experience where two superpowers domi- 
nated the nuclear landscape. Though not without their own pathologies, the 
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United States and the Soviet Union shared interest in avoiding nuclear war 
and managed—though barely at times—to succeed in doing so. But the con- 
temporary and emerging nuclear era bears little resemblance to the Cold 
War. There are more nuclear powers, some with domestic political instabil- 
ity or led by pathological personalist dictators unconstrained by the checks 
and balances the United States and the Soviet Union possessed, with smaller 
and less sophisticated arsenals, but with more—and more intense—rivalries 
operating in a high-velocity internet-age where misinformation can be ram- 
pant. 

We have been slow to appreciate the new risks posed by the new nuclear 
age, and how these different risks cumulate to generate a characteristically 
different and more dangerous nuclear age. This volume has outlined these 
new challenges and why the coming nuclear age will be different than the 
ones that preceded it. It has offered some potential mitigation strategies, but 
the challenges we face and that await us in this less stable, more volatile nu- 
clear age are daunting. We are entering a new nuclear era of the extreme 
risk and must be even more cautious and smart in managing these risks than 
we were during the Cold War. 
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